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1.0 Introduction

This document is a training tool and reference guide for all DSS end-users who possess a
Common Access Card (CAC) to access IBM z/OS MUA mainframe DSS application(s) via the
Multi-Host Internet Access Portal (MIAP). Within this document are the instructions on using
DISA’s (Defense Information Systems Agency) solution for accessing the DISA hosted DSS

mainframe application(s) on MUA, that have a CAC enabled logon.

2.0  Background

DoD is moving toward the elimination of the “USERID” or user account authentication
and is now requiring PKI certificate authentication per CTO 07-015. This requirement has
proven problematic for authentication to IBM z/OS mainframe applications since the mainframe
still requires the use of a “USERID” in the host's local access control product (ACP). For DSS
this is the IBM RACF Security System.

DISA has provided a simplified logon process for customers to use digital certificates for
authentication purposes to the IBM z/OS mainframe legacy applications, such as TSO, CICS,
DB2, and other online interfaces. DISA has leveraged the use of “pass-tickets” available within
the existing mainframe product suite and MIAP Express Logon macros to enable the use of CAC
logins for DSS on the z/OS MUA mainframe.

DISA has also implemented a CAC registration process which includes a self-service
password reset facility also known as zPAT, in order to reduce the direct or indirect cost for the
management of application USERIDs for account password resets with a DSS system registered
CAC.
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3.0 Limitations

Although the DISA solution was created to enable the widespread use of CAC logins to
IBM z/OS mainframe applications, there are some limitations. To utilize this solution, DSS
users must have a valid DoD Common Access Card (CAC) and use MIAP to access DSS

applications on MUA. Other limitations are listed below.

3.1 Multiple USERID on a DSS LPAR

CAC logins are a one-to-one relationship that uses only one USERID per logical
partition (LPAR) or Mainframe environment. A CAC login to an IBM z/OS mainframe requires
users to register the digital certificate on their CAC against the current USERID that is already
established for the DSS application and is registered in the RACF Security Systems on MUA.
This is a one-to-one relationship where the digital certificate can only be registered
to one USERID per RACF security database or DSS mainframe security system.

Therefore, if a user has multiple USERIDs on the same DSS LPAR for multiple DSS
applications, they can only perform one CAC login to one DSS application on that LPAR. A
suggestion for these DSS users would be to register their CAC Identity certificate against the
USERID for the application they access the most on that LPAR, to best utilize the CAC login
process.

Login to all other DSS applications using other DSS USERIDs that are assigned to that
LPAR will need to be done via a valid USERID/password combination, using a non-CAC MIAP

session.

3.2 UserID / Password Maintenance when using FTP, QMF, MFEEE, DSS Web &
CA-DISPATCH. (NON-CAC Applications)

The z/OS DSS CAC login solution is for Telnet Access Only. DSS users who need to
utilize these NON-CAC enabled product applications will need to maintain their USERID &
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Password authentication on the LPAR supporting these products, using the following password
reset utility from your MUA CAC enabled CL SuperSession Menu.
This figure below shows the AUACPP0O1 CL SUPERSESSION PW RESET selection.

W OGD DSS MUA CAC/PKI OPERATIONS SUPPORT '{'V2'} - 4 e ||
File Edit Connection Setup Macro View Help

= S R i <3 T ==l =L 1 == ¥ e

e & B & 4B = alE B E R EEE b @

Actions Options Commands Features Help

KLSWSEL1L CLASUPERSESSION Main HMenu

Select sessions with a "/ " oxr amn action code.
Session ID Description

AT BT T PR

AN AT T PG DSS Warner Robins

AT DO TP ECT —DRAWDOWH

AULCEEOL HMUL Supersession PW Reset
AULDFEFE T HMUA Dispatch

Command ———3- MUASVUAMODOD 2
Enter [ElHelp EE-Fxit [ Rerre=h [Bg -Bkwa [ Retrieve [BEBaction
T M 1=2/002

12,2 3| ibm3270 | 2E | Connected Bo... || ®@=| 3.1RSA with triple DES/3.1 RSA with 125-bit AES
tn3270e://miapproxy.csd.disa.mil: 992 || vUAMDODS

Figure 1 CL Supersession PW Reset

Once selected you will receive the MUL CL SuperSession UserID and Password
Validation screen. The password field must be filled in with your OLD password and the
Change Password Field must be changed to “Y” as shown below, then press <<Enter>>.

e OGD DSS MUA CAC/PKI OPERATIONS SUPPORT '{'V2'} - 4 P | | |
File Edit Connection Setup Macro View Help

E e = > i 8 ey e EEE T [= =] - -

&= = & & = (2 B 2R Oy EE =@ @

HIGLGOWN1L ——————————————— Walidation
Date: 08/25/716 Srwv=stem: HMUL
Time: 14:00: 25 Dewvice: AULCOODOSA

Change Password 72 (x oxr H)

ITdentificatiorn:

Additional Information:
GO .
Hooct. .
Prooc. .

Bulletins:

For assistance please contact the
Enterprise Sexrwvice Desk
DEH Ss50-0032 or ((EHD) 855—-352—-0001

EHTER USERID
Enter [EEl-Help [BE—FExit
AR+

5,36 3| ibm3270 | 2E | Connected Bo... | @ 3.1 RSA with triple DES/3.1 RSA with 128-bit AES
tn3270e:/fmiapproxy.csd.disa.mil: 992 || VUAMOOOS

Figure 2 Entry Validation Screen

CONTROLLED UNCLASSIFIED INFORMATION
Page 5 of 18



CONTROLLED UNCLASSIFIED INFORMATION

Next you will receive the following message if the password change was successful.

Then Press <<Enter>> to continue.

i OGD DSS MUL CAC/PKI OPERATIOMS SUPPORT {'V2'} - 1 = | S|
File Edit Connec tion Setup Macro View Help

= [ By S e 1 = (=
EEEXYF FEY EE LY Y=L X

Cs050

Press EHTER to continue

= >»| ibm3270 2E || Connec ted Bo... o 3.1RS5A with triple DES/3.1 RSA with 128-bit AES
n32F0e: /fmiapproxy.csd. disa.mil:992 || VULMOS 15

Figure 3 Password Reset Complete

4.0  Prerequisites

There are two prerequisites that are required for the DISA DSS z/OS CAC login process.

The first prerequisite requires that the targeted DSS LPAR mainframe name where the
desired DSS application is hosted is the starting point and must be known. In this case, the MUA
(Production) LPAR.

The second prerequisite requires that the user’s CAC PKI certificate be registered to the
DSS MUA RACEF security database with a valid MUA USERID. The CAC registration process
is covered in both the “J62D DSS CAC Registration (MUA) Guide” document and in the “J62D
DSS CAC Registration (MUA Quick-Ref)” document.
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50 *** CAC Enable Login Flow: End-to-End User CAC Enablement ***

This section describes the DSS End-To-End User CAC Enablement for DSS Production
Users connecting to the DSS MUA Mainframe.
Once the prerequisites above have been met, establish an Internet Explorer (IE) web browser

session with MIAP https://miap.csd.disa.mil/ and perform the normal DSS login process. At this

point you may select either certificate, it does not matter. Use what you have used in the past.
2| Choose a digital certificate ==

The host you are connecting to requires that you identify yourself using a digital certificate.
Please choose one certificate.

Type | Name | Issuer
Email signature CN=FLETCHER.5TEPHEM.ROBERT.115812451... CN=DOD EMAIL CA-32, OU=PKI, OU=DoD, O...
Identity CN=FLETCHER.STEPHEM.ROBERT.115812451... [CN=DOD CA-32, OU=PKI, OU=Dal, O=L.5. ...

Figure 4 Certificate Selection

The list of MIAP sessions presented is based on individual user profile or MIAP

Community of Interest (COI). Current DSS production end users should see something similar

to the MIAP COI menu as shown in Figure 5, below.

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

Site ID: Ogden Site B WS
You are accessing Reflection as
CN=FLETCHER.STEFPHEMN.ROBERT.1158124510,0U=CONTRACT OR,OU=FPKI,OU=D0oD,0
=U.5. Government, C=US.

B | Type Mame Grouping

ECH DSS OPERATIONS SUPPORT EAST {v2} -
MECH DSS PRODUCTION OPERATIONS EASTL...
MECH DSS VDI PROD OPERATIONS EAST {VZ}
OGD DSS OPERATIONS SUPPORT WEST {VZ}
OGD DSS PRODUCTION OPERATIONS WEST{V2}
OGD DSS VDI PROD OPERATIONS WEST {VZ}
P_MECH PRINTER GRAPHICS{VZ}
P_MECH PRINTER LABEL{VZ}
P_MECH PRINTER RFID{VZ}
P_OGD PRINTER GRAPHICS{VZ}
P_OGD PRINTER LABEL{VZ}

m

Q-

[ Log Out ] [ Refresh Links List

Home | About DISA | Security & Privacy | Freedom of Information Act | Mo Fear Act Notice | DaD

Figure 5: (Current) MIAP Community of Interest (COIl) Menu
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As shown below, your new MIAP COI menu will display various DSS CAC/PKI
Selections. Find and select the “OGD DSS MUA CAC/PKI PRODUCTION OPERATION” for
a static LU-Printer/Stacker/Carousel connection or “OGD DSS MUA CAC/PKI OPERATIONS
SUPPORT” for a Virtual LU connection. Clicking on the name will highlight the name selected

in the MIAP COI menu as shown in Figure 6, below.

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

Site ID: Ogden Site A WS

You are accessing Reflection as
CM=FLET CHER.STEPHEN.ROBERT.1158124510,0U=CONTRACT OR,0U=PKL OU=DoD,0
=l.5. Government, C=US.

=& |Type |Name e |Grouping
=T ) MECH DSS OPERATIONS SUPPORT EAST {W2} =
=T MECH DSS PRODUCTION OPERATIONS EASTY...
w MECH DSS VDI PROD OPERATIONS EAST {W2}
QOGD DSS MUA CAC/PKI OPERATIONS SUPPOR..
e e
=T 0OGD DSS OPERATIONS SUPPORT WEST {V2}
L =10 OGD D55 PRODUCTION OPERATIONS WEST{V2}
=T QOGD DSS VDI PROD OPERATIONS WEST {V2}
=T ) P_MECH PRINTER. GRAPHICS{V2} |
By P_MECH PRINTER LABEL{v2}
Gy P_MECH PRINTER RFID{v2}

[tetione ] [Q-

m

Refresh Links List

Home

Figure 6: (New) MIAP Community of Interest (COIl) Menu with CAC/PKI selections

If you have successfully registered your CAC PKI Certificate using the DISA zPAT
utility on the MUA mainframe, then the MUA TN3270 session will validate your CAC PKI
credentials against your existing MUA RACF USERID. This will launch the CAC-Enabled
login process to the DSS MUA LPAR / mainframe and display the MUA Banner Page as shown

in Figure 7, below.
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You are accessing a U.S. Government (USG) Information System (IS) that
is provided for USG-authorized use only. By using this IS (which
includes any device attached to this IS), you consent to the following
conditions: The USG routinely intercepts and monitors communications on
ses including, but not limited to, penetration testing,
COMSEC monitoring network operations and defense, personnel misconduct
(PM) , law enforcement (LE), and counterintelligence (CI) investigations.
At any time, the USG may inspect and seize data stored on this IS.At any
time, the USG may inspect and seize data stored on this IS.Communication
using, or data stored on, this IS are not private, are subject to
routine monitoring, interception, and search, and may be disclosed or
used for any USG authorized purpose.
This IS includes se y measures (e.g., authentication and access
gontrols) to protec 5G interests--not for your personal benefit or
privacy. Notwithstanding the above, using this IS does not constitute
consent to PM, LE or CI investigative searching or monitoring of the
content of privileged communications, or work product, related to
personal representation or services by attorneys, psychotherapists, or

clergy, and their assistants. Such communications and work product are

private and confidential. See User Agreement for details.

Figure 7: MUA Banner Page

Acknowledge this banner page by pressing the <<Enter>> key on your keyboard.
After the <<Enter>> key is pressed, the login (Entry Validation) screen as shown in
Figure 4 below, will be momentarily displayed. No user action is required for this screen (i.e.,

the entering of information) as this screen will disappear.
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Entry Validation
Date: 0 6 S . MUA
Time: 05:33:09 evice: VTZT0003

Identification:
Userid....... Jusr.id(
Password. .. .. Change Password ? N (Y or N)

Additional Information
Group.....

DSN 850-0032

Figure 8: Login (Entry Validation) Screen — No action required
After the login (Entry Validation) screen disappears, a CL/SuperSession Menu will be
displayed by the MUA CL SuperSession session manager. The menu will look similar to the
one that is displayed in Figure 9 below, depending on what has been authorized to you through
AMPs.
*** Note ***

FIRST TIME IN — ONLY! CL SuperSession will prompt you to enter your PIN twice

in the following screen. Carefully, enter your PIN, Hit TAB and enter your PIN a second time.

KLSLEKWD1 Lock Password Prompt

Enter wyou CAC PIN to be
unlock the terminal when

Enter wour CaAC
Verifiy CAC
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Actions Options Commands Features Help

CL/SUPERSESSION Main

Select sessions with a "/"

ion ID Desc

AUATS MUA

AUACIPAP MUA

AUACIPBC MUA Barstow CA DSS
AUACIPCT MUA Corpus Christi TS DSS
AUACIPDC MUA San Diego CA DSS
AUACIPDK MUA Korea DSS

AUACIPGM MUA Guam DSS

AUACIPHU MUA Hill UT DSS

AUACIPLT MUA Lackland TX DSS
AUACIPMA MUA RBI

AUACIPMS MUA MIS Production
AUACIPOO MUA Oklahoma City OK DSS

Figure 9: CL SuperSession Menu

MUA/VTZT1561

From this menu, place your cursor next to the desired session ID (e.g. a specific DSS Site
application, such as AUACIPHU for MUA Hill, UT, DSS as shown in the menu above) that you

have been authorized to access through AMPS.

After the placement of cursor next to the desired DSS Site, press the <<Enter>> key on

your keyboard to display that site’s Site Selection Menu. In this example, DDHU was selected

as shown in Figure 6, below.

| OGD DSS MUA CAC/PKI PRODUCTION OPERATIONS '['V2'}'
File Edit Connec tion Setup Macro View Help

{ = == —
A LA=aE8R5 B85 b @
MENU
B

* Site *
* Selection *

VY-
TAALIANT

HWOZ-HM HILL AFB

Select a processing site and press ENTER

Figure 10: DSS Site Selection Menu

You should now be signed into your desired DSS region.

or press CLEAR to exit DSS

Zulu time is
1z: HER-]

on

13 MAR 2016

System ID DDHU
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6.0 CAC ENABLED SIGN-OUT INSTRUCTIONS for DSS Multi-User Workstations

When signed into DSS CAC Enabled through “OGD DSS MUA CAC/PKI
PRODUCTION” OPERATIONS (As shown below)

B |T1,r|:|e |Name Y |Gru:uu|:uing

: MTA CAC/PKI 80 Char {v2} -
OGD AF DSS (Dedicated LU) {v2}
OGD DSS MUA CAC/PEI OPERATIONS SUPPOR...

m

OGD DSS MUL CAC/PKI OPERATIONS SUPPOR...
OGD DSS MUL CAC/PKI PRODUCTION OPERAT...
OGD DSS MUY CAC/PKI OPERATIONS SUPPCE....
OGD DSS MUY CAC/PKI PRODUCTION OPERA. ..
0GD FLIS MFGD MODEL 2

0GD FLIS MFGD MODELS

EEEEEEERPEE

0GD FLIS MFLP MODEL2

e s o s e s

| Actions | QT

Figure 11 MIAP Menu

Into your Sites Specific Region — Using the “HILL” region as an example below

HMEHU
Evstem time is
LR RS 11:36: 27
* Site * . on
* Selection * ' N 1 14 JUL 2016

* HMenu *
LA 22 R L LR R N ! Zulu time is
. 17:38:27
HMEHU GROUP or
VAN 14 JUL 2016
[N B

Evstem ID DDHU

_ HWO2-02 HITI AFE _ HWOZ2-HrMM HITI AFE HMALTHT

Select a processing =ite and press EHTER or press CLEAR to exit DES

15 /002

Figure 12 Site Specific Region
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*** PLEASE FOLLOW THESE Very Important STEPS when SIGNING OUT OR YOUR
WORKSTATION will become LOCKED with a “Session not Bound” error message for
Follow-On, NON-CAC users ONLY, of this DSS Workstation. ***

Again, using the “HILL” Site as the example.

1) <<PF3>> - The First PF3 clears you from the HILL site region to the CICS screen
shown in figure 12, above:

File Edit Connec tion Setup Macro View Help
=

BEEE/CLEAR to LOGOEFE
ENTER FOR DSS HMEHWU
BFOO0 MEHU
BRWOO MEHU

APFLICATION EXIT REQUESTED

Figure 13 Clearing CICS Screen

2.) <<PF3>> again — Clears you from the CICS SCREEN shown in figure 13, above.
3.) Most CRITICAL - You MUST do one more <<PF3>> followed by an <<ENTER>>
or “1” to clear you from the CL SuperSession Application as shown in figure 14 below.

K OGD DSS MUA CAC/PKI PRODUCTION OPERATIONS {'V2'} — = | [==-]
File Edit |[Connection| Setup Macre View Help

=

Actions Options Commands Features Help
KLSVWSELL CL/SUPERSESSIOH Main Menu
Select sessions with a "/" or an action code.

Session ID Description
AUACIPGHM MUA Guam DSS

AUVLCTIEPHU HUA Hill UT DSS
AUALCTEJE DSS Jacksonwville

KLEEXITI1 Exit HMenu

Type a selection number or position the
Ccursoxr omn a line and press ENTER.

. Emxit (X))
. Besume (R}

Commarid —

el [EE-Cancel MULA S VUACTST2
B -rPetriceve [EE-aAction

ig,5 || ibm3270 2E || Connected Bo... @ 3.1 RSA with triple DES/3. 1 R5A with 128-bit AES

tn3270e://miapproxy.csd.disa.mil:992 || vuacTsT2

Figure 14 Clearing CL Supersession
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If (NOT) completed in this correct sign-out sequence — the following user coming

in NON-CAC enabled using this Multi -user workstation will receive a “Session Not

Bound” Error Message.

Clearing a LOCKED Terminal

To clear this LOCK terminal once the “Session Not Bound” error message is
received is to have a DSS CAC enabled user sign back in CAC Enabled and sign-out again
following the Sign-Out Steps outlined above or the NON-CAC user can wait 15 to 20

minutes and the locked workstation will AUTO clear it-self.

7.0 DSS LU Not Defined to Workstation (Error Message)

If you receive the DSS CITRIX / VDI TERMINAL ID SCAN dialog box that displays
“Please Scan your Terminal Barcode” as shown in Figure 15 below, this means that your DSS
terminal has not been updated with the DSSLU registry file for your workstation hardware.

This file is mandatory for a successful PKI/CAC logon for DSS End-to-End production

static LU terminals to find their associated printer, stacker or carousel.

|| DSS CITRIX/VDI TERMINAL ID SCAN [

9 Please scan your DSS TERMIMAL BARCODE
1

oK ] | Cancel

Figure 15: DSS CITRIX / VDI TERMINAL ID SCAN Dialog Box
If this occurs, please contact the DLA EHD (Enterprise Help Desk) with your DSS
workstation IP address. The help desk will open an EHD Ticket/Work Order for your DSS
terminal and send an email to the DLA Infrastructure Operations J64-TFS team to update your

workstation registry.
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7.1  CL SuperSession Error Message (CS031)

If you are using your MIAP CAC selection - OGD DSS MUA CAC/PKI
OPERATIONS SUPPORT, to connect to MUA applications, you will have no issues selecting
applications from your AUACPPO1 CL SuperSession Menu. If however, you are using OGD
MODEL?2 or OGD MODELS5, to connect to the AUACPPO1 CL SuperSession, non-CAC

enabled, CL SuperSession will display a menu for you, but will EAIL when connecting to any

MUA applications. You will receive a CS031 CL SuperSession error message - "'Session
establishment failed because the Virtual Session Manager could not allocate resources. Contract

your Candle products administrator.” (See figure 16 below)

Sexxion esxtablishmesnt failsd hesomtimses

thsa VWirtumal Seassmicon Manager oould npoe

allocate IresSouUurcaEs ., Contact youar

Candlas products administrator .

Praxzs ENTEERE to continues

Figure 16 CL Supersession Error Message

If you need to use a MODEL2 non-CAC enabled Session with MUA, a new MIAP selection has
been provided for you, to correct this issue - OGD MUA MODEL2 {V2}. This selection will
allow you to connect to the MUA CL SuperSession - AUACPP01 NON-CAC enabled and
successfully select from the DSS applications displayed. If you have not yet registered your

CAC certificate on the DSS mainframe systems, we encourage you to do so, so that you are able
to use the new DSS CAC/PKI selections to DSS without any issues.
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7.2 Session Timeout Message

If a User allows the CAC/PKI session to timeout, they will receive the following message
screen:

DISTRIBUTION STANDARD £ WORK: AA SYSTEM: DDAA

TRANSPORTATION

N2 MISSION RECEIVI

3 WAREHOUSE OPERA
PFC
TRANSPORTATION Your session has timed out due to inactiwvity.
PACKING/CONSOLI
INVENTORY /ITEM Press the ENTER key to clear the Supersessio session
REWAREHOUSING
OUTLOADING then close this window and relaunch your session from

= your MIAP account.

co s

> PLP
SET ASSEMELY-DE
SUPFPORT

5 INQUIRIES

Figure 17 Session Timeout Message

As the message states, the user must select <<ENTER>> at this point and close the black

screen that follows, as shown below.

\ 4

Figure 18 Close this BLACK Screen — DO NOT SELECT <<ENTER>> on this screen (See Note Below)
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Then relaunch your MIAP CAC/PKI MUA Session —

B |T1,-'|:|E |Name a~ |Gr-:uu|:uing
MECH D55 QPERATIONS SUPPORT EAST (W2}
MECH DSS PRODUCTION OPERATIONS EASTL...

m |

MECH D55 VDI PROD OPERATIONS EAST {VZ}
MTA CAC/PKI MODEL2 {2}

OGD AF D55 (Dedicated LU) {V2}

OGD D55 MUA CAC/PKI OPERATIONS SUPPOR...
OGD D55 MUA CAC/PKI PRODUCTION OFERA. ..
OGD D55 MUL CAC/FKI OPERATIONS SUPPOR...
OGD D55 MUL CAC/PKI PRODUCTION OPERAT...
OGD D55 MUY CAC/PKI OPERATIONS SUPPOR....

EEEEEEEEEDE

OGD DSS5 MUY CAC/PKI PRODUCTION OPERA...

s

Figure 19 Relaunch the OGD DSS MUA CAC/PKI Session

NOTE: If the User Selects <<ENTER>> from the BLACK Screen shown above, the
user will be prompted for a UserID and Password. Session will no-longer be CAC Enabled.
And if the User has been on CAC for a while, they will more than likely find their MUA

password expired.

If you have any other production CAC enablement issues with MUA, please contact the
DLA EHD who will open an EHD Ticket/Work Order for the problem.

Enterprise Help Desk for IT Support.
Enterprise Help Desk

Hours of Operation: 24 x 7

Call: 855-352-0001

E-mail: DLA Enterprise Help Desk
Website: DLA EHD Portal

Thank you for your participation in the DSS Production CAC/PKI enablement project.
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8.0  Frequently Asked Questions

Question:

Answer:

Question:

Answer:

Question:

Answer:

Once we register our CAC's and get the approval message, is there a way
to test it and determine if the registration process worked, or are we just
testing the process of registering?

You are not testing the registration process. Your CAC is registered in the
"live" RACF database for that system. Once you get the "success"
message, you will not be able to test your CAC logon until your DISA
MIAP selections/COIl has been changed, adding the new CAC/PKI sign-
on for our DSS systems. This COI will soon be rolled out in phase Il of
the DSS CAC enablement project.

During the zPAT registration process, | entered my current DSS username
and password. When my password changes do | have to register again
with the correct information?

No, you do not have to register again. Once your CAC has been
registered within the RACF Security System it becomes another security
element within your RACF security profile. Your CAC will remain
registered until you change it by using the zPAT utility -
deregister/register selections in your documentation. RACF Password
changes will have "no" effect on your currently registered CAC/PKI

credentials.

Does the CAC login satisfy the DISA 30/45 day suspend/delete policy?
Correct! Your CAC logins will update the RACF account "Last Used
Count" to keep your ID active, the same as when you sign-in using your
current RACF USERID and password. So the answer is "yes" it will
satisfy the 30/45 day inactivity rules outlined in the DISA STIGs.
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