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About this Document

This document was based on the DISA zPAT 1.0 User Guide and modified for use on the DLA
Distribution Standard System (DSS) Mainframes.

The instructions in this guide relate to the DSS MUA production application and identify unique
DLA registration entries and requirements.
(zPAT) - z/OS PKI Account Management Toolkit

The zPAT tool, developed by DISA, is used to register CAC certificates to the mainframe
security system — RACF environments. Once the CAC certificate and PIN has been registered and
associated to your unigue DSS MUA system USER ID, within the RACF security system, the MIAP

CAC/PKI “Production Operation” selection may be used to sign-on, using only your CAC
identification card inserted in your workstation.

zPAT CAC Registration Instructions follow in this document.
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1.0 Introduction

The DISA z/0OS PKI Account Management Toolkit or zPAT utility provides an end-user with the
ability to register a CAC PKI certificate to the DSS MUA mainframe RACF Security System, deregister
a CAC certificate (when a new CAC card is issued), and initiate a self-service password reset on the

MUA mainframe Security System, with a valid registered CAC.

2.0 (New) DSS User Certificate Registration

Note: If you are an existing DSS user, please skip this section and continue on to:

3.0 Managing your (Existing) DSS account / certificate registration on page 7.

In order to register your new CAC certificate to the DSS application RACF security system, you

MUST first change your newly assigned Temporary password to a Permanent DSS password.

1.) First, you must enter MIAP using the following link:
https://miap.csd.disa.mil

2.) Next, if you do not have an existing DISA MIAP account, you will have to use the

“Create New Account” selection on this screen and enter your personal information.

3.) Once the MIAP account has been created and you able to display your DSS application

menu, or better known as your Community of Interest / COl menu, find and select the
following application: OGD MUA PASSWORD RESET {V2}, as shown below.

M |Ty|:ne |Name -~

| Grouping

QGD MTZ-MNC-PASS MODEL2
QGD MTZ-MNC-PASS MODELS
OGD MUA FTP

OGD MUA MODELZ {VZ}
OGO MUA Password Reset {V2}
QG0 MUF FTP

OGD MUF FTP {v2}

QGD MUG FTP

OGD MUG FTP 4V 2}

OGD MUL FTP

OG0 MUL MODEL2 {v 2}

EEEEEEEEEEE

-~

m

| Actions | Q-

Refresh Links List
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https://miap.csd.disa.mil/

4.) You will next receive a U.S. Government banner page, select <<ENTER>> to continue on.

&3 OGD MUL Password Reset W27 - 1 = | = 22
File Edit

Connection Setup

= & = e

View Help

¥ou are accessing a U.S5. Gowvernment {USG) Information Syvstem (IS) that
is provided for USGE-authorized use only. By using this IS {(which
dncludes any dewvice attached to this IS), vou consent to the Ffollowing
conditions: The USE routinely intercepts and monditors communications on
this IS for purposes including, but mot limited to, pencetration testing.,
TISEC moni toring network operations and defense, personnel misconduact
{PH} ., law enforcement {(LE}., and counterintelligence {(CI}) investigations.
AL arx time, the USGEG ma dnspect and seize data stored on this= IS.ALC any
time, the USG may inspect and seize data stored on this IS5.Communication
using, or data stored on, this IS are not private, are subject to
routine monitoring, interception, and search, and may be disclosed oxr
used for any USE authorized purposea.
This IS5 includes security measures (€.9. . authentication and access
control=s) to protect USG interests——mot for our personal bhenefit or
privacy. Hotwithstanding the above, using this IS does not constitute
consent to PHM, LE or I investigatiwve searching or monitoring of the
content of privileged communications, or work product, related to
personal representation or serwvices by attorneys, psychotherapists, or
clergy, and their assistants. Such communications and work produact are
priwvate amnd confidential. See User Agreement Ffor details.

24,2 | ibm3270 || 2E || Connected Bo... || @=| 3.1RSA with triple DES
tn3270e: //miapproxy.csd.disa.mil:992 | VULMDO23

5.) Once you get to the following “Entry Validation” screen, enter your new DSS User ID,
Temporary Password and select <<ENTER>>.

4 OGD MUL Password Reset '{'W2') - 1 | = | B (i
File Edit Connection Setup Macro View Help

= 5

. E E 5 il oy [irioZ S| e T Ty =rd
e R S Ow % = 51 1% B S U (E‘ = =%

KLGLGOHNl ————— ¥alidation
Date: 09/13/16
Time: 08:5h6:45

Identification:
Change Password ? 17 EY or H})
onal Informatiomn:
Group. ....

Acct......
Proc......

Bulletins:
Copyright 1987-199%3

an unpublished work by

Candle Corporation. All rights reserwved.
Use permissible by License only.

EHNTEER USERID
Enter Help Exit
07/063

7,63 3| ibm3270 || 2E || Connected Bo... || @= 3.1RSA with triple DES
tn3270e: /fmiapproxy.csd.disa.mil: 992 || VULMOO23
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6.) This CL SuperSession screen will then prompt you for a new password, Enter a new

password in both password fields, then select <<ENTER>>.
B OGD MUL Password Reset {'WV27 - 1 | == ﬂh.

File Edit Connection Setup Macro View Help

&;; éé: kﬁ’ ;ﬁg ;Eg — i%ﬂ Wﬁﬁ ﬁiﬁik%,it% {éb [:] Eﬁ? E» [iy g (;)

KLGHPWD1 Change Password
Type in vour new password twice, and press EHTER.

Enter new password

Commaried
Enter ! elp e —Fxi t IR —Cancel

| Verify new password

07 /045

7,45 2| ibm3270 | 2E || Connected Bo... o 3.1RSA with triple DES
tn3270e: {fmiapproxy.csd.disa.mil: 392 || VULMOO23

7.) If the passwords match, you will receive the following message screen, please select
<<ENTER>> to continue.

& OGD MUL Password Reset W2’} - 1 = | B 3
File Edit Connection Setup Macro View Help

BEL, == I | 5 i 3 ey I, == = T ) = f -

s o 55 Ox 05 = e J1] S Sag U Eé? EI =3 @ ¢ @

[[krsurna

password setup complete
for CACTSTIL

03/005

3,5 2 ibm3270 | 2E || Connected Bo... O 3.1 RS5A with triple DES
tn3270e://miapproxy.csd.disa.mil: 992 | VULMOO20
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Next select the “X” in the corner and you’re done with this step!
) OGD MUL Password Reset TV2T -2 =
Fie Edit Connection Setup Macro View Help

il L

— P ————————
SEE d2 4G9 REEREESR DO g

=K 161

*** After your Temporary Password has been changed to a Permanent Password, please
continue on with the following instructions to Register your CAC certificate. ***

3.0 Managing your (Existing) DSS account / certificate registration

Using the DISA zPAT tool you can now manage the certificate you have registered to the DSS

mainframes. The (first step) to the DSS CAC enablement MUA sign-on is to get your CAC certificate
registered to the DSS MUA mainframe RACF security system.

3.1 *¥* CAC REGISTRATION *** (First Step to DSS Mainframe System CAC enablement)

First, using your IE Internet Browser, navigate to the following DSS MUA URL to register your

CAC card & PIN to the DSS MUA RACF system security environment.

MUA use https://mua2.csd.disa.mil/zpat Link
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https://mua2.csd.disa.mil/zpat

A display page will be presented to you with the DoD banner page. You will then be asked to
choose a certificate from the browser certificate store. For DSS CAC Enablement, YOU MUST
CHOOSE the “DoD CA ldentity Certificate”; NOT THE “DOD CA EMAIL Certificate”. The
email certificate will not work for this CAC enablement process.

Windows Security =

Select a Certificate

PFISTER.NATHAN..136843..

Issl

' || PFISTERNATHAN..136843..
| Issuer: DOD EMAIL CA-24
. ' Valid From: 12/13/2011 to 12/13/2014

OK I Cancel

Click “OK” to continue.
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Note: The Most Common Error with DSS CAC Registration/CAC Enablement is DSS Users
Registering the Wrong CAC Certificate, which will NOT allow them to access the DSS LPAR via
their CAC Sign-In Selection from MIAP.

6 @|@ https://mua2.csd.disa.mil/zpat/manage.html O ~ @ & | @ Manage Certificate Registr... * ﬁﬁ ?,'\? {3}}
watst nolassified/For Officlal Use Only *=
Department of Defense = Defense Information System Agency
ms&\ > 2105 PKI Account Toolkit vi.1
Manage Certificate Registration
¢ Home

User ID: NUO3547

Certificate

Commeon Name: FLETCHER.STEPHEN.ROBERT.1158124510
Country: US

State or Providence:

Locality:

Organizaticn: U.S. Government

Organizaticnal Unit: CONTRACTOR

Serial Number: 3e:9%:b3

Common Name: DOD CA-32 — Correct

Issuer

Country: US

State or Providence:
Locality:

Organizaticn: U.S. Government
Organizational Unit: PKI

Built by: DISA ESD ES5
Last Updated: 06/11/2014 08:32:37

nua2.csd.disamil/zpat/manage html O ~ @ © || @ Manage Certificate Registr... %

wetst Unolassified/For Official Use Only **+=

Department of Defense > Defense Information System Agency
# 2/05 PKI Account Toolkit vi.1

© Home

Manage Certificate Registration

User ID: NOT REGISTERED

Certificate

Common Wame: FLETCHER.STEPHEN.ROBERT.1158124510
Country: US

State or Providence:

Locality:

Organization: U.S5. Government

Organizational Unit: CONTRACTOR

Serial Number: 40:33:6c
aiLcas BN In-Correct

Issuer

Common Name:

Country: US
State or Provide
Locality:

Organizations,
Organizatig)

Built by: DISA ESD ES5
Last Updated: 06/11/2014 08:32:37
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When the Certificate is accepted, the following screen should be displayed:

1 wtility Home

(—ﬂ

seees (Jnolassified/For Officlal Use Only ===

Department of Defense > Defense Information System Agency
> ZOS PKI Account Toolkit w1.0 Beta

Utility Home

To be able to use this utility you need:

1. One or more Personal Certificates installed in your browser.
2. Avalid User |ID & password within the managing Security Package.

This utility provides the following functions to assist in managing your PKI registration state.
« Manage Certificate Registration

When you click this button your browser will ask you to select one ofthe certificates trusted centificates
available to the browser. You will also be prompted for your user id and password. A confirmation
screen will show you the information from the certificate you selected and your security package user
id

o Register- allows you to associate the selected certificate to your user id within the security
package

© De-register - removes the association within the security package between the selected
certificate and your user id.

- Reset Password

Allows you to change your password using an randomly generated STIG compliant password.
Note: This function only works if you have already registered a certificate with the security package.

o Generate Password - generates an random STIG compliant password and uses thatvalue as
the password associated with your user id.

o Show Password - displays the password in clear-text for you to copy or read

Mote: "Show Password™ will enly work afier Generate Password has been used.

¢-» Reset Password

Built by: DISA ESD ESS - = Powrered by:
Last Updated: 11/06/2013 16:55:28 Query Mobile

This is the DISA zPAT Home page, displayed above. From here, you are given the choices of:
Manage Certificate Registration or Reset Password. For CAC Registrations, please select the “Manage
Certificate Registration” button to register your CAC certificate and PIN to the DSS mainframe RACF
Security System. Note: that a CAC registration or deregistration can only be successful for users with
a Current MUA UserlD and permanent password on the DSS mainframe environment you are selecting;

in this case, the DSS MUA Production Environment. If you do not have a current DSS password for the

MUA mainframe, please skip down to the 4.0 zPAT (Self-Service) password resets on page (8) of this

document.
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The Manage Certificate Registration screen will display the certificate for your verification and

give you the option of either registering or deregistering your CAC. To register your certificate, select

“Reqgister” as shown (below).

(=T o =
L 2 - @ || B Manage Certificate Registr... = {nd h.a b=
Saes UnslassifiaddFar Offialal Uss Oniy s

Manage Certificate Registration

User ID: HUO3S47

Cezebi £ iesate

Issuer

Once you have clicked “Register”, you will be prompted for your Current MUA Userid and

Permanent Password - (Temporary, first time, Passwords will not work). Here you will fill in your

UserID/Username and Password for the DSS MUA mainframe to which you are registering your

certificate.

User ID: HOT REGISTERED

Certificate

Please sign in

Common MHame: C
Country: US
State or Brovi Username:
Locality:
Organization:
Organizational
Serial Number:
Password:

Is=uer

Common MHames: I
Country: US
State or Provi
Locality:
Qrganization: U.S5. OVETNMENT
Organizational Unit: PKI

Upon successful registration, the “Response” line at the top left of your screen will change to:

Response: success
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3.2 DSS CAC DEREGISTRATION (Issued new CAC Card)

To remove/deregister an (old) certificate from the DSS MUA mainframe security system, follow
the same process and choose “De-register”. You will again be prompted for your current MUA Userid
and Password. If entered correctly, your CAC certificate will be deregistered. You can then register a
(new) CAC card to replace your old CAC certificate on the MUA LPAR.

NOTE: PLEASE BE SURE TO DEREGISTER YOUR (OLD) CAC CARD (BEFORE)
SURRENDERING IT AND RECEIVING A (NEW) CAC CARD REPLACEMENT!

The steps required to deregister a CAC PKI certificate follow the same flow as the CAC
registration process; however, users need to be aware of the following: Without a registered CAC
certificate on the DSS MUA mainframe, a user will (not) be able to perform a Self-Service Password
reset — using z/PAT.

In the normal process flow (DSS MUA users deregister the (old) CAC certificate and
subsequently register a (new) CAC certificate, this should not be an issue because during CAC
deregistration, the current DSS MUA Userid & Password (are needed). Since these two steps normally
occur within a few days of each other, the password used to deregister the old certificate will be used to
register the new certificate. If you have forgotten your password for deregistration, follow the self-
service password reset, using zPAT, in this document. Then deregister your (old) MUA CAC
certificate. Do not forget this (new) reset password, you will need it to register your new CAC
certificate.

In a scenario where the user deregisters their CAC PKI certificate on MUA, then forgets their
password, they will not be able to use zPAT to either register a new CAC PKI certificate (which requires
a current MUA userid & password) or perform a self-service password reset (which requires a
registered CAC certificate to the MUA RACEF security system). In this case, you will need to contact
the DLA Enterprise Help Desk to get your password reset on the DSS MUA system.
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4.0 Using zPAT for (Self-Service) password resets

4.1 Requirements

To initiate a Self-Service password reset, you first must have a current CAC, which has

been registered to the DSS MUA mainframe security system before starting this process.
4.2 Self-service password reset process

Using your Internet Browser, navigate to the DSS MUA URL.
https://mua?2.csd.disa.mil/zpat

4.2.1 Initial Entry

Upon entry to the DISA zPAT URL, you will first be presented with a Browser
Certificate Store follow by the DoD banner page. On the Browser Certificate Store display,
select your Identity Certificate.

Browser Certificate Store - Select Identity Certificate, shown below.

2 https://mul2.csd.disa.mil /zpat O-ax ” ) Waiting for mul2.csd.disa.. ‘ ‘ m

f

Windows Security @

Select a Certificate

1| FLETCHER.STEPHEN.ROBE...
Issuer: DOD CA-32
Valid From: 9/16/2015 to 9/16/2018

iClick here to view certificate prope...;

[1(<d (<]

FLETCHER.STEPHEN.ROBE...
Issuer: DOD EMAIL CA-32
Valid From: 9/16/2015 to 9/16/2018

Actividentity ActivClient O:a...
Issuer: DOD CA-27
Valid From: 5/5/2015 to 5/4/2017
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https://mua2.csd.disa.mil/zpat

Login Banner- Click “OK”

(=] > ]

" @ https://mmd.csd.disa.mil/zpat/

Message from webpage

You are accessing a U5, Gavernment (USG) Information System (I5) that
is provided
for USG-authorized use anly.

5 4 SoftwareForge Project Ho... 2] CSD Admin LAN - Sign-In... [EJ Googl

il

By using this IS (which includes any device attached to this I5), you
consent to the
fellowing conditions:

-The USG routinely intercepts and monitors communications on this IS
for purposes

including, but not limited to, penetration testing, COMSEC monitoring,
network

operations and defense, personnel misconduct (PM], law enforcement
(LE), and

counterintelligence (CI) investigations,

-At any time, the USG may inspect and seize data stored on this IS,

-Communicaticns using, or data stored on, this IS are not private, are
subject to routine

monitoring, interceptien, and search, and may be disclosed or used for
any USG-

authorized purpose.

~This IS includes security measures [e.g., authentication and access
controls) to protect
USG interests--nat for your personal benefit or privacy.

-Notwithstanding the above, using this IS does not constitute consent
to PM, LE or CI

investigative searching or menitoring of the content of privileged
communications, or

work product, related to personal representation or services by
attorneys,

psychotherapists, or clergy, and their assistants, Such communications
and work product

are private and confidential. See User Agreement for details.

=

KI Account Toolkit X ‘

» »

v [ v Pagev Safetyv Tools~ @~

Waiting for response from disa.mil...

= A s all el e

Select “RESET PASSWORD” from the zPAT Home Page, Shown
zZPAT Home Page -

Inclassified//For Official Use Only **=

Department of Defense > Defense Information System Agency
HSA\ » 2105 PKI Account Toolkit v1.1
z/08 PKI Account Toolkit

To be able to use this utility you need:

1. One or more Personal Certificates installed in your browser.
2 Avalid User ID & password within the managing Security Package

This utility provides the following functions to assist in managing your PKI registration state.

+ Manage Certificate Registration

When you click this button your browser will ask you to select one of the cerfificates trusted cerfificates
available to the browser. You will also be prompted for your user id and password. A confirmation screen

will show you the information from the cerfificate you selected and your security package user id.

= Regisfer - allows you to associale the selecied cerfificate fo your user id within the security
ki

package.

= Deregister - removes the association within the security package between the selected cerificate

and your user id
+ Reset Password

Allows you to change your password using an randomly generated STIG compliant password.
Note: This function only works if you have alrealy registered a certiicate with the security package.

= Generafe Password - generates a random STIG compliant password and uses thai value fo

change the password associated with your user
= Shaw Pasaword - displays the password in clear-text for you te copy or read
Mote: "Show Password" will only work sfter Generate Password has been used

Manage Certificate Registration ) Reset Password

-

below.

n
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4.2.2 Reset Password & User Retrieval

After selecting the “Reset Password” button to gain assess to the Reset Password sceen —
the password is not actually reset at this point. The requestor’s userid will be retrieved and
populated for the password reset function. The retrieval may take a few moments. The retrieved
userid cannot be edited or changed.

ew <2)| @ hitps://mmd.csd disa.mil zpat/reset-password.ftml 0 - @ 2 & X || Home - Do Enterprise Portal .. ‘ @ Reset Password | ‘ A
File Edit View Favorites Tools Help

s ¥ SoftwareForge Project Ho.. ] CSD Admin LAN - Sign-In... [E] Google 'S Personnel Accountability .. § SSOIntranst| § HomePage| 8 SuggestedSites > Jgp = [ = (9 b v Page~ Sefety~ Tock~ @+

Department of Defense > Defense Information System Agency
> 210 PKI Account Toolkit v1.1

=== Unclassified/IFor Oficial Use Only ===

Reset Password
Home

Warning! Due to STIG guidelines, password resets can only be performed once per day

User ID:

DAZTUSR

Password:

A Generate Password © Show Password

Built by: DISA ESD ES§

Generate Password

To perform the actual MUA password reset, use the “Generate Password” button, as
shown above. This will cause zZPAT to make a request to the RACF security system, to reset the
password for the requestor’s userid shown. This operation will take a few moments. The

password will only be reset on the DSS MUA system.

4.2.3 Masked Display and Warning

Upon successful completion, the password is returned and displayed as “********” = The
requestor is advised and mandated to protect passwords IAW (DISA Form 787), therefore, do
not display the password using the “Show Password” button until you are certain that no one else
is able to view your workstation display. When it is safe to do so, use the “Show Password”
button to display the password. Note that the “Show Password” button now becomes a “Hide
Password” button which is used to return the field to the masked “********* djsplay, as shown

below.
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(B R ==
I BB https://mume cod digs mil zpat reset-passwerd b £« @ 2 & X || [ Home - DoD Enterprine Portal ., | &2 Reset Password ok
Fide Edt  Wiew Favontes  Took  Help

i H SoftwareForge Propect Ho. @] C30 Admun LAN - Signein.. [ Google 15 Peronnel Accountabnlity .- 2 $50Intranst & HomePage @] Sogqested Sies = 2 B = Bl = L2 s = Pagew Safety~ Took = i~

Depantment of Dedents » Deferss infoemation Sy stem Agency
AITH 191 Aot Tt 41,1

Reset Password

© Homs

Wamning! Due to STIG guidelines, password resets can only be parformed once par day
Usar 10

DAZTUSR

()

4.2.4 Displaying and Hiding the Password Value
The displayed MUA password is indicated in the following display. Note that for

security reasons, zPAT will re-hide the password after a 5 second delay. You can re-display

the password using the “show password” button.

NOTE: Once you have this zPAT MUA temporary password, you may sign into your DSS application
and change the password to a new 8 character password, which must include a — special character,
number, lower & up case alphabetic character(s) OR used to register your (new) MUA CAC certificate
using zPAT.
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