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About this Document

This document was based on the DISA zPAT 1.0 User Guide and modified for use on the DLA
Distribution Standard System (DSS) Mainframes.
The instructions in this guide relate the DSS application and identify unique DLA registration

entries and requirements.

(zPAT) - z/OS PKI Account Management Toolkit

The zPAT tool, developed by DISA, is used to register CAC cards to the mainframe security
system — RACF environments. Once the CAC card and PIN has been registered and associated to your
unique DSS system USER ID, within the RACF security system, on the desired DSS mainframe
environment, the MIAP CAC/PKI “Community-of-Interest” menu selection may be used to sign-on,
using only your CAC and PIN.

ZPAT CAC Registration instructions follow in this document.
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Introduction

The DISA z/OS PKI Account Management Toolkit (zPAT) utility provides an end user with the
ability to register a CAC PKI certificate to the DSS mainframe RACF Security System, deregister a
CAC certificate (when a new CAC card is issued), and initiate a self-service password reset on the
mainframe Security System, with a valid registered CAC.

2.0 Managing Your DSS Certificate Registration

Using the DISA zPAT tool you can now manage the certificate you have registered to the DSS
mainframes. The (first step) to the DSS CAC enablement sign-on is to get your CAC certificate
registered to the DSS mainframe(s) you are authorized access to.

2.1 *** CAC REGISTRATION *** (First Step to DSS Mainframe System CAC enablement)

First, using your Internet Browser, navigate to one of the following DSS URL’s to register your
CAC card & PIN to that DSS system(s) RACF security environment. (NOTE: If (all) three DSS
systems are required, you MUST register your CAC card to all three RACF security systems separately.)

MUA use https://mua2.csd.disa.mil/zpat

MUY use https://muy2.csd.disa.mil/zpat

MUL use https://mul2.csd.disa.mil/zpat
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https://mua2.csd.disa.mil/zpat
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A display page will be presented to you with the DoD banner page. You will then be asked to
choose a certificate from the browser certificate store. For DSS CAC Enablement, YOU MUST
CHOOSE the “DoD CA Identity Certificate”; NOT THE “DOD CA EMAIL Certificate”. The
email certificate will not work for this CAC enablement process.

- s
e € htpsy//mul2.csd.disamil/zpat/managehtmi - @ & | seaxch.. L

@ ZPAT MUL2
File Edit View Favorites Tools Help
X SEconvert ~ Eiselect

Department of Defense = Defense INformation System Agency
> 210 PKI Account Toolkil v1.2.1

Manage Certificate Registration

) Home

User ID: NOT REGISTERED

Certificate

[
=2
o
o

Issuer

| common name bob b ca-s9 |‘ Correct
= =
: dence

Built by: DISA ISC SE2
Last Updated: 1072172019 10:40:57
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When the Certificate is accepted, the following screen should be displayed:

Utility Hame (i DISA Multi-Host Internet Access Portal

6 - & | |B - Google

Department of Defense > Defense Information System Agency
> 2/05 PKI Account Toolkit w1.0 Beta

Utility Home

To be able to use this utility you need:

1. One or more Personal Certificates installed in your browser.
2. Awalid User ID & password within the managing Security Package

This utility provides the following functions to assist in managing your PKI registration state.
« Manage Certificate Registration

When you click this button your browser will ask you to select one of the cerificates trusted certificates
available to the browser. You will also be prompted for your user id and password. A confirmation
screen will show you the information from the cerificate you selected and your security package user
id.

o Register - allows you to associate the selected certificate to your user id within the security
package.

o De-register - removes the association within the security package between the selected
certificate and your user id.

Reset Password

Allows you to change your password using an randomly generated STIG compliant password.
Note: This funetion only works if you hawve already registered a certificate with the security package.

o Gemnerale Password - generates an random STIG compliant password and uses thatvalue as
the password associated with your user id.
o Show FPassword - displays the passwaord in clear-text for you to copy or read.

Mote: “Show Fassword™ will only work after Generate Password has been used.

Manage Certificate Registration ¢ Reset Password

Built by: DISA ESD ES5

Powered by:
Last Updated: 11/06/2013 16:55:28

jQuery Mobile

This is the DISA zPAT Home page, displayed above. From here, you are given the choices of:

Manage Certificate Registration or Reset Password. For CAC Registrations, please choose the

“Manage Certificate Registration” button to register your CAC certificate and PIN to the DSS

mainframe Security System - RACF. Note: that a CAC registration or deregistration can only be

successful for users with a Current Userid and Password on the DSS mainframe you are selecting. If

you do not have a current DSS password for the mainframe you are selecting, skip down to the 3.0 zPat

(self-service) password resets on page (8) of this document.
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The Manage Certificate Registration screen will display the certificate for your verification and

give you the option of either registering or deregistering your CAC. To register your certificate,

choose “Register” as shown (below).

a & https//mul2.csd disa.mil/zpat/manage.h

& ZPAT: MUL2 !
File Edit View Favorites Tools Help
X @convert v @select

epartment of etense » efense
Dlsq\ /105 PR Ackoun

i ~ @ ¢ Search. D Y

Manage Certificate Registration

) Home
User ID: NOT REGISTERED

Certificate

Issuer

Sovernment
3

Built by: DISA ISC SEZ o' Powsrbd by:
Last Updated: 10/112019 10:40:57 JQuery Mobile
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Once you have clicked “Register”, you will be prompted for your Current Userid and
Password. Here you will fill in your UserID/Username and Password for the DSS mainframe to which

you are registering your certificate: MUA, MUY or MUL.

I € hitps//mul2.csd disamil/zpat/manage him!# &ui-state=dialog v ﬂ 0 Search... p - k
PAT: MUL2 L k
Edit View Favorites Tools Help

Fconvert * Eselect

Department of Defense > Defense Information System Agency
> 2/0S PKI Account Toolkit v1.2.1

Manage Certificate Registration

D Home
User ID: NOT REGISTERED

Certificate

Please sign in

Usemname:
Issuer usemame
Password

password

Organization:

Organizationa v Submit

S iraees @ Deregister

ISC SE2
ipdated: 10/21/2019 10:40:57

Upon successful registration, the “Response” line at the top left of your screen will change to:

Response: success
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2.2 DSS CAC DEREGISTRATION (Issued new CAC Card)
To remove/deregister an (old) certificate from the DSS mainframe security system, follow the

same process and choose “De-register”. You will again be prompted for your current Userid and

Password. If entered correctly, your CAC certificate will be deregistered. You can then register a (new)

CAC card to replace your old CAC certificate.

NOTE: BE SURE TO DEREGISTER YOUR (OLD) CAC CARD (BEFORE) SURRENDERING
IT AND RECEIVING A (NEW) CAC CARD REPLACEMENT!

The steps required to deregister a CAC PKI certificate follow the same flow as the CAC
registration process; however, users need to be aware of the following: Without a registered CAC
certificate on the DSS mainframe you select, a user will (not) be able to perform a Self-Service
Password reset — using z/PAT.

In the normal process flow (DSS users deregister the (old) CAC certificate and subsequently
register a (new) CAC certificate, this should not be an issue because during CAC deregistration, the
current DSS Userid & Password (are needed). Since these two steps normally occur within a few days
of each other, the password used to deregister the old certificate will be used to register the new
certificate. If you have forgotten your password for deregistration, follow the self-service password
reset, using zPAT, in this document. Then deregister your (old) CAC certificate. Do not forget this
(new) reset password, you will need it to register your new CAC certificate.

In a scenario where the user deregisters their CAC PKI certificate, then forgets their password,
they will not be able to use zPAT to either register a new CAC PKI certificate (which requires a userid
& password) or perform a self-service password reset (which requires a registered CAC certificate to the
RACEF security system). In this case, you will need to contact the DLA Enterprise Help Desk to get

your password reset on the DSS system you are selecting.
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3.0 Using zPAT for (self-service) password resets

3.1 Requirements

To initiate a Self-Service password reset, you must have a current CAC, which has been registered
to the DSS mainframe security system you are selecting. If this is your first time in zPAT to register
your CAC certificate, and you do not have a current password for the DSS system you are selecting, you
will need to call the DLA Enterprise Help Desk to get your password reset, before starting this

registration process.

3.2 Self-service password reset process
First, using your Internet Browser, navigate to one of the following DSS URL’s.

MU A use https://mua?2.csd.disa.mil/zpat

MUY use https:/muy?2.csd.disa.mil/zpat

MUL use https:/mul2.csd.disa.mil/zpat

3.2.1 Initial Entry
Upon entry to the DISA zPAT URL, you will be presented with the DoD banner page

and asked to choose a certificate from the browser certificate store. For DSS CAC (self-
service) password resets using zZPAT, YOU MUST CHOOSE the “DoD CA Identity
Certificate”; NOT THE “DOD CA EMAIL Certificate”. The email certificate will not work
for CAC-Enabled MIAP Logins.
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https://muy2.csd.disa.mil/zpat
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The initial entry is shown below:

The CAC prompt tiles below are displayed, followed by the login banner:

& ntps,//mul2.csd.disamil -~ @ G| search.. pei
@ ZPAT: MUL2
File Edit View Favorites Tools Help

X SEconvent v (Eselect

mj&mnwlnrmmmwsnel 50 Information Systom Agency
> 20§ PKI Account Toolkit v1.2.1
Manage Certificate Registration
) Home

User ID: NOT REGISTERED

Certificate

state
Locality:

Organization
organization
Serial Numbe:

Issuer

Organization: VU.3. Government
Organizational Unit: PRI

Buikt by: DISA 1SC SE2 ” Powered by:
Last Updated: 1072172019 10:40:57 jQuery Mobile

Login Banner -

)| @ hitps./mmel s cisamilzpat/ i i [ |10 Account Tookt ‘ ‘

»

A You are accessing a U.S. Govemment (USG) Information System (I5) that v B v m v Pagev Safetyv Toolsv @~
A s provided

for USG-authorized use only.

5 3 SoftwarcForge Project Ho... £]CSD Admin LAN - Sign-In... [EJ Googl

By using this IS (which includes any device attached to thisTS), you
consentto the
following conditions:

“The USG routinely intercepts and mornitors communications on this 15

for purposes

including, but not imited to, penetration testing, COMSEC monitoring,

network

operations and defense, personnel misconduct (PM), law enforcement
 an

counterinteligence (CT) investigations.

At anytime, the USG may inspect and seize data stored on thisIS.

~Communications using, or data stored on, this IS are not private, are
subject to routine

monitoring, interception, and search, and may be disclosed or used for
any USG-

authorized purpose.

“This IS includes security measures (e.g, authenfication and access
controls) to protect
USG interests--not for your perscnal benefit or privacy.

“Notwithstznding the above, using this IS does not constitute consent
toPM, LEorCT

investigative searching or monitoring of the content of priileged
communications, or

work product, related to personal representation or senices by
attorneys,

psychotherapists or clergy, and their assistants. Such communications
and work product

ae private and confidential. See User Agreement for details.

=]

Waiting for response from disa.mil.. H100% +

S FET allalla T el ~ o= el
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zPAT Home Page

>

<] B - Googie

Agency
> 210 S PIKI Account Teolkit w1.0 Beta

Utility Home

To be able to use this utility you need:

1. One or more Personal Certificates installed in ¥our Browser.
2. Avalid User ID & password within the managing Security Package

lity provides the following functions to assist in managing your PKI registration state.

Manage Certificate Registration

Wwhen you click this button your browser will ask you to select one of the certificates trusted certificates
n

available to the browser You will also be prompted for your user id and password. A confirma
I Show you the information from the certificate you selected and your security package user

= Register- allows you to associate the selected certificate to your user id within the security
package

De-register - removes the association within the security package between the selected
certificate and your user id.
Reset Password
Allows you to change your password using an randomly generated STIS compliant password
Hote: This function only works. if ¥ou hawve already registered a certificate with the security package.
= Generate Password - generates an randem STIG compliant passweord and uses thatvalue as
the passweord associated with your user id.
= Show Password - displays the password in clear-text for you to copy or read

Mote: “Show Fassword™ will Snly work after Generate Passweord has been used.

> Reset Password

it by: DISA ESD ESS
Last Updated: 11/06/2013 16:55:28 jGuery Mobile

Next, the Manage Certificate Registration screen will display the certificate for your verification and give you the
option of either registering or deregistering your CAC. To register your certificate, choose “Register” as shown

below.

& nttpsy/

& & Search. Jo R
& zraT MUL2 L]
Fi Edit View Favorites Tools Help

X FHconvert v ESelect

pepariment of Defense > Defense Informatian Sy:
DISA\ JEios PHA Account Tooma ST

Manage Certificate Registration

€ Home
User ID: NOT REGISTERED
Certificate
Common

e G - G

8tate or Providence:
Locality:
oOrganizatien: U.S.
Organizationaldd
Serial Number

Issuer

Common Name: DOD ID CA-59
Country: US

state or Providence:
Locality:
organizatien:
Organizational

E

Government

& Deregister

Built by: DISA 1SC SEZ 3 Poy
Last Updated: 102112019 10:40:57
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Once you have clicked “Register”, you will be prompted for username and password. Here you will

enter your DSS username/UserID and password for the mainframe to which you are registering your

certificate:

\

ge html#&wi-state=dialog - @0 Search. o~ Bid _

a @ https//mul2.csd disamil/zpat/

& ZPAT:MUL2 LS
File Edit View Favorites Tools Help
X FEcomert v Eselect

Del Information System A
DBA\ >7/08 PKI Account Toolkit v1.2.1
Manage Certificate Registration

O Home

User ID: NOT REGISTERED

Certificate

Country: US

Grganization: R EECET ]

Organizationa

B s  Ussmame:
Issuer usemame

Password:

Common Name:
Country: US

IpeR *  password

Organization:

Organizationa v Submit

Built by: DISA 1SC SE2
Last Updated: 1021/2019 10:40:57

Upon successful CAC registration, the “Response” line at the top left of this page will change to:

Response: success
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°° @ https//mul2 csd disa.mil/zpat/manage htm v | Search.. jo %

& ZpPAT:MUL2 L
File Edit View Favorites Tools Help
X ®convert ~ @ Select

Department of Defense > Defense Information System Agency
> 2/0S PKI Account Toolkit v1.2.1

Manage Certificate Registration

) Home

Response: success
User ID: kip0122

Certificate

Issuer

Built by: DISA ISC SE2
Last Updated: 1021/2019 10:40:57

“*0Once you have clicked “Update MIAP Profile”, next screen select the Authentication Certificate*

Weindowws Security -

Select a Certificate

Site auth.miap.csd.disa.mil needs yvour credentials:

ASouthentication -
AnMEs.G. [

Issuer: DOD ID CA-59

Wwalid From: 8/,10/2020 to 10/21/2022

sionature -~ cs.c. [N

Issuer: DOD EMAIL CA-59
walid From: S8/10/2020 to 10/21,/2022

SAouthentication -

. - s c

Issuer: DOD I CA-59
alid From: 8/10,/,2020 to 10/31/,2022

o - — s G

Issuer: DOD ID CA-59
walid From: 8/10,/2020 to 10/231,/2022

O K Cancel
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**Note: By using this Certificate for all MIAP access you will automatically be logged into the

IBM Mainframe without using your USERID & PASSWORD**

**Once you have clicked “Update MIAP Profile”, the following screen will show success for MIAP.

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE
S

Success

Your user 1} has been successfully registered with MIAP for use with MUL

Home | Aboul DISA | e Act | No Fear Act Notice | DoD'
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3.2.2 Reset Password & User Retrieval

Use the “Reset Password” button to gain entry to the password reset page — the password is not
actually reset at this point. When this option is selected, the requestor’s userid will be retrieved and
populated for the password reset function. The retrieval may take a few moments. The retrieved userid
cannot be edited/changed.

g‘i,?‘l@ https://mmd.csd.disa.mil/zpat/reset-password html P-alBex H . Horne - DoD Enterprise Portal ... ‘ (& Reset Password ‘ ‘ ini 7 628
File Edit View Favorites Tools Help

» »

ok #F SoftwareForge Project Ho... 2 CSD Admin LAN - Sign-In... [EJ Google 53 Personnel Accountability .. & S5O Intranet| § HomePage| 2 Suggested Sites v

Department of Defense > Defense Information System Agency
> 2/0S PKI Account Toolkit v1.1

B v [ e v Pagev Safetyv Tooksw @+

Reset Password
Home

Warning! Due to STIG guidelines, password resets can only be performed once per day

User ID:

DAZTUSR

Password:

4 Generate Password © Show Password

Built by: DISA ESD ES§

Generate Password

To perform the actual password reset, use the “Generate Password” button. This will cause
zPAT to make a request to the RACF security system, to reset the password for the requestor’s userid
shown. This operation will take a few moments. The password will only be reset on the DSS zPAT

system selected, MUA, MUY or MUL.
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3.2.3 Masked Display and Warning

Upon successful completion, the password is returned and displayed as “********> The
requestor is advised and mandated to protect passwords IAW (DISA Form 787), therefore, do not
display the password using the “Show Password” button until you are certain that no one else is able to
view your workstation display. When it is safe to do so, use the “Show Password” button to display the
password. Note that the “Show Password” button now becomes a “Hide Password” button which is

used to return the field to the masked ““*#*#****> digplay.

= = >
()| @ hitps://mmd.csd disamil/zpat/reset-password html po-aBex H T Home - DoD Enterprise Portal o ‘ 3 Reset Password ‘ | Pk CE

File Edit View Favorites Tools Help

S5 ¥¢ SoftwareForge ProjectHo... £ CSD Admin LAN - Sign-In... [EJ Google 5 Personnel Accountability .. & SSOIntranet & Home Page £ Suggested Sites v ” - ~ [ d= v Pagev Safetyv Toolsv @~

Department of Defense > Defense Information System Agency
> 2/05 PKI Account Toolkit v1.1

Reset Password

Home

Warning! Due to STIG guidelines, password resets can only be performed once per day
User ID:

DAZTUSR

Password:

A Generate Password © Show Password
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3.2.4 Displaying and Hiding the Password Value

The displayed password is indicated in the following display. Note that for security reasons,

ZPAT will re-hide the password after a 5 second delay. You can re-display the password using the

“show password” button.

NOTE: Once you have this zZPAT temporary password, you may sign into your DSS application and
change the password to a new 8 character password, which must include a — special character, number,

lower & up case alphabetic character(s).
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