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1. References

1.1 DoD Instruction 8551.1, "Ports, Protocols, and Services Management (PPSM),"
08/13/2004

1.2 DoD Guidance And Policy Memorandum, Subject: “Department of Defense
Interim  NIPRNET Ports & Protocols Technical Guidance,” January 2002

1.3 WARNORD 06-01, Global Defense Warning Order
2. Purpose

The purpose of this document is to provide instructions on using the Multi-Host Internet Access
Portal (MIAP) to interface with DISA systems via the Internet. This document is a training tool
and reference guide for all users who access DISA systems via the Internet.

3. Background

During the Certification and Accreditation (C&A) process for the Requirements Management
System (RMS), security violations for users accessing DISA systems across the Internet were
discovered. This situation creates a severe security risk that affects customer managed data
systems and prevents security accreditation of DISA systems. MIAP is a technical solution
developed to insure secure access for all users connecting to DISA systems. The MIAP solution
utilizes MicroFocus Reflections for the Web software to provide secure web-to-host access to
local and remote users from a web browser, thereby protecting applications from unauthorized
access.

In addition to addressing the security risks described above, the implementation of MIAP
supports compliance with DoDI 8551.1 (See Ref. 1.1) released 13 August 2004. The stated intent
of this directive is to establish a Department-wide Ports, Protocols and Services (PPS)
management process which will, in part, identify and discourage the use of high risk (Red) PPS
that lack adequate security countermeasures. The current process for Internet access to
applications routinely requires the use of Port 23, which has been identified as a Red protocol in
the DoD NIPRNET PPS Technical Guidance dated 22 November 2002 (See Ref. 1.2) and targeted
for inbound and outbound filtering at DoD Internet access points in the Global Network Defense
Warning Order WARNORD 06-01 (See Ref. 1.3).

4. Document Scope

This document provides user instruction for all users who access applications via the Internet
utilizing MIAP. In addition, the document provides instruction on set-up activities including
establishing a user account, system requirements, and the problem resolution process.
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5. Version Control

Version Description Date

0.1 Working Draft 03 Jan 2003

0.2 First Draft Release 09 Jan 2003

1.0 First Release - Pilot Project 10 Jan 2003

2.0 Second Release - Production Prototype 06 Jun 2003

3.0 Third Release - Production Version 30 Nov 2004

4.0 Fourth Release - Production Version 3 March 2005

4.1 Fourth Release - Modified 10 May 2005

4.2 Fourth Release - Modified 18 May 2005

4.3 Fourth Release - Modified 10 June 2005

5 Fifth Release - Modified 29 Nov 2005

5.1 Fifth Release - Modified June 14, 2006
5.2 Fifth Release - Modified July 21, 2006

6 Sixth Release 10 August 2006

7 Seventh Release 20 September 2007
8 Eighth Release 15 July 2008

8.1 Eighth Release - Modified 24 July 2008

8.2 Eighth Release - Modified 13 August 2008
8.3 Eighth Release - Modified 05 September 2008
8.4 Eighth Release - Modified 3 April 2009
10.1v1 Version Number Modified to Rweb Version 18 May 2009
10.1v2 Modified for Rweb Version 10.1.532 28 July 2009
10.1.v5 Service Desk Numbers updated 1 May 2014
10.1.v6 CAC Instructions Modified 23 August 2014
12.0.v1 Modified for RWEB Version 12.0.548 27 February 2015
12.1.v1 Modified for RWEB Version 12.1.329 12 February 2016

Table 1: User Guide Version Table
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6. MIAP Set-up Activities

6.1 Create MIAP Account

Individual MIAP user profiles must be established to allow connectivity to the DISA
environment. The configuration of the profiles will be the responsibility of:

1. Customer with a CAC/PIV card

2. Customers without a CAC/PIV card.

6.1.1 Customers with a CAC/PIV Card

CAC/PIV Customers: If you possess a valid DoD CAC or VA PIV you can create your
MIAP account by following the link on the MIAP web page labeled "Create New
Account". Under "l have a Common Access Card (CAC)", select the image/link for
the type of government issued card you possess: CAC - Common Access Card or
PIV - Personal Identification Verification card. Complete the required information.
The information will be evaluated and, if format is correct, you will receive a
message stating your MIAP account has been created. Once your MIAP account is
created, go to the MIAP home page and press "Login" on the MIAP portal page.

6.1.2 Customers without a CAC/PIV Card

Non CAC/PIV Customers: Please follow the link on the MIAP portal page labeled
"Create New Account". Select the link: "I DO not have a CAC/PIV". Follow the steps
outlined for completing the MIAP DD2875. Once your DD2875 has been processed,
you will receive your MIAP User ID and link to set your password.

6.1.3 Account Inactivity

If MIAP account is inactive for 30 days or more, it will be disabled and you will
have to call the Service Desk and open a ticket to have MIAP access verified prior
to account being re-enabled. If the MIAP account is inactive for more than 45
days, it will be deleted, which will require you to initiate a new SAAR 2875
requesting access to MIAP as a new user if you do not have a CAC/PIV card.
CAC/PIV card holders can recreate their own new MIAP account, following
instructions located on the MIAP Web page labeled ‘Create New Account’. Select
the appropriate tab for the type of government issued smart card that you
possess.
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6.2 System Requirements

MIAP (Reflection for the Web 2014 R2): Oracle JRE 7 or higher is recommended, although
Reflection for the Web 2014 R2 was tested with Oracle JRE 6 update 45.

Reflection for the Web should be fully functional on browsers with specified operating systems
and Java virtual machines shown in the table below. This table lists the minimum browser and
JVM requirements for the product.

Browser and Vendor Operating System Minimum Java Version
Microsoft Internet Explorer 8.0 or Higher*** Windows* Java 6 (Update 45)
Microsoft Internet Explorer 6.0|7.0 Windows* Java 6 (Update 45)
Mozilla Firefox — current version Windows*, Linux, UNIX Java 6 (Update 45)
Java Web Start 1.5 or higher Windows*, Linux, UNIX Java 6 (Update 45)
Google Chrome 5.0 or higher Windows* Java 6 (Update 45)

***Qlder versions of Java may cause crashes and hangs when viewing Reflection for the Web
2014 sessions, as a result of architectural changes from Internet Explorer 7 to 8. To resolve this
issue, install Java 7 or higher.

Table 2: System Requirements
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6.3 Terminal and Printer Information

Terminal and printer information must be provided to DISA in order to verify the
terminal types and network addressable print requirements for each user.

6.3.1 Terminal Model Numbers: Four terminal models accommodate the use of
SNA3270 for mainframe emulation. The model number determines the number of
character columns and rows displayed on the screen as follows (X X Y = Rows x

Columns):
Model 2 24X80
Model 3 32X80
Model 4 43X80
Model 5 27X132

Table 3: Terminal Models & Dimensions

NOTE: Only Model 2 and Model 5 terminal models will be configured when
sessions are being created, because they are the most commonly used. Users
that need Model 3 and Model 4 terminal emulation will be able to create a
session for those models. (See section 7.7)

6.3.2 Printers: Individual user profiles must be configured to recognize Network
IP addressable printers (using TN3270E emulation). Specific information required
for the profile includes the following:

¢ IP Address of your default printer as defined in the host TCP/IP Stack

¢ Defined printer LU name

VTAM Configured printers that receive print directly from CICS, EPS, or VPS are
not supported. This type of print does not go though MIAP.

6.4 Current MIAP Information

When needing current information, i.e. MIAP User Guide, SAAR forms and instructions,
you can access https://miap.csd.disa.mil website and retrieve it. We will update this
website with the current information as we receive it.
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7. Accessing Applications via MIAP

The following section describes the steps necessary to successfully access applications
using the MIAP solution. Any variations and/or problems relating to accessing MIAP using
this process should be reported to the DISA Service Desks at:

Toll Free:  1-844-347-2457 (1-844-DISA HLP)

DSN: 850-0032.

Press 1 for Applications, Press 4 for the Mechanicsburg menu and
then 6 for MIAP.

The screen prints included in this section are only a representation of the screens that
will be presented to the user as the logon process is followed. Actual content of the
screens may vary based on the user’s permissions and the application they are
attempting to access. Please disregard the URLs shown on the screen prints as they were
only used for testing.

The correct URL for the production version of MIAP is: https://miap.csd.disa.mil . Some
users will experience differences in screen presentation based on application variables.

~' Create New Account ~ Non CAC/PIV Account
... Sign Up to start Management | Meed help? Use one of
@ using MIAP today. Reset vour F our support options
= |g password online ] =

~ DFASIDCPS CAC Enablement System Status
This message is only for DFAS/DCPS mission partners that have been E—o—.

directed to use the MZF CAC/PKI sessions

Before these sessions can be utilized, you must first register your CAC

“Identity” certificate to your MZF DCPS userid using the z/0S PKI Link Library

Account Toolkit (zPAT) utility at the link below:

https://imzf.csd.disa.mil/zpat = 7/05 PKI Account
Management Tool Kit

Instructions on how to register can be found in the zPAT Users Guide {zPAT) User Guide

here: z/0S PKI Account Management Tool Kit (ZPAT) User Guide = RWEB12 Enhancement
Guide

= MIAP Users Manual

= STARS PKI Registration
= USMC Registration

= OCHA UTS User's Guide
=

=

=

v Attention All MIAP Customers "Bad Key Format™ Error

» Attention All MIAP Customers “JAVA Update Prompt™ MOCAS User's Guide
GAFS/IAPS User's Guide

+ Accessibility/Section 508 GAFS/IAPS UTS Terminal

+ Have you recently received a new CAC/PIV Card? ID Procedures
= GAFS/IAPS FTP Guide

Who We Are What We Do
MIAP is a DISA solution whose goal is to MIAP supports web based access

provide a secure web based access to meet to z/OS, Linux, Unix, Unisys, and Windows
the needs of our customers. platforms.

7: MIAP WEB Page
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7.1 Configure Browser

7.1.1 Java Loaded? Locate the Java Control Panel. (Start / Control Panel /
Java).
Windows 10 - use search to find Control Panel

’ ————————————————————
mv [EH » Control Panel » All Control Panel tems »

Adjust your computer’s settings

- . Intel® Pt
u@’ Indexing Options Tools
I éj Java <z Keyboar

7.1.1: Checking for JAVA

If Java jas been loaded, Java should show on your Control Panel.

Opening the panel, select the about button shown below. This will show the version of
Java loaded.

|£| Java Control Panel =N HEIH |

General | Java | Security I Advanced

About

View version information about Java Control Panel.

Network Settings

MNetwork s . jork
=

settings in et S|

Temporary

_ _ Java"
orsi | vl Standard Edition

55 (build 1.7.0_55-b13)

or its affiliztes, All rights reserved. (]

Javain the

For more information about Java technology and to explors grest Java
[T

applications, visit hitp:{/wwiw.java.com

oRACLE

7.1.2 Java Version Loaded
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You can also check Programs and Features (Start / Control Panel / Program and
Features).

2| C

b P

<« All Control Panel tems » Programs and Features - | Search Programs and Fea

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a pregram, select it from the list and then click Uninstall,

'@' Turn Windows features on or Change, or Repair.
off
Install a program from the Organize = = - @
network =
MName Publisher i
£Java T Update 55 Oracle
(9
£|)ava 7 Update 55 (64-bit) Oracle
pi
@Juniper Installer Service Juniper Metworks

m I b

70 programs installed

<
Ef—ﬁ_’ Currently installed programs
g

7.1.3 Programs and Features Loaded

7.1.2 Java Configuration

Open the Java Control Panel. (Start / Control Panel / Java). Navigating through
the tabs, you can check your java settings and change them as needed.

Cr o I

i| Java | Security | Advanced

About

View version information about Java Control Panel.

MNetwork Settings

Metwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser, Only advanced users should medify these settings.

Metwork Settings. ..
Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... View...

Java in the browser is enabled.  See the Security tab

E Cancel Apply

7.1.4 Java Control Panel
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7.1.3 Temporary Internet Files Settings:

If you encounter a “BAD KEY FORMAT” error, on the General tab, select the
setting button. Uncheck “Keep temporary files on my computer.”

P

[] Keep temporary files on my computer. <

Location

Select the location where temporary files are kept:

-s\Mary Pace\AppDatalLocalLow\5un\Java\Deployment'cache Change...
Disk Space
Select the compression level for JAR files: MNone

Set the amount of disk space for storing temporary files:

32768 54| MB

’ Delete Files... ] [ Restore Defaults ]

7.1.5 Temporary Internet Files

7.1.4 Java Runtime Parameters: [If Java loading fails, you may need to increase
the runtime parameters to increase memory allocated to Java. In the Java Control
Panel, open the Java tab. Select the “View” button. This will open the Java Runtime
Environment Settings. Enter the runtime parameters shown below.

E

| £| Java Control Panel | = 28 J

| Generall Java | Security | Advanced

View and manage Java Runtime versions and settings for Java applications and applets.

View...

4| Java Runtime Envircnment Setting- M

Platfarm Product Location Path Runtime Parameters Enabled
1.7 [1.7.0_55 |http:/fjava.s... :\Program FilesVJava...[]-Xms256m -Xmx512m |

Find ] [ Add ] Remove

’ oK l ’ Cancel

7.1.6 Java Runtime Parameters

7.1.5 Enable Java content in browser: In the Java Control Panel, open the Security
tab. Check the “Enable Java content in the browser” check box. Also under Java /View
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make sure the java version load has Enabled checked (see 7.1.6.Java Runtime
Parameters).

F R
Lo .

| General | Java | Security | .ﬁ.dvancedl

Enable Java content in the browser:

Security Level

I - Very High

[ High {minimum recommended)

Medium

Java applications identified by a certificate from a trusted autharity will be allowed to run.
7.1.6 Java Content Enabled

7.1.6 Java scripting: MicroFocus Reflection will use Java scripting. Microsoft VM is the
windows default scripting software. Some MicroFocus Reflections will work but Java is
required.

7.1.7 Installation: To install Java may require you to contact your LAN Administrator
and request current level of Java be installed on your PC.

7.1.7.1 Java Web Site is: http://www.java.com.

Click on the ‘Free JAVA Download’ button and follow all the defaults.

Download  Help

JAVA+YOU,
DOWNLOAD
TODAY!

Free Java Download

» Whatis Java? » Dolhave Java? » Need Help?

About Java

o

oo ||_ Bl ~ @

Java + Alice Java + Greenfoot Java + BlueJ Oracle Academy Java Magazine

Select Language | About Java | Developers ORACLE
FE— llea | Tradamaree | Mionl

Tarme nf . o

7.1.6.1: JAVA WEB Page
The “Do | have Java?” link can be used to troubleshoot problems
launching applets.
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7.2 Logon to MIAP

7.2.1 Enter URL: https://miap.csd.disa.mil and press “Enter”.

% Multi-Host Internet Access Portal | | - B - ooeh -k

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

You are accessing a U.S. Government (USG) information system (I8) that is
provided for USG authorized use only.

By using this IS {which includes any device attached to this |S), you consent to the following conditions:

The USG routinely intercepts and monitors communications on this IS for purposes
including, but not limited to, penetration testing, COMSEC monitoring, network operations
and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence
(Cl) investigations.

At any time, the USG may inspect and seize data stored on this |S.

Communications using, or data stored on, this IS are not private, are subject to routine
maonitoring, interception, and search, and may be disclosed or used for any USG authorized
purpose.

This IS includes security measures (e.g.. authentication and access controls) to protect
USG interests--not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl
investigative searching or monitoring of the content of privileged communications, or work
product, related to personal representation or senices by attorneys. psychotherapists, or
clergy, and their assistants. Such communications and wark product are private and
confidential.

Enter MIAP Portal

Home | About DISA | Security & Privacy | Freedom of Information Act | No Fear Act Notioe | DoD
webmaster@csd.disa.mil

7.2.1: MIAP Portal Page

Select ‘Enter MIAP Portal’ and press enter.
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~ Create New Account ~ Non CAC/PIV Account
Management

. Sign Up to start
@ using MIAP today. Reset your
z |g password online
~ DFASI/DCPS CAC Enablement

This message is only for DFAS/DCPS mission partners that have been
directed to use the MZF CAC/PKI sessions.

Before these sessions can be utilized, you must first register your CAC
“Identity” certificate to your MZF DCPS userid using the z/OS PKI
Account Toolkit (zPAT) utility at the link below:
https://imzf.csd.disa.mil/zpat

Instructions on how to register can be found in the zPAT Users Guide
here- /08 PKI Account Management Tool Kit (zPAT) User Guide

+ Attention All MIAP Customers “Bad Key Format™ Error

+ Attention All MIAP Customers “JAVA Update Prompt

+ Access ISection 508
+ Have you recently received a new CAC/PIV Card?

Who We Are What We Do

~ Support
L2

| MNeed help? Use one of
our support options

System Status

oy

Link Library

z/0S PKI Account
Management Tool Kit
(zPAT) User Guide
RWEB12 Enhancement
Guide

MIAP Users Manual
STARS PKI Registration
USMC Registration
OCHA UTS User's Guide
MOCAS User's Guide
GAFS/IAPS User's Guide
GAFS/IAPS UTS Terminal
ID Procedures
GAFS/IAPS FTP Guide

MIAF is a DISA solution whose goal is to

provide a secure web based access to meet

MIAP supporis web based access
to z/OS, Linux, Unix, Unisys, and Windows

the needs of our customers.

platforms._

7.2.1: MIAP WEB Page

Select ‘Logon’ and press enter. Depending on the web browser setting, pop-up windows
not discussed in this process may be presented at this point. Close windows as
appropriate and proceed.

7.2.2 The MIAP Security Alert certificate.

Security Alert

k)

¢

x|

Information you exchange with this site cannot be viewed ar
changed by others. Howewver, there is a problem with the site's
zecunty certificate.

a The security cerdtificate iz from a trusted certifping authority,

a The security certificate date iz walid.

The name on the gecurity certificate iz invalid or does not
ratch the name of the site

Do pou want to proceed?

I Mo I Wiew Certificate

es

7.2.2: Security Alert Certificate screen

If this screen appears, accept the certificate by clicking on the “YES” button to continue.
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7.2.3 The MicroFocus Reflections for the Web logon screen is presented.

7.2.3.1 CAC/PIV Card Customer’s Logon Screen

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

Site ID: Test Ogden Site BWS

Authenticating...

ActivClient Login

Actividentity

ActivClient

Please enter your PIN.

PIN

Cancel

7.2.3.1: CAC/PIV Card Logon Screen

You may be prompted or may not get prompted. This function is managed by the local
cache parameters for authentication middleware.

If you get prompt for a PIN, enter your CAC/PIV Card PIN number. Click on the
‘OK’ button. After you click on the “OK” button, a Certificate selection screen
will be displayed with the available certificates on your CAC/PIV Card. You MUST
select the "Identity Signature" certificate from menu.
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Windows Security ﬁ

Select a Certificate

‘—==| BOLEN.MARIA e
| Issuer: DOD CA-32
3 Valid From: 2/19/2015 to 2/19/2018

Click here to view certificate prope...

.| BOLEN.MARIA
| ol 1ssuer DOD EMAL CA-32
| ; Valid From: 2/19/2015 to 2/19/2018

| ok || Cancel

7.2.3.1: Certificate Selective Screen

After you select your certificate, press "OK".
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7.2.3.2 CAC/PIV Logon Failed Example

The following error message will display if you attempt to log in with your
CAC/PIV and it fails. Click on ‘OK” and you will then be prompted for your USERID
and password to log in. CAC/PIV users should use their CAC/PIV to authenticate.
The CAC/PIV satisfies two-factor authentication: something that belongs to the
user, and something only known to the user. Please close your browser and start
your logon again at step 7.2.1.

e o

| 4| Reflection Security Gateway - LAUNCHER RMC@1A0D6FA =

The attempt to authenticate using a certificate or smart card has failed.
Mon-CACPIV customers, dick OK to login.

7.2.3.2: CAC/PIV Card Logon Failed Screen

Common reasons that may cause CAC/PIV logon failure:

1. Entering incorrect PIN, if prompted.

2. Selecting incorrect Certificate or an expired certificate (ldentity certificate
recommended).

3. Your e-mail address in Active Directory does not match the e-mail on your
CAC/PIV. Please call the Multi-Service service desk to correct.

4. Incorrect version of Java installed on the workstation. If you are using a 32 bit
browser, a 32 bit version of Java is required. If you are using a 64 bit browser, a
64 bit version of Java is required.

Are you still being prompted for your User ID & Password, please continue
reading.

We recommend Java version 1.7 or higher for optimized performance with
MIAP. If you can't log into MIAP, you can determine what version of JAVA is loaded
on your workstation by opening Start\Control Panel\Java\General\ select "About".
This will tell you what version of JAVA is installed on your computer.

If you are still receiving the User ID and Password prompt after you've verified you
are using the recommended version of Java (or higher), please call the MIAP
service desk for assistance.
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7.2.3.3 NON-CAC/PIV Card Customers LOGON Screen (USERID and password):

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

- 2]
ﬁ! Home :‘ Non-CAC/PIV Password Reset Support

Site ID: Test Ogden Site A WS

User name:
Password:

Log on to: COLOMZ |

Copyright & 2015 Attschmate Corporstion. All ights reserved.
Version 12.1.323

7.2.3.3: Non-CAC/PIV Card Logon Screen

Enter your User Name (USERID) and password. Click on the *Submit’ button.

Note: Your password needs to be changed every 60 days. Please see section 11
Password Configuration Procedures for instructions for changing your password.
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7.2.4 MIAP Session menu. Based on individual user profiles, MIAP (MicroFocus
Reflections for the Web) will present a list of links for sessions the user is authorized to

access.

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

Site ID: Test Ogden Site AWS

¥ou are accessing Reflection as

Ei:] |Type |Name - Grouping |
iy | _MECH MODEL 2 DMZ EXT test {V2} -~
[T _MECH MODEL 2 {V2} Test =
s _MECH MODEL 5 {V2} |i|
Py | _MECHMODELZ
=T _MECH MODEL2 - RIEM
=) _MECH MODELZ - RIBM {V2}
| ="ee) _MECH MODEL2 DMZEXT test
|=TCY) _MECH MODEL2 {v2}
[=ee) _MECH MODEL4
[=eN) _MECH MODELS
(] _MECH MODELS5 - RIEM i
a

[ Log Out Administrator ] [ Refresh Links List ]

Home

7.2.4: MIAP Session Menu

Verify that the menu selection(s) include all systems requested.
Select the session desired by double clicking on the link. Most customers connecting to
the mainframe will click on a session that ends in “MODEL2’.

NOTE: The “Actions” tab in the bottom left hand corner of the screen provides
additional control over your sessions. (See sections 7.2.4.1 thru 7.2.4.5). Any changes
that you make using the ““Actions” tab will be saved automatically to your
preferences file and therefore will be there when you log on in the future. There is no
option of ‘File’, “‘Save Preferences’ because it is done automatically.
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Close up view of the Session Link Screen.

s |T':.-'|:IE |Name Grouping

E’%} Mech Model 2
(el Mech Madel 2 - MzC

il

ferd  Mech Model 5
@#} Mech Printer - Landscape
['B_T‘.'i#} Mzch Printer - Portrait

I ..“FT. VITOOIVII LIIIN VULITCll

The first column is the “Auto Launch” field. The second column is the *““Session
Type Icon” field. The third column is the “Session Name” field. The fourth
column is the “Grouping” (User Defined) field.

The Type icon indicates the type of terminal emulator used for the session (e.g.,
IBM 3270) and the technology used for the connection (Web or Windows). For

example, the 9 jcon shows a VT session using Reflection for the Web; the &
icon shows an IBM session using Windows-based Reflection for IBM.

Note: If you try to exit from the MIAP Session Menu screen (by clicking on the ‘X’ on
the top right hand corner of the screen - see Figure 11:7.2.4 on the previous page) while
you still have any sessions open, you will get the following message. You will also get
the same message if you enter another URL on the top of the screen to browse away to
another site, while you have any open sessions.

Windows Internet Explorer x|

.’T Are you sure you want 1o navigate away from this page?
-

WARMING: Do not close or reuse this page when any Reflection sessions
are open.

Click the CAMCEL buthon.

Press Ok to continue, or Cancel to stay on the current page.

Cancel |

7.2.4: Reflection Sessions Open Exit Warning

The purpose of the message is to warn you that you still have sessions open. It is
recommended that you click the cancel button to cancel exiting MIAP. Your sessions will
still be open for you to use if you had attempted to exit inadvertently. If you would like
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to exit MIAP, you should then close out of all of the sessions you have open. After closing
all your sessions, you will be able to exit MIAP without this message appearing.

7.2.4.1 Actions Tab: Session Attributes - Open Automatically

This function allows a session to “open automatically”. With this function
enabled, your session will “auto-launch” when you log into MIAP. This functions
the same as “Auto-Start” within Secure Web Access. To enable this function,
highlight your session and then click on the “Actions” tab in the bottom left
corner.

You are accessing Reflection as

sIﬁlType |Name s Grouping
=T _MECH MODEL 2 DMZ EXT test {W2} o
&y _MECHMODEL 2 {v2} Test
{4y | _MECHMODEL 5 {vZ}
=) _MECH MODEL2

m

) | _MECHMODEL2 - RIEM
&Y | _MECHMODEL2 - RIBM {y2}
@iy | _MECH MODEL2 DMZEXT test
Gy | _MECHMODEL2 {vZ}

@iy | _MECHMODEL4

iy’ | _MECH MODELS

=T _MECH MODELS - RIEM
Q- [ Administrative WebStation
’ Lag Out Administrator ] ’ Refresh Links List l

7.2.4.1: Actions Tab

Then select “Session Attributes™.

Session Attribukes
Dpen

Duplicate

Delete
Copy URL to clipboard
Preferences. ..

Help
7.2.4.1: Session Attributes
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On the Session Attributes screen, check “Open automatically” and then click
“OK”.

Session Attributes S ﬁ

Mame: |_MECH MODELS
Grouping: | -

[7] Open automatically

[ OK ] [ Cancel

7.2.4.1 Session Attributes Screen

7.2.4.2 Actions Tab: Open
Highlight the session you wish to connect to and then click the “Actions” tab.

You are accessing Reflection as

B |Ty|:|e | MName & Grouping |
iy | _MECHMODEL 2 DMZ EXT test {2} o
&y | _MECHMODEL 2 {v2} Test
&y | _MECHMODEL 5 {vZ}
4y _MECHMODEL2
ey _MECH MODELZ - RIEM
=) _MECH MODELZ - RIEM {VZ}
iy | _MECH MODEL2 DMZEXT test
y | _MECHMODEL2 (v}
iy | _MECHMODEL4

|

» gy | _MECHMODELS

iy _MECH MODELS - RIEM
Q- [ Administrative WebStation
[ Log Out Administrator ] [ Refresh Links List ]

7.2.4.2: Actions Tab

Click on “Open”.
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Session Atkributes
Open

Duplicate

Delete
Copy URL ko clipboard
Preferences...

Help
7.2.4.2: Open

You will then be connected to the session.
Note: You can also double click the session name to connect.

7.2.4.3 Actions Tab: Duplicate an Existing Session

The duplicate function allows you to create a copy of an existing session. This
function is similar to the “copy session” function within Secure Web Access.
Highlight the session you wish to duplicate. Next, click on the ‘Actions’ tab
located in the bottom left hand corner of the screen, and then click on
‘Duplicate’.

You are accessing Reflection as

B [Twe [tomea [Grepng |
m MECHFTP #

Mach Modd 2

Mech Miodel 5

.:"_""',; Mach Prinker - Landscape

[ Mach Printer - Podtrat

I

F o

e
1

0pg

Sesoon Attt as

Open

BT - List ) Refresh Links List )

Copy UEL o chpbonrd
Prafarences
Heslp
7.2.4.3: Actions Tab: Duplicate
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Here you can type in the name of the duplicated session by typing it in the
‘Name’ box. You can only name duplicated sessions. The original session cannot
be renamed. You can also type in a grouping (to help you further identify your
session) or choose for this ession to open automatically. Then select “OK” to
create your new session.

B L] |Type |Name e |Grouping |
Fre, MECH FTP ”~
ﬁ% Mech Maodel 2
% Mech Madel 5
@g Mech Printer - Landscape
@g Mech Printer - Portrait
Session Attributes
Name: |EXAMPLE NAME] |
GErouping: | b |
[] Open automatically
[ QK ] [ Cancel ] hd
Actions ] |Q'

niClusa Links List) 'i Refresh Links List)
7.2.4.3: Duplicate Name

The duplicated session will appear on the session menu.

i) |Type |Name -~ |Grouping |

Frelm  MECHFTP

(el Mech Madel 2

I B e e |
iy

|

Bl Mech Madel 5
% Mech Printer - Landscape
(el Mech Printer - Portrait

Actions ] |Q'

ICCIcse Links List) -C Refresh Links List)

7.2.4.3: Duplicate Example
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7.2.4.4 Actions Tab: Delete a Session Previously Duplicated

The Delete button allows you to delete sessions you have duplicated. In order to
delete a duplicated session, highlight the duplicated session and click on the
‘Actions’ tab in the bottom left corner of the screen.

Note: You cannot delete the default sessions assigned to you.

You are accessing Reflection as (000000000,

£ |Type  |Name | Grouping |
MECH FTP A
(et Mech Model 2
[ Mech Model S

. [
ﬁ“__"‘l"l’g Mexch Printer - Landscape

(e Mech Printer - Portrait

|

S

(‘Close Links List ) ( Refresh Links List )
7.2.4.4: Actions Tab

Then click on “‘Delete’.

Sessian Attributes
DJpen

Duplicate

Delete
Copy URL to clipboard
Preferences. ..

Help
7.2.4.4: Delete
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7.2.4.5 Actions Tab: Preferences to Customize Your MIAP Session Menu
Screen

To hide a column, modify the Linked List Preferences. First click on the ‘Actions’
Tab.

You are accessing Reflecton as 0000000000

B [Type Hame | Greuping
Pl Mach Modsl 2 -

[y Mech Mogel 2 - M2C
i Mech Model S

m Mech Prirter - Lands: spe
i Mech Printer - Porirak

[aawns > ][O

Close Links List } [ Refresh Links List )

7.2.4.5: Actions Tab

Then click the ‘Preferences’ button.

Session Attributes
Open

Duplicate
Delete

Copy URL to clipboard
Preferences. ..

Help
7.2.4.5: Preferences

The ‘Links List Preferences’ menu then displays.

Links List Preferences E1
Eilter search by: IF'.II "I

Show columns: ¥ &uto launch

v Type

oK I Cancel |

7.2.4.5: Linked List Preferences
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Simply uncheck a column to hide it and then click on “OK”.

Links List Preferences E1
Filter search by: IF\.II - I

Show columns: ¥ Auto launch
v Type
I™ Grouping

(0.4 I Cancel

7.2.4.5: Preferences Unchecked

Note: Below, the ‘Grouping’ column is now hidden.

You are accessing Reflaction as O000000000

il [Type | Mama
ey Mech Model 2 -
= Mech Model 2 - MZC
g Mach Model 5
iy,

Mech Printer - Landscape
Mech Printer « Portrai

.-[-~
L

F il
&

(e~ ] o

Close Links List ) | Refresh Links List )
7.2.4.5: Preferences Example

7.2.4.6 Search Bar. The search bar allows you to search for a particular session.
To use this function, simply start to type the name of a session. By erasing or
backspacing what you typed in the search bar, your original session list will be
restored. Your original session list can also be restored by clicking on the
‘Refresh Links List” button. By clicking on the drop down menu located within the
search bar you can choose to search by “All’, “‘Name’ or ‘Group’.
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You are accessing Reflection as Q000000000

PO = = | Gronena |
5 Mech Model -~
(vl ek Model 2 - MIC

L] & ecvoss — ] |

=iy Mach Printer - Landecaps
=iy Mech Prinker - Portrat

aaees > [ —

Close Links List } | Refresh Links List )

7.2.4.6: Search Bar

Change how you search by using the “Filter search by’ drop down menu located in
the “‘Preferences’ tab. By choosing ‘Name’ it will search by what you have named
the session. You can choose any way to search with the ‘Filter search by’ tab.

Links List Preferences E|

Filter search by:

Show calumns: Auta launch
Type
(Grouping

oK l [ Cancel ]

7.2.4.6: Filter Search By

7.2.5 Message 10 Screen or Logon Screen: The system will present the message 10
logon screen for the system selected in the previous step. The screen below represents
the logon screen for OGD MODEL2. At the Enter Logon prompt, enter the logon
information supplied by the host system (for example -type the application identifier
(APPLID)) to gain access to the application.

Page 31 of 142



MULTI-HOST INTERNET ACCESS PORTAL
(MIAP) USERS MANUAL

& OGD MODEL2 - 1 = | |

File Edit Connection Setup Macro View Help
B a a8 o By oE Em 388 | 7 ==
BEE i dSA DR R B EBES D

YOU ARE ESSING A U.S. GOVERWNMENT (USG) IHFORMATION SYSTEM (IS) THAT IS
PROVIDED FOR USG AUTHORIZED USE OHLY. BY USIHG THIS IS (WHICH IHNCLUDES AHY
DEVICE ATTACHED TO THIS IS5), YOU COHSEHNT TO THE FOLLOWIHG CONDITIONS:

THE USG ROUTINELY INTERCEPTS AND MOHITORS COMMUNICATIOHNS OH THIS IS FOR
PURPOSES INCLUDING, BUT HOT LIMITED TO, PENETRATION TESTING, COMSEC MONITORING
HETWORK OPERATIONS AND DEFEHSE, PERSONNEL MISCONDUCT (FPM), LAW ENFORCEMEHT
(LE) , AHND COUHTERINTELLIGEHCE (CI) IHNVESTIGATIONS.

AT AWY TIME, THE USG MAY IHSPECT AWD SEIZE DATA STORED OH THIS IS.
COMMUHICATIONS USIHG, OR DATA STORED OH, THIS I5 ARE HOT PRIVATE, ARE SUBJEC
TO ROUTIHE MOHNITORING, IHTERCEPTIOH, AWD SEARCH, AWND MAY BEE DIS SED OR USED
FOR AHY USG AUTHORIZED PURPOSE.

THIS IS IHCLUDES SECURITY MEASURES (E.&., AUTHENTICATIOH AND Al S8 COHTROLS)
TO PROTECT USG INTERESTS--HOT FOR YOUR PERSONAL BENEFIT OR PRIV -
HOTWITHSTAHDING THE ABOVE, USING THIS IS5 DOES HOT COHNSTITUTE COHNSENT TO PM,
LE OR INVESTIGATIVE SEARCHING OR MONITORING OF THE COHTERT OF PRIVILEGED
COMMUNICATIONS , OR WORK PRODUCT, RELATED TO PERSOHAL REPRESENTATION OR

SERY S5 BY ATTORNEYS, PSYCHOTHERAPISTS, OR CLERGY,AHND THEIR ASSISTANTS.

SUC] MUHICATIONS AND WORK PRODUCT ARE PRIVATE AHD COHNFIDEHTIAL.

SEE USER AGREEMENT FOR DETAILS.

ENTER LOGOH:
A B 24/015

24,15 » | bm3270 | 2E | Connected Bo... | @ 3.1RSA with triple DES
tn3270e:/miapprtest.csd.disa. mil: 443 | VFWM2148

7.2.5: Application Message 10 Screen or Logon Screen

7.2.6 Message 10 Screens Vary.Users must realize that the Message 10 (logon)

screen may be different than what was presented prior to implementation of MIAP and
for different sessions.

The screen below represents the logon screen for OKC OCHI UTS Telnet session

ke _OKC OCMD UTS Telnet _

File Edit Connection Setup Macre View Help

Row=23 Col= 2 POLL

232 uts | UTS60 | Connected | 8- 3.1 RSA with triple DES || int1:/fmiapprtest.csd. disa.mi: 443 | miptest J

7.2.6: Mes-s-age 10 Screen OKC OCMD UTS Telnét screen
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7.2.7 Entry Validation screen If CL/SuperSession is being used, the Entry
Validation screen will be presented at this time.

: WRQ Reflection for the Web - DKC_COMM1_modze _ 101 x|

nt
6,30 | | | | [ [ [ibm3270 [2E [connected [o-[3°1 rsa 3pES sna|
#Rstart |J = & 5 H [l b - Mcrosaft .. | @ pociment - Micro... | £]wRG Reflection fa... | [4B WROQ Reflection F.. | 557 pm

7.2.7: CL/SuperSession Logon Screen
Enter appropriate information and menu options as requested on the screen.

Note: Any changes made to your session (sections 7.2.8 - 7.8) will be stored in you
session preference file. Resetting Preferences removes these changes.

MECH MODEL2 "['V2'} -

Edit Connection 5Set

Reset Preferences
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7.2.8 Terminal Connection Setup

If you need to make modifications to your connection, click on ‘Connection’ and then
‘Connection Setup’. (Some sessions do not have this option.) You may need to
‘Disconnect’ first if you are already connected. The following screen will display:

Host: |miapprtest.csd.disa.mil: 443

Protocol: [TN3270E
TM3270E settings

@) Specify device name

[ Prompt if not specified
Generate unique name

Use ID Manager Configure...

IP mode: |Use default
Reconnect when host terminates connection

Connect at startup

[ Connect ] I 0K I I Cancel I I Help

7.2.8: Connection Setup

For more information on the fields click on the ‘Help’ button.

7.2.9 User profile configuration and connectivity - Once the session has been
established, application activity can continue as usual. In order to ensure proper
user profile configuration and connectivity, test all session selections available on the
menu screen by following the above process for each. Document all problems or any
concerns and provide that information to MIAP Service Desk.
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7.3 Help Button. The help function is displayed on various menu screens throughout MIAP.
Selecting “‘Help’ on any menu will display information related to the specific options of that

screen.

B Terminal Setup @

Emulation Keyboard || Fonts
Cursar
Shape: Full block L
[] Cursor calar: El
Blinks Visible
Ruler typs: | Crosshair -
[] Ruler color: El
[ visible
Options

Automatic display sizing
Click here for information related to options
Display OIA status fine displayed on this screen.

Ignare mause click on window activation

oK ] [ Cancel ] [ Defaults ]

7.3: Help Button

This is an example of what screen you will get when clicking on the ‘Help’ tab.

File Edit Wiew Favorites Tools Help

Search.

3 Using Help
® Introduction
@ How To
9 Reference
 File Menu
© Edit Menu
© Connection Menu
9 Setup Menu
9 Terminal
- Emulation tab
J Display tab
) Keyboard tab
J Fonts tab
J Color
3 Transfer Setup
2 Hotspot
% Button Palette
@ Keyboard
© Mouse
J Toolbar
© Macro Menu
© View Menu
@ Help Menu

# Troublesheoting

Reference > Setup Menu > Terminal =

Emulation Tab
The Emulation tab in the Terminal Setup dialog box lets you specify the following options:

National character The values in this list identify the various host character sets that Reflection supports. See your host documentation for definitions of the characters
set in each set. The default value is US English.

Note:This setting may affect the code page used by IND$FILE when sending and receiving files. The default Host code page on the Receive tab and
the default PC code page of the Send tab of INDSFILE transfer setup is Use NCS setting, which is the national character set specified here

Country extended With this option selected (the default), additional characters are available in the configured National character set. See your host documentation for
graphics code details.

Related Topics

Display tab (Reference section)
Keyboard tab (Reference section)
Fonts tab (Reference section)

© 2018 b Corperation. All rights reserved.

7.3: Help Button Example
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7.4 Custom Color Palette

After you have selected a session you can customize the colors on your screen.

First click on the “Setup’ tab at the top of your screen and then click on the “‘Color...” selection.
The following screen will display.

Color Setup

Screen element:

T |

Sample Text

Colors

Foreground Background

| HT
HE B
EEON
EENE

Double-click color to customize

[] Multiple background colars

[ Ok ] [ Cancel ] ’ Defaulks ] [ Help

7.4: Custom Color Setup

You can select a color and click on *OK’. If you would like to further customize your color
selection, you can double click on any of the colors and the following screen will display
allowing you to further customize your color choice.

Changes are automatically saved to your preference file.

Color Chooser E'
Red
I
Green
(|0
Blue
F —— 0 |
I QK l [ Cancel ]

7.4: Custom Color Chooser
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7.5 Customize Fonts

After you have selected a session you can customize the font for your screen. First click on the
‘Setup’ tab at the top of your screen and then click on the ‘Terminal...” selection.

Epartment of Defense computer system, to include related networks
constitutes your consent to monitoring by authorized DoD
el. Unauthorized system use may subject you to criminal prosecution.

LU: AZQTHBGZ
Legon: ||

» | b orvected  Bourd @= 3| RSAwlh iripi 05 | en70e miapeeriey. cod. dea k4

7.5: Customize Fonts
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Then click on the ‘Fonts’ tab on the top of the Terminal Setup Screen. The following screen will
display. You can change the font here by clicking on the drop down menu following the ‘Font:’
heading, selecting a new font and then clicking on *OK’. You can also change the size of the
font by clicking on the bullet point before ‘Use fixed point size’ and then changing the following
size field up or down.

0 - [5x]
File Edt Comnection Setup Macra Yiews Help

/B e & @ ZamgE™ > e 7

Use of this Department of Defense computer system, to include related networks
and equipment, constitutes your consent to monitoring by authorized DoD
personnel. Unauthorized system use may subject you to criminal prosecution.
LU: AZQTHGGZ Eraioion] il ey [FES

Logon: D

ABCDEFGHIJKLMNOPQRSTUVWXYZ
abcdefghijkimnopqrstuvwxyz
s [fod B8 1234567890_I@#5%&* ()00

Font: |Rweb

Fortk size Preserve character proportions

(%) Seale font ko fit terminal display R diaiy feeh

Cltnimum ot see: |12 [¥] Draw elash thraugh zeros

© Usa fixed poirt sies: |18 |

Text antialiasing: | Defaulk v

ok | [ Concel | [ Defaus | [ el

a7 /008

7,8 » | bm3270 | 2E | Connected Bound | @ 3.1 RSA with triple DES tn3270e;:{ fmiapproxy csd.disa.mil: 443
Brma-1 Fo g
7.5: Terminal Setup: Fonts Screen

‘.L. & B oai02

Changes are automatically saved to your preference file.
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7.6 Copy/Paste Settings. Use the Copy/Paste Settings dialog box to specify options for copy
and paste operations. To access ‘Copy/Paste’ go to ‘Edit’, and then click on Copy/Paste
Settings. Below is an example of the screen you will get.

EEnpy,.-"PastE Settings

~Copy

[T Copy input Fields anly

[~ Use entire display when there is no selection

—Paste

[~ Wrap text tomext ine [ Wrap bext ko next Field
[ Use field delimiters

[~ Mask prokected Fields

[~ Replace tabs with:

[~ Restore sktarting cursor position after paste

O, Cancel Defaults

7.6: Copy/Paste Settings

7.6.1 Copy options

Copy input fields only. Select this option to only copy data from input fields.
Data from protected fields is replaced with spaces when placed on the Clipboard.

Use entire display when there is no selection. Select this option to apply the
Cut, Copy, Copy Table, and Append commands to the entire terminal display
when nothing is selected. When this option is not selected, these commands are
disabled unless you've selected data on the terminal display.

7.6.2 Paste options

Wrap text to next line. When this option is selected, using the Paste command
fills in the first field with as much Clipboard data as fits. Any remaining data is
pasted to the next available line. Subsequent lines of data are pasted so that they
align vertically with the starting cursor position. When this option is not selected,
text that overflows the field is truncated.

Wrap text to next field. When this option is selected, data pasted from the
clipboard will fill as much of the current field as possible, then the remaining
data will be pasted to the next fields on the same row, until the end of the row or
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the data has been exhausted. If Wrap text to next line is also selected,
additional data will be pasted to the next field on the next row.

Use field delimiters. When this option is selected and you use the Paste
command, data is pasted into the next available input field after reaching a new
line character on the Clipboard. When a new line character is encountered,
pasting starts on the next row, at the same column where the cursor was
positioned when the paste operation began. If Wrap text to next line is not
selected, data is truncated at the end of a line regardless of whether Use field
delimiters is selected.

Mask protected fields. Select this option if you want to paste data from the
Clipboard to a host screen so that the data is only pasted where it overlays input
fields. Any data that overlays protected fields is lost.

Replace tabs with. Select this option to replace tabs in the Clipboard data with
the character(s) you specify in the associated text box.

Restore starting cursor position after paste. By default, the host cursor is
positioned at the end of the data following a paste operation. Select this option
to restore the host cursor to its starting position after the paste operation is
complete.

7.6.3 Paste Next. Click Paste Next to paste data from the “Paste Next” buffer to
the current cursor position. The Paste Next buffer holds any data that did not fit
the input field where it was pasted, provided that data was not truncated. Only
as much data as will fit in the input field is pasted, and the Paste Next buffer is
updated to include only data that is not yet pasted. This command is available
only when data is present in the Paste Next buffer.

7.6.4 Clear. Click Clear to remove selected text from the terminal display

without placing it on the Clipboard. Note that you can only clear text from input
fields.

7.7 Set up a Session for Terminal Model 3 or Model 4

All sessions that are set up to emulate a 3270 terminal are originally set up as a Model 2
extended or a Model 5 extended terminal model because they are the most commonly used.

If you need to emulate a Model 3 or a Model 4, this section will show you how to create a session
with that configuration.

NOTE: The function to create a Model 3 or Model 4 terminal session can only be performed
by duplicating a Model 2 session and modifying the Terminal Model field.

From the MIAP session menu highlight (single click) the Model 2 session that you have access to

and click on the *Actions’ tab. Then select ‘Duplicate’. (For more detailed information about
duplicating sessions, see section 7.2.4.3.)
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=]

HECH MM R TP "
HEHE HMCF TP

M P

HECH L P

MO ML T
e
HECH MY PR

HECH MODELTY
HECH HODELD - I
M MOOELY

MO HOCELY, - B
RS-

GepegooReRree’

———
Baniion AmbuiE Selirosts vt sbiStations | |

Dpan

I ) | St s )

iy UFIL N o Bbiatolere] |
AP, returm to the Porial Page.
¥ vour password. chick here

Prefeieracda

P

7.7: MIAP Session Menu to Duplicate a Session

Then type in a name for your new session and click on ‘OK” to create the new session.

Session Attributes &|

Mame: [MODEL3| |

Grouping: | w | L

[]©pen automatically

I (0] ] [ Caniel ]

7.7: Session Attributes Menu to Name a Duplicated Session

Your new session will now be on your MIAP session menu. Open your new session (double click
on it.)

- L |Gy |
Il HEHMBFTR )
Mg MECHMMCFTR
i MECH MY FIP
My rEcimoeE
=g MECiMUFTE
oy MOOHMMY TR

u-

[ s s |
re—eebesad e S

Log Out Administrater ) | Refres Livks Liss )

To logoll MIAP, returm to the Porial Page.
To change vour password, elick here

7.7: MIAP Session Menu - Opening New Session

After you open your new session, you will need to change the terminal model it is emulating. To
make this change you must be disconnected from the session. If you are already connected (see
‘Connected’ in the bottom left/center of the screen), you will need to disconnect. Select
‘Connection’ and then ‘Disconnect’ from the top left of the screen.
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MECH MODEL? - MODEL3 - 1 E]@

[ Corne Setup Macro Views Help

onnection Setup... | ] ng s

=R
Use of this Department of Defense computer system, to +include related networks

and equipment, constitutes your consent to monitoring by authorized DoD
personnel. Unauthorized system use may subject you to criminal prosecution.

LU: AZSTH5NI
Logon: D

a7 /008

» || bma3zzo | 2€ | Connected | Bound | @ | 3,1 RSA with triple DES tri3270sj rrispprtest. csd, disa,mil: 443

7.7: Connection/ Disconnect
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After disconnecting, select ‘Connection’ again and now select ‘Connection Setup’.
MECH MODEL2 - MODEL3 - 1 (=

L = @ EHE o e ?

Cannect

g1/001

: Connection/ Connection Setup
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The Connection Setup screen will display. Click on the “Advanced’ button.

2 =]
File Edit Cornection Setup Macro Views Help
/@ e a BamgEHS » e = 7

Connection Setup

= nispprtest csd. disa.mil: 443

TH3270E settings

Device name:

g1/691

7.7: Connection Setup Screen
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The TN3270E Settings Screen will be displayed. Click the drop down menu for the ‘Terminal
model’ field to select the terminal model you would like to emulate and then click on ‘OK’.

Terminal model

Specifies the terminal model (also known as a display station) you want Reflection to emulate.
You can select from the following terminal models:

Model 2 24x80 Extended (the default)
Model 3 32x80 Extended

Model 4 43x80 Extended

Model 5 27x132 Extended

Model 2 24x80

Model 3 32x80

Model 4 43x80

Model 5 27x132

With the "Extended" models, the 3270 protocol allows the host to a wider array of display
attributes.

[ BEE
Fle Edit Connection Setup Macro Yiews Help
/B e & EmmgE® » o T

= B TN3I270E Settings

Terminal model: | T EIERER

ok | [ cenesl | [[oefais | [ rel

? g1/001
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Your new session is now configured for the terminal model you have selected. You can connect
to the session by clicking on ‘Connection’ and ‘Connect’ in the top left corner of the screen.

MECH MODELZ - MODEL3 - 1 @@

File Edit Comnection Setup Macro Views Help

‘B e=a # ZEm@ET > e n 7

%

Use of this Department of Defense computer system, to +include related networks
and equipment, constitutes your consent to monitoring by authorized DoD
personnel. Unauthorized system use may subject you to criminal prosecution.

LU: AZQTH3CJ
Logon: _

a7 /098

7,8 » | bm3270 | 3 | Connected | Bound | @~ | 3.1 RSA with triple DES 3270 j fmiapprtest. csd. disa, mil:443

rosoft ...

Model

The terminal model you selected is now associated with this session and from now on when
you open this session it will emulate that terminal model. (You do not need to get into the
Setup Connection every time you log in).
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7.8 Keyboard Mapping

Click on Setup from the session tool bar.

OGD MODELZ - 1

File Edit Conmecki Wacro Views Help

78| ==l | 2|a|zs| @) |5 » || | 2|

¥OU ABRE ACCESSIHG A U.S5. GOVERHMEHT ({(USG) IHFOBHMATIOH SY¥YSTEM ({(IS5) THAT IS
PROVIDED FOR USG AUTHORIZED USE OHLY. BY USIHG THIS IS (WHICH IHCLUDES ANY
DEVYICE ATTACHED TO THIS IS5) ,, ¥0OU COHSEHT TO THE FOLLOWIHG COHDITIOHS :

THE USG BROUTIHELY IHTERCEFTS AHND MOHITORE COMMUNICATIOHNHS OH THIS IS FOR
PURPOSES THCLUDIHG, EBEUT HOT LIMITED TO, PEHETBRATIOH TESTIHG, COMSEC MOHITORIHG
HETWOREK OPERATIOHS AND DEFEHSE, PERSOHHEL HMISCOHNDUCT (PH) , LAW EHFORCEHMENHT
{LE) , AHD COUHTERIHTELLIGER {CI) IHVESTIGATIOHS.

AT AHY TIME, THE USG MAY IHSPECT AWND SEIZE DATA STORED OH THIS IS.
COMMUHICATIONS USIHG, OBR DATA STORED OH, THIS IS5 ARE HOT PRIVATE, ARE SUBJECT
TO ROUTIHE MOHNITORIHG, IHTERCEPTIOH, AWHD SEALARCH, AND MAY BE DISCILOSED OR USED
FOR AHY USG AUTHORIZED PUBPOSE .

THIS IS IHCLUDES SECURITY HMEASURES (E.G., AUTHEHTICATION AHD A 55 COHNTROLS)
TO PROTECT USG IHTERESTS - —HOT FOR Y¥OUR PERSOHAL BEEHEFIT OR PRIVACY .
HOTWITHSTAHNDIHNG THE AFROWE, USIHG THIS IS DOES HOT COHSTITUTE COHSEHT TO PrH,
LE OR CI IHVESTIGATIVE SEARCHING OR MOHITORIHG OF THE COHTEHT OF PRIVILEGED
COMMUHICATIONS , OR WORK PRODUCT, RELATED TO PERSOHNATL REPRESEHTATIOH OR
SERVICES EBEY ATTORHEYS , PSYCHOTHERAPISTS, OR CLEBRGY ,AHD THEIR ASSTSTANHNTS.

SUCH COMMUHICATIONS AHD WORK PRODUCT ARE PRIVATE AND COHFIDEHTIAT..

SEE USER AGREEMEHT FOR DETAILS.

EHTER TLOGOH:

24,15 >3 ibm3270 || 2ZE | Connected Bound || @ 3.1 RSA with kriple DES
En3270e: ffmiapproxy.csd. disa.mil: 443

7.8 Mapping Keyboard

Click on keyboard from the dropdown.

B 0oGD MODELS - 1

File Edit Connection | Setup Macro Wiews Help

‘0| el s temed ls| @@l > o] =] 2

Calar...

TEFFE S, 5. GOWERHMEHNT (USG) IHNFORMATION SY¥STEM (IS) THAT IS
PROVIDED 1IZED USE OHLY. BEY USIHG THIS IS (WHICH IHCLUDES ANY
DEVICE AT IAllEsEEtos 3 IS), ¥YOU COHSEHT TO THE FOLLOWING CONDITIOHNS:
THE USG ROEEENEGUECCHTEEICFEPTS AND MOHITORS COMMUNICATIONS OH THIS IS FOR
PURPOSEF ] . ° HOT LIMITED TO, PENETRATION TESTING, COMSEC MOHITORING
HETWORK O DEFENSE, PERSOHHEL MISCOHNDUCT (PHM), LAW EHFORCEMEHT
(LE) , ANHD COuUminren b LIGEHNCE (CI) IHVESTIGATIONS.
AT AWY TIME, THE USG MaY¥ INSPECT AHND SEIZE DATA STORED ON THIS IS.
COMMUHICATIOHS USIHG, OR DATA STORED OH, THIS IS ARE HOT PRIVATE, ARE SUBJECT
TO ROUTIHNE MOHITORIHG, INTERCEPTIOH, AND SEARCH, AWD MAY BE DISCLOSED OR USED
FOR AHY USG AUTHORIZED PURPOSE.
THIS IS IHCLUDES SECURITY MEASURES (E.G., AUTHEHTICATION AWND ACCESS COHTROLS)
TO PROTE USG IHTERESTS--HOT FOR YOUR PERSONAL BENEFIT OR PRIVACY.
HOTWITHSTAHNDING THE ABOVE, USING THIS IS DOES HOT COHNSTITUTE COHSEHT TO PH,
LE OR CI IHVESTIGATIVE SEARCHING OR MOHITORIHG OF THE CONTEHT OF PRIVILEGED
COMMUHICATIOHNS, OR WORK PRODUCT, RELATED TO PERSONAL REPRESEHTATIOH OR
SERVICES BY ATTORHEYS, PSYCHOTHERAPISTS, OR CLERGY ,AWND THEIR ASSISTAHTS.
SUCH COMMUHICATIONS AND WORK PRODUCT ARE PRIVATE AWD CONFIDEHTIAL.
SEE USER AGREEMENT FOR DETAILS.

EHTER LOGOH:

24,/015

7.8 Mapping Keyboard
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Click on add and the Define Trigger box will appear. Press the keystroke that you want to map.
For example if you are remapping the “esc” key then press the “esc” key.

x

Edit. .. | Delete | Defaults Wiew all..., |

Ackion

[B] Attention
Pause [B] clear

B pefine Trigger Ed
'¢r| Press a keystroke, & keystroke is one primary key

{any key on the kevboard) with or without one ar
miore modifier keys (alk, Ctrl, Shift, or Meta).

Zancel |

QK I Cancel Help |

7.8 Mapping Keyboard

If the key is already mapped you will receive “The keystroke Escape is already mapped.
Overwrite the mapping?” Click yes if you are going to overwrite the current mapping.

[Bkesboarasetup x

Add... | Edit... | Delete | Defaults | Vigw Al |
Trigger Ackion
I Escape [A] Attention
Pause [B] clear

B vefine Trigger Ed

_‘:,y The keystroke Escape is already mapped, Owerwrite the mapping?

=N

Ok I Cancel | Help

7.8 Mapping Keyboard
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The Define Action box will appear. You will need to scroll down to find the action that you want
the key to perform.

B keyboard Setup

Add. .. DEfine Action for Escape

Wig Al ..

T Action type: |IERENT terminal key

1%

Select a terminal kesw

«disable keystroke

Akkention
Backspace

Backkab

Clzar

Cursor Down
Cursor Left

Cursor Left Double
Cursor Right

Cursar Right Double
Cursor Select

Cursar Up j

o] I Cancel | Help |

| o4 | Cancel | Help |

7.8 Mapping Keyboard

Click on the terminal key that you want to map as the action and click ok and click on ok to save
the keyboard setup.

P BA vefine Action for Escape E3
EAkeyboard Se
Ackion bype: ITransmit terminal key - | E

add... Wigw all...
Select a kerminal key

[ ]

Cursar Down
Cursor Left

(Cursor Left Double
Cursor Right

(Cursor Right Double
Cursor Select

Cursor Up ;I

Cancel | Help |

Ok I
(0] 4 I Cancel | Help |

7.8 Mapping Keyboard
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Macros can also be mapped. Select the terminal key that you want to map and the Define
Action box will appear. To map a macro select Execute command in the Action type
drop down. Scroll down to find run macro. Select OK and OK again to save the
keyboard setup.

kel Keyboard Setyr 5 @
) leitd Define Action for Escape ot ]

Paste next

Previous unprotected word

Print screen

e

Fun maco

UM TR Evious maoro playved frecorded B
Cedact all

Sedect text down

Select text down (alternate mods)

Sedect text heft

Select text left (alternate mode)

Select text right

Sedect text right (alternate mode) -

(o) Cema)
G (o) [

7.8 Mapping a Macro

7.9 Toolbar

Use the Toolbar command on the Setup menu to customize the toolbar. You can display
toolbar buttons with or without descriptive text, and customize the toolbar by arranging
the toolbar buttons according to your preference.

The toolbar can be "docked" to the terminal window or free standing. Drag the toolbar to the top,
left, bottom, or right border of the terminal window. A red box outlines the toolbar as you move it
to the new docking location. You cannot dock the toolbar to a border that already has a button
palette or keyboard docked at the same border.

Choices on the toolbar reflect selections associated with the profile for this session. Place the cursor
over a toolbar button (without clicking the mouse) to see a descriptive tool tip.
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(&) _MECH MODEL2 ‘{V2Y - 1 =NRSE X
File Edit Connection Setup Macro View Help
= = = Ve e o Pt o gE=
! [E{;I.E:_' {.l-'*" E‘:) £i%) ;_?J —_— fakd 181 mﬁl L) >>>
BlueCalm  Launch Prev Mext Connect Disconnect  Session Print Copy Paste INDSFILE i Calor

7.9 Toolbar Descriptive Tool Tip

Click the Toolbar command on the Setup menu to customize the toolbar.

7.9 Setup menu Toolbar selection

Note: Use the Toolbar command on the View menu to hide or display the toolbar. This
command is also available from the FTP window if it is available within the profile for
this session.

This command is also available from Setup menu in the IND$FILE Transfer window.

The Toolbar Setup dialog box includes the current toolbar configuration and a set of
buttons to use when configuring the toolbar. You can drag buttons to a new location
within the toolbar, or you can drag buttons away from the toolbar to remove them. Use
the buttons in the lower portion of the dialog box to add new buttons.

The custom toolbar item actions include Show, Add, Edit and Delete.
7.9.1 Show
You can use small buttons containing icons only, or you can use larger buttons including

descriptive text. When the toolbar is displayed, you can also right-click in the toolbar to
choose a display option.
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0 5= L & = = -]
Larch Prey Faat Connact Sesmon Print Padre

Cvasgiitems in ooibar 0 pre ferred lncation.

»  BEXIW | X Cucovetted

BRI P0 e bt Co a4

7.9.1. Toolbar Setup screen

=

{5 _MECH MODEL2 (V27 -1 = | E S
File Edit Connection Setup Macro View Help
= =l =1 El Eo iy h, o, =11
@ & B2 B d A = Al zn B B B »
Record Launch Prev Mg Icon Only ct  Session Print Copy Paste INDSFILE | Terminal Color

Icon and Text

You are accessing

Big lcon Only ent (USG) Information System (IS) that 1is
provided for USG-: enly. By using this IS (which includes any
device attached to Big lcon and Text consent to the following conditions:

-The USG routinel dd meniters communications on this IS fer

purposes including Srainz ted to, penetration testing, COMSEC monitoring.

'7.9.1 ICON Right Click'éption-s”

Icon Only Display icons in the toolbar without text

Icon and Text Display buttons with descriptive text included on each button

Big Icon Only Display large icons in the toolbar without text

Big Icon and Text Display large buttons with descriptive text included on each button

If there are more icons than can fit across the top of the screen, click on the >>

in the top right corner to display the additional icons down the right hand side of
the screen. Click it again to hide the additional icons.
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.-".-."
-~
st MECH MODELZ - 1 = el - ol
> -~
Fie Edd Comnnecton Setup Macre Wiew Help e
o - L~ 7 g — [< e = '
[Aineh’  Prev Mewt  Conrwedh P— Prnt Parte  DOSFLE  Terminal |
s, Celor
~u
L Keyboard
L, Mouse
| Ky

- Buticns
Play

LY FRecord

1,1 = % | bm320 X Deconnected

320 [fmuaportest. cod. desa. mil: +41

7.9.1. Additional Toolbar Icons Available

You can create a custom toolbar icon and associate it with an action, then add it
to the toolbar.

7.9.2 Add

Click Add to open the Define Toolbar Item dialog box.

i Define Toolbar Item 3 |
Icon:
Text:
Tooltip:
Action: [ select... |
| ok | | cancel | | Help |
)

7.9.2 Add Toolbar Item Dialog Box
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You can create a custom toolbar item and associate it with an action.

Icon Click Choose to open the Select Toolbar Icon dialog box. When
creating a custom toolbar button, you can select from the standard
Reflection icons available here, or you can click Add Icon to browse to a
different set of icons available on your machine. The new button will
appear in the list of button options.

gl Select Toolbar leon it e

S eoary o kL ks

- Hew lcon added

7.9.2 Select Toolbar ICON Dialog Box

Text Type in the text to be associated with this button. This text is
displayed when you choose the Show Icon and Text or Show Big Icon and
Text option on the Toolbar Setup dialog box.

Tooltip Type in the text to be displayed as a tooltip when you hover over
the toolbar with your mouse.

After completing this information, the Define Action dialog box opens, allowing
you to choose an action to be associated with the toolbar button. The Action
selection will vary depending on the session type. The examples shown below are
for telnet window sessions. The display will be different for FTP window and
INDS$FILE Transfer window sessions. Select an Action type and then do the
following, depending on your selection:
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e Execute command—Choose a command from the list of available commands.
Some commands allow you to specify a parameter such as a URL, macro name,
transfer request, or java class.

e Transmit string—Type the string you want to transmit in the Enter a string field.

e Transmit terminal key—Select a terminal key from the list.

e Click OK

& MECH MODEL2 V27 -1

File Edit Connection Setup Macro View Help

ls Define Action for BlueCalm

@ = & B ¢ £ £

=| (1

Action type: iTransmit terminal key

Select a terminal key

Attention
Backspace

Record Launch Prev Mext Connect Disconnect || Session
Drag items in toolbar to preferred location.
5 | P | P | -
{54 Define Toolbar Item | 24 |
Launch Prev
B B | -
Paste INDSFILE
Text: |BlueCalm
@ @ Tooltip: |Clear
Flay Record
Custom toolbar items:
[ OK ] [ Cancel ] [ Help l
A
ShowiIconandText vi [ oK ] [ Cancel ] [ De

w Define Action g

Backtab o
1
Cursor Down

Cursor Left

Cursor Left Double

Cursor Right

Cursor Right Double

Cursor Select

Cursor Up

Delete Character

Delete Word

Destructive Backspace

Device Cancel

Duplicate

[ OK ] [ Cancel ] [ Help

Define Action

Select a command

Execute transfer request -

Load Java dass
Open specified URL

Select transfer request: :Prompt for request to execute

[ OK ] [ Cancel ] [ Help ]

7.9.2 Action é>_<amplé§:‘ left - FTP, right - IND$FILE

Select a command

Execute transfer request
Load Java dass

Open specified URL
Show transfer requests

»

Enter Java dass name: |

o
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Once the ICON is created and added as a Custom Toolbar item, drag it up to the
toolbar for display.

& _MECH MODEL2 '{V27 -1

File Edit Connection Setup Macro View Help

H & 52 B | ¢ 4| £ 2 | &

Bluegalm  Launch Prev Mext Connect Disconnect | Session Print Copy

Drag items in toolbar to preferred location.

% 5 B 4 & 4 2 &

—_——— e 0 —

Laurich Prev MNext Connect Disconnect Session Print Copy
= == [=I"1"} [~ |w=]
i : s

&G ® B B ® & B =
Paste INDSFILE Terminal Color Keyboard Mouse Keys Buttons
Bp e & & |

Fla Record Mew Stop Editor Help Separator

CustomWoolbar items: E Pelate

BlueCalm

Show|Iconand Text | [ ok | [ concel | [ Defuits | [ Hep |

7.9.2 Toolbar Setup Panel Showing New ICON

File Edit Connection Setup Macro View Help

B & &2 B ¢ 4 #4 £ 4 & & 8|8 »

BlueCalm Launch Prev Mext Connect Disconnect  Session Print Copy Paste INDSFILE | Terminal Color

7.9.2 Toolbar showing new ICON

7.9.3 Edit

Only custom toolbar can be edited. Click Edit to change an existing custom
toolbar button. A panel will open similar to the panel openin 7.9.1.2. Click on
the field(s) to be changed. Click OK when complete.

7.9.4 Delete

Only custom toolbar items can be deleted.Select the item to be deleted. Click
Delete to remove the custom toolbar button. You will receive a delete
confirmation prompt.
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T —

Buttons

@ Removing this custom toolbar item will also remove the item from the toolbar. Do you

want to continue?

Custom toolbar items: Add... Edit... Delete

T P
oo I T e

I The custom icon used by this toolbar item is no longer used by any toolbar items. Do you
want to remove the custom icon?

7.9.4 Delete Confirmation Prompts

The Custom Toolbar item will be deleted from the setup panel and from the
toolbar.

File Edit Cennection Setup Macro View Help
m 5 B ” ’ ” - H a B ”

Launch Prew Mext Connect  Disconnect | Session

Drag items in toolbar to preferred location.

m a2 B g &

Launch Prev Mext Connect Disconnect

= il

Print Copy

|
|
ﬂm@%ﬁ%%&gﬁi
|
|
|
|
|
I

Paste INDSFILE Terminal Color Keyboard Mouse Keys Buttons
b @ & ¥ @ |
Play Record Mew Editor Help Separator
Custom toalbar items: [ Add... ] | Edit. .. | | Delete |
i e e s (e

7.9.4 Toolbar After deletion

7.10 Macros

A macro is a series of keyboard actions that you can record while using Reflection for
the Web, and then run. They can be stand-alone or they can be tied to a keystroke, a
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button, a mouse trigger or a toolbar button. They can also be set to run first when the
session starts.

This section describes

Macro Menu: options available
Recording Macros: Creating and saving
Running Macros

Editing Macros

7.10.1 Macro Menu

To open the Macro menu, select "Macro" from the terminal toolbar. Use the topics
in this section to find information about the Macro menu commands.

Ll

{4 MECH MODELS = | ) |t
File Edit Connection Setup |Macre | View Help
= . == o=s =
o g e Bo®m om oB B
Record Connect  Discol Start Recording Copy Paste INDSFILE  Terminal Color  Keyboard

Start New Macro Action
Stop Recording...

Stop Macro

Macro Editor

7.10.1 Macro Menu

Macros: Opens the Macros dialog box, where you can select a macro to run, and
also edit, create, import, export, and delete macros.

Start Recording: Use the Start Recording command to start recording a macro.

Start New Macro Action: Use the Start New Macro Action command to force the
macro recorder to create a new action within a macro in order to prompt for or
embed data in the macro.

Stop Recording: Use the Stop Recording command to stop recording a macro,
name it, and set options.

Stop Macro: Use the Stop Macro command to stop running a macro.

Macro Editor: Recorded macros are saved as JavaScript. You can edit a macro to
extend its capabilities, or create other macros.

7.10.2 Recording Macros

Click Start Recording on the Macro menu to begin recording a macro. You do not

need to give the macro a name until you stop recording. As the macro is

recorded, each action you perform (for example, moving the cursor from field to

field, entering data, and transmitting data to the host) is recorded until you click
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Stop Recording on the Macro menu. When you click Stop Recording, the Save
Macro dialog box opens, where you can name and edit the macro.

With field-oriented hosts such as IBM and Unisys, each entry field has an
associated action. You can define each macro action that is shown as fixed and
embedded in the macro, or as a value to be prompted for. This lets you create
macros that use some values the same every time, but prompt you for other
values that vary each time the macro is run.

However, some host systems, such as VT, do not define actual display fields on
the screen, even though data may appear to go into separate fields. When you
record macros on these hosts, entry data that appears to be in different fields
may be captured by the recorder as a single item, creating just one macro action
for that entry.

7.10.2.1 Saving Macro

Clicking Stop Recording stops recording the current macro and opens the
Save Macro dialog box. The options shown below are available prior to
saving a macro. After a macro has been saved, all editing is done to its
Javascript .

Macro name: ||

Description:

[] Map macro to keystroke, button, mouse trigger or toolbar item

Advanced settings. ..

Macro variables

R... Hostprompt User response  Action Settings

B o o] Fed Embeduserresporse [

umo4678 [tab] Fixed, Embed user response
== FEEms [tab] Variable, Hidden, Always prompt user for value =
== [enter] Fixed, Embed user responze
005303 [enter] Fixed, Embed user response
“““ [enter] Fixed, Hidden, Embed user response -
4 2
(@) Embed fixed user response in macro
() Always prompt user for value
Prompt text: |Logon:
[ Save ] [ Discard ] [ Help ]

7.10.2.1 Save Macro dialog box
Macro name: Enter a name for the macro.

Description: Enter a description of the macro (optional).
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Map macro to keystroke, button, mouse trigger, or toolbar button: To
provide easy access to the macro, you can map it to a keystroke, a button,

a mouse trigger or a toolbar button.
E 4+ L TR H..“ Hﬂl—

Macro name: | =l 00 s

Description:

Map macro to keystroke, button, mouse trigger or toolbar item

[ Advanced settings... ]

7.10.2.1 Map Macro Check Box

If you select this option when you create the macro, the Map Macro dialog
box appears after you save the macro. The options are to map the macro
to: Keystroke, Button, Mouse Trigger and Toolbar. You can choose any
combination of these options for mapping.

The macro has been saved. To map the macro to a keystroke, button, mouse trigger or toolbar item, select one {or more) of the

actions below,

Map macro to

| Keystroke | [ Button ] [ Mouse Trigger ] ’

Toolbar ]

7.10.2.1 Map Macro Selection

5 Define Trigger ﬁ E

A | Press a keystroke. A keystroke is one primary key (any key on the keyboard) with
or without one or more madifier keys (alt, Ctrl, Shift, or Meta).

|

7.10.2.1 Map Macro To Keystroke. See 7.8 Keyboard Mapping for details.
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Text to appear an button;

E g Tooltip to associate with button:

Cancel

7.10.2.1 Map Macro to Button

Enter the text and the tooltip. Once complete, select enter. The new
button will be available in the Button Palette where it can be edited.

| Add.. || Edit. || Delete || Defas |[ Print |

Existing buttons (custom + defaults):

Button text / Action
-
Clear E' Clear 1
Enter (% | Enter
macro E Run macro "new-f-n-b"
PAL [a] pa1

7.10.2.1 Macro Button In Button Palette

Define Trigger

Press a mouse trigger inside this dialog box. A mouse trigger is a mouse button dick
with or without one or more modifier keys (Alt, Ctrl, shift, or Meta).

7.10.2.1 Map Macro to Mouse trigger

Mouse mapping is the association of a mouse click or mouse click combined
with a modifier key such as Ctrl, Alt, Shift, or Meta (the "trigger"”) with
particular actions: Reflection can transmit a terminal function or a string
to the host when you press the mapped mouse click.
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Define Toolbar Ite

Icon:

Text:

Tooltip:

I (0]4 I l Cancel I I Help I

=

7.10.2.1_Map Macro to Toolbar Item

See 7.9.2 Adding Toolbar Item for details.

You can also map a macro to any of these actions at any time after you
have saved the macro. See7.8 Keyboard Mapping for an example.

Advanced settings: Opens the Advanced Macro Settings dialog box,
allowing further customization of the macro. See 7.10.2.2 Advanced Macro

dialog box for details.

Macro variables: This table shows each step in the macro. Columns show
the prompt given by the host, the response, the action performed after the
response was entered, and whether the response is requested from the
user while the macro runs or whether it is provided by the macro based on
the original entry. To change settings, use the buttons on the screen:
"Advanced Settings"; "Embed fixed user response..."; "Always prompt...";
and "Prompt text".

Embed fixed user response in macro: Select a step from the table and
choose this option to embed the response you gave when you recorded the
macro. Reflection automatically uses this response when running the
macro.
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Macro name:

Description:

| [ Map macro to keystroke, button, mouse trigger or toolbar item

Advanced settings...

Macro variables

R... Hostprompt User response  Action Settings
1 Logon: ncpasszc [enter] Fixed, Embed user response -
2 => [tab] Variable, Always prompt user for value F
“““ [tab] Variable, Hidden, Always prompt user for value =
-_—  Embed user response
[enter] Varlable Always prompt user for value m
6 “““ [enter] Fixed, Hidden, Embed user response -
4 3

(@ Embed fixed user response in macro
() Always prompt user for value

Prompt text: |=>

[ Save ] [ Discard ] [ Help ]

7.10.2.1 Save Macro Embed Example

Always prompt user for value: Select a step from the table and choose
this option to prompt for a user response.

Macro name:

Description:

[7] Map macro to keystroke, button, mouse trigger or toolbar item

Advanced settings...

Macro variables

R... Hostprompt User response  Action Settings

1 Logon: ncpasszc [enter] Fixed, Embed user response o~
2 bl Jierishe Ay promptuser forvabe /I8
3 = | wEEs [tab] Variable, Hidden, Always prompt user for value =
4 == [enter] Fixed, Embed user response

5 = 529344 [enter] Fixed, Embed user response s
s  Eessss [enter] Fixed, Hidden, Embed user response -

< »

() Embed fixed user response in macro
(@) Always prompt user for value

Prompt text: | BB

[ Save ] [ Discard ] [ Help ]

7.10.2.1 Save Macro Prompt Example

Prompt text: If you selected Always prompt user for value, enter the
prompt text here.

Click Save to save the macro, or Discard if you do not want to save the
macro.

7.10.2.2 Advanced Macro dialog box
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-
iy Advanced Macro Settings et e

Play initial cursor position

Sawve as startup macro

/| Generate screen descriptions

/| Cursor relative string

/| 5tring and cursor position

/| Field attributes L

Field counts

| oK | | Cancel | [ Hep |

7.10.2.2 Advanced Macro dialog box

Play back initial cursor position: Choose this option to automatically move
the cursor to the position it occupied when you began recording the macro.
Note that the host may restrict cursor movement, and if the cursor is not
in the right place and cannot be moved the macro will not play back.

Save as startup macro: Choose this option to run the macro automatically
when you start the session. You can have only one startup macro per
session.

Generate screen descriptions: When enabled, the macro recorder
attempts to save a usable screen description for each step of the macro.
Each of the options you select is tried in turn, based on the order listed
below, until one of the methods succeeds in generating a valid screen
description. When this option is not enabled, a generic screen description
is used for all steps of the macro, allowing the macro to match anything

Cursor relative string: Cursor relative strings are the most accurate, and
the preferred, method for generating macro screen descriptions; they
specify the location of the host cursor in relationship to some preceding
prompt text.

String and cursor position: String and cursor position screen descriptions
specify some strings on the host display and the location of the host cursor,
though the cursor is not identified as being relative to any prompt text.
Recognizing screens based on these criteria is also a highly accurate
method of macro screen descriptions.

Field attributes: Field attributes are not as descriptive as strings and
cursor positions when macro screen descriptions are created, but if the
host screens encountered by the macro contain variable data, using just
field attributes can be more reliable than the methods above.
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Field counts: Recording just the number of fields is the most generic
method for generating macro screen descriptions and does not rely on
specific screen text or field attributes.

7.10.3 Running Macro

Click Macros on the Macro menu to open the Macros dialog box. Macros can be
recorded and saved locally by individual. The macro list will be displayed. If no
macros have been recorded, the list will be empty.

Select macro:

auto3

auto login
autologin 2
B-n-F

hello

start action stop
test

Mame Description Startup

auto3
auto login =
autologin 2 Edit

Run at startup

test Events...
Import...
Export...

Delete

Wait for host screens: 10 5| seconds

Prompt to ch

[] Show all macros for current session type

ange embedded transmit strings when macro runs

[ Run ] [ Cloze ] [ Help ]

7.10.3 Macro List

To run a macro, select it in the Select macro list and click Run. To stop playing
back a macro, click Stop Macro on the Macro menu.

The list of macros to select includes the Name of the macro, a Description
(optional), and the Startup setting (*) that indicates if the macro is to be run
automatically when the session starts up.

You can configure and run macros using the following options:

Run at
startup

Clear
startup

Edit

Click this button to designate a macro to be run when you
start the session. You can have only one startup macro per
session.

Choose the designated startup macro and click this button to
stop running the macro at startup. (If a macro has a “*” in the
startup column, the top button will display “Clear startup”
instead of “Run at startup”>

Opens the Macro Editor with the contents of the selected
macro. The Edit button is disabled if the macro is not a script-
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based macro, and therefore is not editable.

Opens the Macro Editor with a new empty window, in which
you can write a macro from scratch.

Opens the Define Macro Events dialog box, where you can

assign macros to a connect event and a disconnect event. This
button is not available if no macros are available.

i Define Macro Events Iél

On connect macrao: | Browse,.. | | Clear |
On disconnect macro: | Browse. .. | | Clear |
[ oK ¢ | Cancel | | Help |

7.10.3 Define Macro Events panel

Click this button to browse for and add a macro.

Click this button to save a macro to a location from which it
can be imported to other sessions. You can place the macro in
a shared directory or in a known location from which it can be
imported or e-mailed to other users.

Click this button to remove the macro.

This option is available for XML based macros created in
earlier versions of RWEB. The number of seconds to wait for
host screens while the macro is running. This option is not
available if the selected macro is script-based. For script-
based macros, you can set the amount of time to wait for host
screens in the macro itself. Regardless of the macro type, the
default is 10 seconds.
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I Macros l.i:h]

Select macro:

Name | Desaiption | : | Run at startup

TS0O-Logon Logs onto TS0 as bvtstd7, Recorded in 10,2 -
ISFF Listcat Goes to ISPF option & and performs a list cat. Exported from 10,2 and imported into 12,0, Edit...
exit ISPF listcat return Recorded after 12.0 upgrade.

Goes back and forth betieen ISPF prinary and apton 5 command, Recorded 102 || tew..

< | Delete |

Wait for host screens: 2014 seconds
Prompt to change embedded transmit strings when macro runs

Show all macros for current session type

[ Run ] | Close | ‘ Help ‘

7.10.3 Pre RWEB12 XML Based Macro Screen Appearance

This option is available for XML based macros created in
earlier versions of RWEB. When you have a macro that
includes embedded strings, the macro by default transmits
the string immediately. Select this option to have the macro
prompt for each embedded string. If you change any transmit
strings from their original values as the macro runs, you will
be prompted to save or discard your changes when the macro
completes. If you save the changes, the macro transmits the
new strings the next time it runs. This option is not available
if the selected macro is script-based.

Note: Macro strings that are set to Always prompt user for
value always display a prompt, regardless of this setting.

By default, this dialog box lists only macros created in the
current session. Select this option if you want all macros
created for this session type (for example, all macros created
for IBM 3270 sessions) to appear in this list, even if these
macros were recorded in other sessions. When this option is
selected, the Description box includes the name of the session
in which each macro was created.

Notes:

This option applies only to macros created on the client
machine; it does not apply to macros the administrator
creates on the server.

Macros may not run correctly if the screens encountered while
running in one session don't match the screens that were
captured when the macro was recorded in another session.
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Select macro:

Name [ Description [s@...] Run at startup
Action {Created in session: _MECH MODEL2.) -
Action (Created in session: rmc_childprefs_5.) L Ei
auto3 auto3 (Created in session: _MECH MODEL2.) F
auto login auto login (Created in session: _MECH MODELZ2.)
autologin 2 autologin 2 (Created in session: _MECH MODE. ..
bnf bnf (Created in session: rmc_childprefs_11.)
E-n-F {Created in session: _MECH MODEL2.)
B-n-F (Created in session: rmc_childprefs_5.)
b-n-f fa-f7 (Created in session: __special STARS CA...
’:'EE—-
b-n-f-10 f3-f7-10 {Created in session: __spedial STARS ... - Delete

Wait for host screens: 10 | seconds
[] Prompt to change embedded transmit strings when macro runs

Show all macros for current session type

[ Run ] [ Close ] [ Help ]

7.10.3 Show All Macros

7.10.4 Editing Macros

In RWEB12 macros can be created by recording key strokes and saving the macros
as JavaScript, making it easy to edit and enhance your recorded macros. With
the Macro Editor, you can also create macros from scratch to perform complex
tasks that the recorder cannot capture. Versions prior to Reflection for the Web
2011 supported only XML-based macros, which could be recorded and run, but not
edited. If you have Reflection XML-based macros, they will continue to run as
they did before and they will remain as XML-based macros; no conversion to
JavaScript is necessary. New macros, however, will get recorded as script-based
macros.

To edit macros, on the Macro list panel, select the macro to be edited. Ifitisa
JavaScript based macro, the edit button will be enabled. Select edit and the
Macro Editor window will open. Editing macros is for advanced users. There is
help available by clicking the help tab on the Macro Editor.
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[ gy ey o8
e [ot fetep Bun Yes Help

7.10.4 Macro Editor Example of Existing Macro

Note: If the script has errors, it will not run. The run button provides the
capability of testing the script.

To create a new Macro, under the Macro tab, select Macro Editor.
&4 _MECH MODEL2 -1 EIE
File Edit Connection Setup [Macro] View Help

Macros...
You are Start Recording .S. Government (USG) Information System (IS) that is
provided B horized use only. By using this IS (which includes any
device a ePEccorina his IS), you consent to the following conditions:

Stop Macro . - . .
-The USG htercepts and monitors communications on this IS for
Macro Editor

purposes put not Timited to, penetration testing, COMSEC monitoring,
network operations and defense, personnel misconduct (PM), Taw enforcement
(LE), and counterintelligence (CI) +investigations.

-At any time, the USG may -inspect and seize data stored on this IS.

7.10.4 Macro Options: Macro Editor

Alternately, you can select the “New” button on the Macro list panel.

Either will open a new Macro Editor window. Creating macros “from scratch” is
for advanced users. There is help available by clicking the help tab on the Macro
Editor.
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File Edit Setup Run View Help

| & fAGebED E O

l/f' TUse the wvariable "eclsession™ to access the ECL35ession ocbject and ECLSession methods.
// Use the wvariable "eclobjects™ to access additional ECL cbhjects.
// Use "ECLConstants.<constant_name>" to access constants from the ECLConstants interface.

7.10.4 Macro Editor Example of New Macro

8.INDS$FILE Transfer Process

Use the Reflection for the Web IND$FILE Transfer window to transfer files between your
computer and the host using the IND$FILE transfer protocol. You can drag files between the host
and local panes in the IND$FILE transfer window, and use the toolbar or menu options to
configure transfer options and create transfer requests.

This section describes the the IND$FILE transfer process. This section includes:
Starting the INDSFILE Transfer process

INDSFILE Transfer Set up

Using INDS$FILE Transfer

Using transfer requests

8.1. Starting the IND$FILE Transfer Process

The following process using Time Sharing Option (TSO) outlines the steps necessary to
accomplish a successful file transfer. Any problems and/or issues encountered should be
detailed and reported to the appropriate DISA MIAP Service Desk, as listed above.

The screen prints included in this section are representative of the screens that will be
presented to the user as the transfer process is followed. Some users will experience
differences in screen presentation based on application variables.

For MVS users using CL/SuperSession that require IND$FILE for uploads & downloads of files
(Some Mechanicsburg applications under CL/SuperSession: MMA, CICPJ3, and other
CICS's),make sure that SUPER-SESSION has file transfer mode turned on.

Go to TSO command 6 and enter "\FT" to turn it on SUPER-SESSION.

8.1.1 Log onto a host system

Log onto the host system and open a TSO session. Below is an example of the
Interactive System Productivity Facility (ISPF) screen. This screen provides a
menu of options the user is authorized to perform based on user profile.

From the ISPF primary option menu select the command option. In this example it is
option 6. Then the ISPF command shell will be presented.
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22,18 AlmIFT0 | FE | Connected = 3.1 RSA_JDES_SWA

start] | L) @ || oo macro. | sctvnnn - wises.. | B8)ian wtner. | & wma ntecn.. |[iBwng Retter. | WS 1zeem

8.1.1: ISPF Primary Option Menu

8.1.2 ISPF Command Shell. TSO or workstation commands can also be entered on
this screen. For MVS users using CL/SuperSession, make sure that SUPER-SESSION has
file transfer mode turned on, by typing “\ft”, as shown below.

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

> \ft

Place cursor on choice and press enter to Retrieve command

> INDSFILE PUT ¥2Z@081.TRANSFER.TEST ASCII CRLF RECFM(F) LRECL(88) BLKSIZE(820
> IND$FILE PUT 'x2z0881.ind$file.test’ ASCII CRLF RECFM(F) LRECL(88) BLKSIZE(
> altlib act application(clist) da{'sys3.omegamon.mzb.rlssamp')

> exec 'sys2.omegii.v528.1instl4ib’
> EXEC '

> ftp mmx.mech.disa.mil

> ftp mmx.mech.dias.mil

> receive

=Help k=Split =E.\('it =Backward @:Forward E=Swap
s=Actions hi=Cancel
MARH+ 86/018

610 » | mim | | G 1 - f
(B e Mot ok, [ PovID Cutomar P P [ efltion fortheWa. [ bach e - 1

Bowrd | = 3.1 R5A sth trge

8.1.2: ISPF Command Shell

File transfer mode turned on successfully.
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Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TSO or Workstation commands below:

I
_C5136
Place
> IND

> IND
> alt

F) LRECL(80) BLKSIZE(80
M({F) LRECL(88) BLKSIZE(

rlssamp’)

| |
| |
| File transfer mode |
| Enabled for session "AZBTS" |
| |
| |
L

Press ENTER to continue

> exec 'sys2.omegii.v5208.inst1ib’'
> EXEC '

> ftp mmx.mech.disa.mil

> ftp mmx.mech.dias.mil

> receive

=Help E=Split :Ex'it :Backward @:Forward E:Swap
G=Actions fi-Cancel
MAR+ a88/811

»  teum

Bourd 4= 3 02 70m: [jmisppesay, cod des k441

“ r.mrmraui v 1 | o) Bomenti - Mosesto,
8.1.2: File Transfer Mode Confirmation

Other possible troubleshooting options when using CL/SuperSession:
Issue "\0" CL/SS command and change Query Passthru to "y" before starting the IND$FILE

Or "m"odify CICPJ3 from the CL/SS main menu, press F8, change Query Passthru to "y"
before logging on to the CICS and starting the IND$FILE

8.1.3 Select INDSFILE Transfer. Click on the ‘IND$FILE’ icon on the toolbar or
from the File menu sellect “INDS$FILE™. INDS$FILE transfer windo ill be presented.

O

Edit Connection Setug Macro View Help

{4 _MECH MODEL2 "{'V2} - 1/ \ =Ren X
AW

Reset Preferences ]| = e | e | Am g £ =i I,

e =t L) Joc) = kd B 3] Y
IMDSFILE... Prev Mext Connect  Disconnect Session Print Copy Paste INDEFILE
CEE e Mode Functions Utilities Help

Print Screen

ISPF Command Shell

Print Selection Workstation commands below:

Page Setup...
Print Setup...

Close Printer

on choice and press enter to Retrieve command

Launch same

Previous session

Mext session

Exit
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8.1.3 Select IND$FILE Transfer

INDS$FILE transfer window will be presented.

8.2 Setup. When the INDSFILE screen is presented, it looks like the screen below. The local
files are displayed. The host files are not initially displayed. Click “Show host files” to display
the list of files on the host

g INDSFILE Transfer - = | B et

File Setup Transfer View Help

Iy r e riieyry:

Local files: Host files
C:\MIAP Test [E5)
Name Sze | Modified [ Atirib... |
. test_folder 01/22/2015 14:57 drw 3
| appendedfile. txt 0 01/22/2015 14:58 W =
|| ELFMzA 26,259 10/20/2014 13:20 T™w [j
|| ELFMZE 24,240 01/20/2015 16:52 ™w
L ispflist 2,788 01/06/2015 15:03 w TS0
| NewFTP.txt 117 01/22/2015 16:52 ™w
L testftp 10,832 01/07/2015 16:54 w
|| testfp.ixt 3,120 01/22/2015 10:03 W
TESTFTP1 3,120 01/22/2015 16:44 w

8.2 IND$FILE Screen

To configure your setting, select the Setup menu.

i INDSFILE Transfer

File [Setup| Transfer View Help

H fj Transfer Setup... L
3

Toolbar...

I I—

8.2 Setup Menu

Select “Transfer Setup...”. This will open the IND$FILE Transfer Setup panel. It has four
tabs: General (includes general settings, such as confirmation message preferences), Receive
(includes settings used when receiving files from the host), Send (includes settings used when
sending files to the host) and Transfer (includes system and transfer method settings).

8.2.1 Transfer Setup: See screen shot below.
System Specifies which IBM 3270 operating environment the host is running.
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The values are CICS, CMS (default), and TSO.

Use ASCII for text files with no special formatting. ASCII files are
translated to the EBCDIC character set during transfer to the host. Use
Binary for program files and for other types of files that should not be
translated, such as files that have already been formatted for a
particular type of printer.

Select the Show progress dialog option if you want the transfer
progress indicator to appear when you transfer files. This option is
selected by default.

Specifies the host program used to initiate a file transfer. The default
value, INDS$FILE, is appropriate for CMS and TSO hosts. For CICS
hosts, IND$FILE may be appropriate, or you may need to specify
your site's CICS transaction (for example, CFTR).

For the remaining option select the “Help” buttons on the page.

e osFLE Trenste o

| General | Receive | send || Transfer ]

[t

System:

Transfer method:

TS0 v

Binary -

Show progress dialog

Startup command: | INDSFILE
Startup parameters:
Max field size: :4K v
Lead key: :Auto Sense |
PC code page: :Default -
Host code page: :- Use MCS setting - -
Timeout (seconds) CR./LF processing
Response: B0+ ASCII
Startup: 2505 [ Binary
[ OK ] l Cancel ] ’ Defaults ] [ ]

8.2.1 INDS$FILE Transfer Setup: Transfer

P
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8.2.2 General Transfer Setup: Configure INDSFILE confirmations and prompts
for file transfer.

—_—

= B
& INDSFILE Transfer &m- 5
i 1 B
i General!| Receive I Send I Transferl |
Confirm file deletions
Confirm file renames

Confirm new directory creation

[~] Prompt to add request when sending or receiving files

[ oK ] [ Cancel ] [ Defaults l [ Help ]

8.2.2 INDS$FILE Transfer Setup: General
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8.2.3 Receive Transfer Setup

If local file exists: Use this option to specify how the transfer should operate if a
file with the same name already exists. Options are: Append, ask user, cancel,
fail, overwrite, skip and unique (create a new file with a unique filename).

For the remaining option select the “Help” buttons on the page.

o hl
\iey INDSFILE Transfer Setup 5

| General |§RECEWE | Send I Transfer|

If local file exists: jDverwrite v
If transfer fails: :Do nothing -
Abort transfer operation if transfer fails
H
I [] Truncate received filenames to 8.3 format

Change underscores to spaces when receiving

Refresh local files automatically

[ 0K ] [ Cancel ] [ Defaults ] [ Help ]

8.2.3 INDS$FILE Transfer Setup: Receive
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8.2.4 Send Transfer Setup

If host file exists: Use this option to specify how the transfer should operate if a
file with the same name already exists.

For the remaining option select the “Help” buttons on the page.

L B
& INDSFILE Transfer Setup ‘ =

| General I Receive |§Send | Transfer|

Abort transfer operation if transfer fails
Change spaces to underscores when sending
1 Refresh remote files automatically ]
If host file exists: iDverwrite vi Logical record length: 0
Record format: | Fixed - Block size: =
Allocation units: iDefauIt vi Average block: 0
Primary: is=
Secondary: 0
[ Ok l [ Cancel l [ Defaults ] [ Help l

8.2.4 INDS$FILE Transfer Setup: Send
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8.2.5 INDS$FILE Panel

. e . s | Show host files...
Once Host system is setup, select the “Show host file... [ ] button.
e L oo
File Setup Transfer View Help € Menus
| b = =
rrlI s I il ree Toolbar
Local files: Host files
|
C:\MIAP Test B = umo4s78 - i
[ Name [ “Sze | Modfed | Altib...| | [l elfmsa Local Files
| test_folder 01/22/2015 14:57 drw G- elfmsx
|| sppendedfie.txt 0 01/22/2015 14:58 W [ elfmzb
|| ELFMZB 24,240 01/20/2015 16:52 w -l ispsprof
|| ispflist 2,788 01/06/2015 15:03 w - spflogList
| NewFTP.txt 117 01/22/2015 16:52 W - test
|| testfip 10,832 01/07/2015 16:54 w - testnew
|| testfip.ixt 3,120 01/22(2015 10:03 W - testthre
| TESTFTP1 3,120 01/222015 16:44 W - testtwo

[ eFmsa 2,259 10/20/20141320  -w i[5 tspf.isppeof €———a Host Files

8.2.5 IND$FILE Panel

8.2.5.1 Toolbar

The Toolbar feature shows options that are options are also available on
the IND$FILE menus. You can configure the toolbar buttons from the
Toolbar option on the IND$FILE window's Setup menu. Under theView
menu, you can select showing (checked) or hiding (unchecking) the
toolbar. Use the buttons described below to transfer files. Some menus and
buttons are not available if they are disabled in the profile associated with
this session.

(Gl INDSFILE Transfe‘r.

File |Setup | Transfer View Help

INDSFILE Transfer
” ﬁj Transfer Setup... File Setup Transfer [View| Help

¥ Toolbar

Toolbar...

8.2.5.1 Toolbar

The toolbar can be edited. The Toolbar Setup dialog box includes the
current toolbar configuration and a set of buttons to use when configuring
the toolbar. You can drag buttons to a new location within the toolbar, or
you can drag buttons away from the toolbar to remove them. Use the
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buttons in the lower portion of the dialog box to add new buttons. Please
see 7.9 Toolbar for a description of how to customize the toolbar.

Below is a description of the IND$FILE icons and their functionality.

Configure #2 Open the INDSFILE Transfer Setup dialog box to set defaults and to
transfer control various aspects of INDSFILE transfer. This dialog box is not
settings available if it is disabled in the profile associated with this session.

Send to host @ Transfer selected file(s) to the host. (Or you can right-click files in the
local files pane, and then click the Send file command.) After sending
files to the host, click Refresh to confirm that the file transferred as
you expected. If Refresh remote files automatically is enabled, you do
not have to click Refresh.

Receive B2y Transfer selected file(s) to the local computer or networked drive. (Or
from host you can right-click files in the server files pane, and then click the
Receive file command.)

Refresh file [3; Refresh the local and server file panes in the session window. (Or you
listing can right-click files in a file pane, and then click the Refresh
command.)

Specify TSO % If you are connected to a TSO host, click this button to type in the
data level new dataset you want to view. Reflection for the Web updates the
remote file list using the dataset level you specify.

New £ Create a new directory on the local machine. Click in the local files

directory pane, click this button, enter a directory name in the dialog box, and
then click OK. (Or you can right-click files in the local file pane, and
then click the New directory command.)

Rename file =T Rename the selected directories or files. Select directories or files in
the local files pane, click this button, enter a new name in the dialog
box, and then click OK. (Or you can right-click files in a file pane, and
then click the Rename file command.)

Delete file () Delete the selected directories or files. Select directories or files in
the local files pane, and then click this button. (Or you can right-click
files in a file pane, and then click the Delete file command.)

ASCII &8 Use for text files with no special formatting. ASCII files are translated
transfer to the EBCDIC character set during transfer to the host, and are
method translated from EBCDIC to ASCII during transfer from the host.

Binary %9 (the default) Use for program files and for other types of files that

transfer should not be translated, such as files that have already been
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method formatted for a particular type of printer.
Add transfer 7 Open the Send or Receive Transfer Request dialog box. You can use

request the same request later after you create it. This button is available
when you have made a selection in the Local files or Host files pane.

Show f_a?‘ Open the Transfer Requests window, where you can edit, view,
transfer execute, and delete previously saved transfer requests.
request

8.2.5.2 Target folder selection

In the Local files list, confirm that you have selected the appropriate local

target folder for the transfer. Use the Up button (IE) to view the files and
directories in the next level up of the directory structure. Or you can type
the directory path in the local files or the host files text box at the top of
either pane, and then press Enter.

ieit] INDSFILE Transfer i {5 INDSFILE Transfer
File Setup Transfer View Help File Setup Transfer View Help
7/ e Ba 2 . e @ " . 4 . ’ =
Arwatud dlaie rx 1 4T 2RI IrXe)
Local files: Local files: H

C:\MIAPTesY

S:\h S0P Y| C:\MIAPTest 5]
| Name | sze | Modfied | Attdb...| | [ Name Size | Modified [ Attrib... |
CneNote_RecydeBin 12/29f2014 11:45 drw , test_folder 01/22/2015 14:57 drw

[} 2875 Group.one 13,768 09/24/2014 15:25 v || appendedfile. txt 0 01/22/2015 14:58 w

M} pes.one 31,095,608 01/15/201509:35 W || ELFMSA 26,259 10/20/2014 13:20 ™

)} Form 7.0ne 1,898,128 09/19/2014 13:39 i | ] ELFmzB 24,240 01/20/2015 16:52 W

(B} Forms.ome 329,232 09/23/2014 11:00 - || ispfist 2,788 01/06/2015 15:03 E

(N} General Troubleshooting.one 630,512 12/10/2014 15:18 . || MewFTR. bt 117 01/22/2015 16:52 W

(] [TSM_GTMS.one 4,172,752 11/03/2014 10:38 ™ || testftp 10,832 01/07/201516:54  -w

@) Mainframe.one 1,676,768 01/07/201510:06  -rw E] testfip.ba 3120 01/22/201510:03  -w

@} MIAP 50P.ene 26,518,768 01/25/20150%:14  w L] TESTFTP1 3120 01/22/01516:44  -w

(B} MULTI Overview.one 3,201,808 01/15/2015 16:54 -

@j MultiService Desk SOP.onet... 21,104 01/25/2015 12:27 W

@f New Section l.one 9,896 0125{2015 12:27 W

(B} New Section 2.0ne 9,896 01/25/2015 1227 W

(87 Production.one 14,624 09/24/2014 15:28 o

[CTRT 13,609,016 01/24/2015 14:20 w

8.2.5.2 Local File Path - before and after

8.2.5.3 Changing Host Levels

Below is an example of entering the host path and selecting enter to navigate to
the dataset level you specify.
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Host files

aﬂ umo4678 -
[+ elfmsa
--ﬁ elfmsx
-3 elfmzb
--E ispf.ispprof
[ ispsprof
G- spflogi.list
- test
G353 test. testfip
--ﬁ testnew
(-5 testnew. testmip
--ﬁ testthre
G- testtwo

aﬂ umo4678 &
(-3 testnew. testmtp

8.2.5.3 Navigating using Host file path

Alternately you can use the icon or select “Level...” from the Transfer menu to
navigate to the dataset level you specify.

—
) INDSFILE Transter
File Setup [Transfer] View Help
| |

Send File ¥
|| L% . Send File As... | 4
2 Local fles Receive File
File Setup Transfer View Help — Receive File As.. |
CA\MIA

"_@!’ %%ﬁ.@ a8 ; Tnnsfumghedr!—_—f

be

N, Refresh List
Local fies: | Specify T50 data level | L H ™ Level.
ELrvue

8.2.5.3 Navigating using TSO data level options

These options will prompt you for a level. Enter the directory name.
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Host files

= D umo4678
+- [ elfmsa
+-l elfmsx
- effmzb
- ispf.ispprof
+1- [ ispsprof
1Bl spflog L.list
- test
- test.testftp
- testnew
[ testnew. testmtp
-0 testthre
B testtwo

4 Reflection for the Web =]

Enter a new dataset level to view:

8.2.5.3 Dataset level prompt
Use “Refresh” =enicon or right click in host file folder and select “refresh
List” to return to default host level dataset.

Host files
umo4a7a. testnew

= ﬁ umod6 78 -
++ [ testnew. testmtp
Receive File

Receive File As...
Add Transfer Request...
Refresh List

8.2.5.3 Refresh List

8.2.5.4 Creating New Local Directories
To create a new local directory:

1. In the local file pane, browse to the directory under which you want
to create a new directory.

2. Click the New directory button o open the Create Local Directory
dialog box. You can open the File Menu and select “New Directory” from
the selection list.

3. Enter a new directory name, click OK, and confirm your entry. A
new directory is created. If you don't want to be prompted for
confirmation each time you create a new directory, clear the Confirm new
directory creation option in the General tab of the IND$FILE Transfer
Settings dialog box.

Page 82 of 142



MULTI-HOST INTERNET ACCESS PORTAL
(MIAP) USERS MANUAL

(G4 INDSFILE Transfer =E:

File Setup Transfer View Help
I 01
|geE2ruoo@% 2@
Local files: Host files
|‘umu46?8.|suf.|sppmf’ ‘
Co\MIAPTest IEl T8 o7 "

| Name | size |  Modfied  [Atmib...| I [ elfmsa

| test_folder @ Create Local Direcbory‘ -3 elfmsx

| appendedfile. et iy - - elfmzb

ELFMSA =B

] - 8

| mFvs Local directory name: @ ispedrt

|| ispfiist | @ ispprof

| NewFTP.txt - [oi] ispspraf

|| testftp @ isrllist

| testfip.xt o] isrplist

| ] TESTFTP1 -5 ispsprof
-3 spflogl.list
- test
[ testnew
[ testthre
[ testtwo

8.2.5.4 New Directory Prompt

" Create Local Directory (B30

(& Reflection for the Web =5
B

Local directory name:

| o_be_ deleted | @ Create local directory "to_be_ deleted™?

o ) (o] ] (e

8.2.5.4 New Directory Confirmation

8.2.5.5 Deleting Local Directories or Files
Delete the selected directories or files. Select directories or files in the

local files pane, and then click the delete button oe= . (Or you can right-
click files in a file pane, and then click the Delete file command.)

i INDSFILE Transfer
Setup Transfer View Help

Add Transfer Request.,. = @ AB 01
Transfer Requests... Z] =y ] C T
: = é cb 10 I :
Edit File... Levels Mew Rename Delete ASCII Binary Add Requests Help
Mew Directory
Rename File
Delete File
Bt [ Size | Modified | Attrib... |
. 01/22/2015 14:57 drw
| Test_Folder2 01/27/2015 15:16 drw
|5
|| appendedfile. txt 0 01222015 14:58 w
| ] ELFMsA 26,259 10/20/2014 13:20 rw
il ispflist 2,788 01/06/2015 15:03 W

8.2.5.5 Deleting Local Directories
You will receive a deletion prompt.
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' B
el Reflection for the Web e

:] Delete local directory “to_be_ deleted™?

P oYes | [ Mo ]

8.2.5.5 Delete Confirmation

After selecting “Yes”, the directory (or file) will not be listed on the local

files list.
C:\MIAP Test

| Name Sze |  Modified | Atirib... |

| test_folder 01222015 14:57 drw

. Test_Folder2 01272015 15:16 drw

| appendedfile.txt 0 01222015 14:58 W

| | ELFMSA 26,259 10/20/2014 13:20 W

L] ispflist 2,788 01/06/2015 15:03 W
MewFTR twt 117 12202715 1457 -rial

8.2.5.5 Local Files after Deletion

8.3 Using INDS$FILE Transfer

Use the Reflection for the Web INDSFILE transfer window to transfer files between your

computer and the host.

The left side of the file transfer panel displays local files and the right side displays host
files. Use the toolbar or menu options to send or receive files. You can also select a file or

set of files and then use options on the right-click menu to transfer files.

ki INDSFILE Transfer 1

File Setup |Transfer| View Help

Send File ‘? @
- >
%end File As...
L] 1 ‘- mo =

Receive File Send Receive

Transfer
Recerve File As...
Local files
MewFTE Transfer Method *
CAMIA  Refresh List
Level Size | Modifiec
)t 01/29/2015
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8.3 Send and Receive Options available

8.3.1 Transferring a host file to the local machine

To transfer selected file(s) to the local computer or networked drive use “Receive
File” or “Receive File As...” options. To change the name when receiving, use the
“Receive File as” option. You can select multiples to transfer to local computer.

1.
2.

3.

. To receive files from the host with a different name use “Receive File As...

Confirm that you are logged on to the host and at a ready prompt.
Click Show host files to locate the file or files you want to transfer.

In the Host files list, select the file or files you want to transfer.

In the Local files list, confirm that you have selected the appropriate local
target folder for the transfer.

. Use the Receive from host button re=v=  use drag-and-drop, or right-click

and select Receive file to transfer the file. You can also open the Transfer
menu and select the “Receive file”” option. You can select and transfer
multiple files if you want to keep the same file names on your target
system. The files being transfered will use the same name as the host on a
receive.

option. Select the file and Right-click and select “Receive File as” to
transfer the file. You can also open the Transfer menu and select the
“Receive File As...” option.

8.3.1.1 Receive Files
See item 5 above
8.3.1.2 Receive Files as

See item 6 above. Once a file is selected to transfer to local computer,
you will prompted for a local file name. You can enter a name to use or
browse for an existing file name. The file will be transferred using that
name.

& Receive File As.. &Jw &Y Receive File As... IéJ
Local file name: Local file name:
| ftom_test_testapp. tct|
l OK I | Cancel | | Browse... | [ OK ] | Cancel | | Browse...

8.3.1.2 Receive File as name prompt
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8.3.2 Transferring a local file to the host

The procedure below applies TSO systems.

-

Confirm that you are logged on to the host and at a ready prompt.
In the Local files list, select the file or files you want to transfer.

Click Show host files to identify the target location for the transfer.

For TSO, select the target directory for the transfer in the Host list.

=
Use the Send selected files to host button | s |, use drag-and-drop, or right-
click and select Send file to transfer the file. You can also open the Transfer
menu and select the “Send File” option. You can select and transfer multiple
files if you want to keep the same file names on your target system. The files

being transfered will use the same name as the host on a receive or the same

name as the local on a send.

IMDSFILE Transfer

File Setup Transfer View Help

- I -
New

test_testft Send File

-
Transfer Refresh Levels end Receive
Local files:
test_testftp.txt
C:\MIAPTest
Name /| siz= [ Modified | Attrit
| test_folder 01/23/2015 16:33
. Test_Folder2 01/27/2015 15:18
|| appendedfile. txt 0 01/22/2015 14:58
|| ELFMSA 26,259 10/20/2014 13:20
Il ispflist 2,733 01/06/2015 15:03
|| MewFTP.txt 117 01222015 16:52
= test_fip2. tet 33 012772015 14:42
= test_testall. txt 1,132 01/27/2015 14:53
|| test_testapp.txt 34 01/27/2015 15:06
| test_testapp2.bx 34 01/27/2015 14:52
test_testappb. tft 82 014272015 15:06

W27/2015 14:48

|| testftp Send File As... L07/2015 16:54
| testfip.tul /282015 16:29
|| TESTFTPL Add Transfer Reqiest... [22/2015 16:44
|| testnew Refresh List f28/2015 16:30
|| testthre Mew Directory J27/2015 1445
[ testthn ] /27/2015 14:49
= testthrd ¢ RenameFile [27/2015 14:50
=] testthye_te Delete File 27/2015 14:54
|| testijlew_t Edit File... 9/2015 16:09

L2RQ/2015 16:29

8.3.2 ICON and Right Click Send Options
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=4 INDSFILE Transfer

File Setup Transfer View Help
Transfer Send Receive Refresh Levels Rename Delete
Local files:
umod678. test(testappa), umog678. test{testapph), umo4678. test(testftp), umo4678. test{testftp2), umo%
C:\MIAP Test\test_folder
| Name [ size | Modified [ Attrib.... |
. TEST 0122/2015 14:57 drw
| ] copylsprLIST 9,280 01/07/2015 16:11 rw
|| effmzb_from_remote 24,240 01212015 12:12 W
| | EFFMZBCY 24,240 01f07/2015 16:10 W
| ] ELFMsX 26,320 01/08/201502:07 rw
| ] ELFmzB 24,240 01/21/2015 11:36 -
|| ftom_test_testapp.txt 160 01/29/2015 16:33 W
|| IRLLIST_from_host 1,600 01212015 12:23 W
| ] 1SRLLIST 1,600 01/21/2015 12:15 -
|| test_all -binary.txt 1,280 01/08/201509:26 W
|| test append. et 1,236 01/08/201509:21 W
= testall. txt 1,280 01/08/201509:23 W
[ TESTFTP-Lixt 10,880 01/20/2015 12:39 rw
® Send File
3 .
L Send File As...
— Add Transfer Request...
B Refresh List
L
Mew Directory
Rename File
Delete File

8.3.2 Send Multiples

6. To send files to the host with a different name use “Send File As...” option.
Select the file and Right-click and select “Send File as” to transfer the file.
You can also open the Transfer menu and select the “Send File As...” option.

8.3.2.1 Receive Files
See Step 5 above.

8.3.2.2 Receive Files As

See Step 6 above. You will prompted for a name to save the file as. You
may also browse to a location.

A ™
i) Receive File As..‘ u

Local file name:

C:\MIAPTest\test_folderspflist. tt

[ oK ] [ Cancel ] ¢ Browse... |
S ——
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8.3.2.2. Receive File As Name prompt.

8.4 Using INDS$FILE transfer requests

Use INDSFILE transfer requests to execute transfers without having to specify files and

options each time. For transfers that you want to save to do in the future (every week or every
month...), you can create a transfer request rather than performing the transfer immediately. This

will save your request for future use (see section 8.4 below).

8.4.1 Creating a transfer request

1. Follow the steps in Using IND$FILE Transfer to set up the transfer operation you
want to save.

2. In the INDS$FILE Transfer dialog box, select a file that you want to transfer in the
Local files pane or the Host files pane and click Add Request on the toolbar. The
information you provide for a send request or a receive request differs.

Add Request button: Ta
3. Specify a name for the file transfer request.

4. Review the information for adding a receive transfer request or adding a send
transfer request, and make any necessary changes.

5. Click OK. Save your configuration when you exit Reflection.

f |

- - N
... el INDSFILE Trandler 'Z ! e | ki)
‘@ﬂiﬂup Trarader View Help |
Add Transler Be & o = -
o d Trmnsler Request . p = : Et R S ':g,,l
= Teamider Requesti T aA T
st fes
e Dhrectony =1 (e
f Lt
]
Perflogs TS0
Peogram Files
?-m..v.:-Fn'-.—s [BE) Show host fes...
spoakeriogs
e
Lisers
Vindows
drvera e 16,03
Javaila ko [
Besooms -2 5%, 12
M- 72,31
logie_ bt 2,604
R R L e ] r
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8.4.1 INDS$FILE Transfer Requests Options

8.4.1.1 Adding a Send Transfer Request
When creating a send request, a prompt dialog box will display

The following options are available in this dialog box:

Name:Type the name of the request to save.

Group:Select the group, if any, to which the request belongs.

Local files:The files you had selected when you opened the Send Transfer
Request dialog box are included in the list for the request. You can also
edit this list: click Add or Delete to modify the files included in the list.
Destination name:Specify the filename for the file to be sent. Click
Browse to select from a list of existing host files. On browsing, you may
need to click “Show host files...” button. Select the host file location and

it will populate on the dialogue. If sending multiples, leave this blank.

Transfer Settings:Open to specify additional options for the send transfer
request.

&4 Send Transfer Request B |& Select Host Files - F @

Mame:

Group:

Local files:

Host files

test_txt

—hone-— -

C:\MIAPTest\testnew_test0001. bt - Add

Destination name: Show host files...
Transfer settings...
[ OK ] I Cancel J I Help
[ oK ] l Cancel ‘

8.4.1.1 IND$FILE Adding a Send Requesf - Browse to?ost file example
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-,

i Select Hiost Fibes — bt
Het g
o PR, hest’
B umost
- eifmsa —
i [ ity kgl Send Tranifer Reguest Vo e
i+ [ st [
i B mpf.mporof Hame: test it
v Il mpst
i [ impapraf Grong  ~fipne— o,
1 I spflog 1wt
_m Local fes: (O IAPT st gestnaw_bastO00 ] bak Add...
i [ best testfip
+ [ bestfip
i [ teatnes
i Bl testnew. testmip
i [ bestreve, tesh0001
i B ewithre
i [ besttw Destnaton name: | ‘Umo4578. test’ Browse, .
Transfier setings...
O Canccel el
e Carcel

8.4.1.1 INDS$FILE Addding a Send Request - Browse example

8.4.1.2 Adding a Receive Request.

Use the Receive Transfer Request dialog box to save an operation to
receive a file on the local machine. Once you've saved a transfer request,
you can open it from the Transfer Requests dialog box to execute the
transfer instead of specifying file names and options each time.

The following options are available in this dialog box:

Name: Type the name of the request to save.

Group: Select the group, if any, to which the request belongs.

Host files:The files you had selected when you opened the Receive Transfer
Request dialog box are included in the list for the request. You can also edit
this list: click Add or Delete to modify the files included in the list.

Destination directory: The path for the files to be received. Click Browse to

specify a different path.

Destination name: Specify the filename for the file to be received. If multiple
host files selected, this should remain blank. The files will retain the host file

name.
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Transfer settings: Open to specify additional options for the transfer request.

G I ==
MName: |receive
Group: j—none— vj
Host files: |'umn4678. test{testftp2)’ B Add...
Delete
Destination directory: | C:\MIAPTest

Destination name: |[iZ:sgis s

Transfer settings...

’ Ok ] [ Cancel ] [ Help ]

8.4.1.2 IND$FILE Adding a Receive Request

~ -
54 Receive Transfer Request | = |
Name:
Group: :—nnne—
Host files: 'umo4673. test{effmzbey)’ - Add...
'umo4s 78, test{elfmsa)’ ‘:|
‘umo4a 73, test{elfmsx)’ r Delete
'umo4a 78, test(elfmzb)’
'umo46 78, test{testall)’
'umo46 78, test{testapp)’ -
Destination directory: |C:\MIAPTest\test_folders
Destination name:
[ Transfer settings. .. l
[ oK ] [ Cancel ] [ Help ]

8.4.1.2 IND$FILE Adding a Receive Request for Multiple Host Files

8.4.2 Using existing transfer requests

1. Transfer requests are shown in the IND$FILE Transfer Requests dialog box. To
open this dialog box, do one of the following:

o) From the File menu, select Transfer Requests.
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o) From the File menu, select IND$FILE to open the IND$FILE Transfer
window. From here, click Show requests on the toolbar.

Show requests button: [&

2. All existing transfer requests are listed in this dialog box, including transfer
details about the files are included in this transfer, and options you have
configured for the transfer. To run a saved transfer, select it and click Execute.
You can also edit or delete a transfer request in this list. Editing screens are the
sam e as when creating a new request.

. 1 1 3
M Transfer Requests - IBM 3270 [ MECH MODEL2 {V2}] - miapprtest.csd.disa.mil | =HIE £ |
Mame I Transfer Details I Transfer Options
mﬁ send Send "C:\MIAPTest\test_testapp2. txt” to remote file "umo46 78, testnew(tes... TSO host system, Overwrite remote file, ASCII transfer method
= -

mﬁ test_testapp Receive "umo4678. test{testapp)'™ to local file "C:\MIAPTest\test_testapp. txt™ TSO host system, Append to file if local file exists, ASCII transfer method, D...
IRE test_testappb  Receive "umo4678. test{testappb)'™ to local file "C:\MIAPTest\test_testappb... TS0 host system, Append to file if local file exists, ASCII transfer method, D...

mﬁ test_txt Send "C:\MIAPTest\testnew_test000 1. txt” to remate file "umo4678.test™ o... TSO host system, Overwrite remote file, Binary transfer method

[ Execute ] [ Edit... ] [ Add group... ] [ Delete ] [ Help ]

8.4.2 IND$FILE Transfer Requests dialog box
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8.5 INDSFILE troubleshooting

If the “Show host files...” button appears on your Host files panel, after attempting a
transfer, check your host session. You may be disconnected or an error may have
occurred. If selecting “Show Host files...” button does not refresh you Host files panel,
you will need to close the session and start again.

| Host fles
umo-S 78, tes thew

TS0
[ Show hast files. .
-
1ECH MODEL2 '[V27T - 1 )
it Connection Setup Macro View Help
@ LS i 5 g 5= 5
scord Launch Prev Meext =ct  Disconnect Session '

8.5 IND$FILE Show Host Files... after error

When creating a Send Transfer Request, on browsing to select a Host Destination name,
the Select Host Files displays an incorrect image. Clicking the “Show Host files...”
button works correctly.

-

rw Select Host Files h ﬁ

Host fies

M5

Show hest fles..,

oK Canel

8.5. Show Host Files... when creating a Send Request
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When attempting to send or receive multiple files, in opposite panel, make sure you
don’t have a file or folder selected. If you do, the icon or the right click selections will
not be available.

S — T
heef INTAALE Trarster _—— beniEi i e

Wbt et “mHh/
- v ¢ @
ddd Help

i
Requests

£ W T

2
i3
g
i
aiq,[
7 L|
.
185
i 22

| o By
‘Lo ARTE, tewi. by, Lo TR tant g

=¥ B orsn

- eifwsa

- elfve

- eitwch

o - I el

B et

i - I impriped

o B sl ks

B st

al =fhurbcy
| e
] e
m| et
il st
| Pt
R
=
| t=mooe

daddiagdanddy

=
] =N

| fesfind
m| t=afind
] desrfied

EEEEEEET]

1 DL 15:48
¥ DLTEEDLE MR
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Refressh List

EEERETD

g
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8.5 INDS$FILE ICON troubleshooting

Clicking “Refresh list” will remove precious selections.

9. File Transfer Protocol (FTP)

The FTP Client is defined as a stand alone session. This section pertains to all sessions
enabled to use FTP. FTP is included in their name; for example: MECH MZC FTP, OGD
MFAP FTP or OKC VT320 OCMI CPFTP.

9.1 Using FTP as a stand alone session:

Use the Reflection for the Web FTP window to access host files and use the File Transfer
Protocol (FTP) to transfer files between your computer and the host. This section includes the
following topics:

Modifying the Appearance of the FTP Window
Using the FTP file panels and console panel
Transferring Files

Opening Directories

Creating New Directories

Renaming Files and Directories

Deleting Files and Directories
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e Creating a Transfer Request
e Using Existing Transfer Requests

Note: FTP functionality is available when an administrator configures an emulator session to
include FTP, or when an administrator creates a standalone FTP session. Users can connect only
to the host configured by the administrator. *You must have FTP host permissions to allow you
to do FTPs.’

For MVS users using CL/SuperSession that require FTP, make sure your profiles are in the OMVS
segment and that you are allowed to perform FTPs on that LPAR.

9.2 Modifying the Appearance of the FTP Window

You can change the size and shape of the FTP window in several ways:

. Click the Maximize or Restore button in the upper-right corner.
. Move the sides of the window to increase or decrease the area.
. Move a corner in or out to resize the window.
9.3 FTP Console
T A F;Tr;hh - -___ 1._*__ = - . s e Mienues
b i SN A= = o Toofbar
I B 48 i 1o R H U e e
- e . — Local filss
- "“':I o e Tk — o . 1%E¢T:ﬁ‘t¢3¢w'+’u
e s chat . . _ - i gemimabme—=— | o2l Lists
..:."_ e —--—'—'_M T ____.E.e"r:-te:.'s-u-
3 '-:I_ iy - 4.-__—_____
& i
. '.'_
o
|
T — =
- __.___I'_F‘ Consohe

9.4 Using the List Panels

Your administrator may have configured the session so that the type of display cannot be
changed. If your display includes the console only, see the Using the FTP Console help topic.

. Three buttons that control the window appearance are available if the administrator has
configured the session to display the lists and the console together. Click a button to

display lists of files and directories (I:I), to display lists and the console together (I:I),
or to display only the console (EI).
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. If the window displays the lists and the console, you can move the horizontal bar
above the console up or down.
. If the window includes the lists and the console, click the up or down arrow at the left

side of the horizontal bar to quickly change the appearance to lists only, both, or console
only. FTP console

. To complete the procedures with FTP described below, you can use the buttons, menu
selection or right-click in the list panel and click one of the available commands. The
placement of the cursor in a panel determines what buttons or list panel options are
available. If they are unavailable, they are greyed ut.

0 Local Files commands available (right click)
= Send File

Send File As..

Add transfer Request...

Refresh List

New Directory

Rename File

Delete File
= Edit File

0 Remote Server Files commands available (right click)
= Receive File

Receive File As...

Add Transfer Request...

Refesh List

New Diectory

Rename File

Delete File

Edit File...

9.5 Using the FTP Console
To enter commands on the FTP command line:

To enter text, position the cursor at the command line (at the bottom of the FTP session
window below the FTP console, in the FTP >) text box and start typing. Case is not
important for commands and keywords entered at the FTP command line. Depending on
your FTP server, however, passwords, directory names, file names, and other server-
specific information may be case sensitive.

To recall commands:
The FTP console keeps a list of your commands as you type them. You can use the
following keys to recall a command that you entered earlier. Once recalled, you can
reuse the command by pressing ENTER, or you can edit the command.

e Up arrow Displays the previous command on the list.

e Down arrow Displays the next command on the list.

Ability to copy and/or to clear the FTP console options can be found under the Edit
option on the toolbar. Select Edit , then Copy Console Contents to copy all the data in
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the FTP console to the system clipboard. The Data copied to the system clipboard
message will display on the bottom of your screen. This data can then be pasted into a
Word, Notepad or other document. The Edit then Erase Console Contents will clear the
FTP console on your screen.

= il MECH MZC FTR SR EEE |

Fde Eda Connecticn Setup Transfer Yiew Help

»»»»»»

9.6 Transferring Files

To transfer files with FTP:

1. Connect to an FTP server.

2. In either the local or server file list, select the file(s) that you want to transfer.
For example, on Microsoft Windows, hold down the Shift key to select a range of
files, or hold down Ctrl and click to select several files.

3. Make sure that the target directory is visible on the other pane.

4. Next, execute the transfer.

ECIick the Send selected files to host button if you selected local files in the left
pane.

@Click the Receive selected files from host button if you selected server files in
the right pane.

You can also right click the selected files and choose the Send File (or Send File
As) option, or you can use drag-and-drop to transfer files. With drag-and-drop,
the selected file should follow host naming convention.

9.6.1 Sending Files to Host

Click on the local file to send. The Icon will become available, Right Click
options will also be available.
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= ==
File Edit Connection Setup Transfer View Help
F : i
s 4 O B B2 B O3 & D »
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh New Rename Delete Directories
Local files: Server files: miapftptest.csd. disa.mil
test fip. bt
Ci\MIAPTest |E| | [umose7s. |=|
| Name [ sizz | Modifie | Name [ size | Modified [ Attrib... | Owner | Group |
| test_folder 01/22/2015 [ 1sPF.ISPPROF 246,400 01/22/201500:00 ZYCS20
|| appendedfie. et 0 01/22/2015 9 TEST 837,600 01/22/201500:00 ZYCS3C
|| ELFMSA 26,259 10/20/2014 3 TESTMEW 837,600 01/22/201500:00 ZYCS3F
| | ELFMZB 24,240 01/20/2015 [ TESTTHRE 837,600 01/22/201500:00 ZYCS20
|| ispfiist 2,788 01/06/2015 3 TESTTWO 837,600 01/22/201500:00 ZYCS2E
| ] testftp 10,832 01/07/2015 | ELFmsa 43,864 01/15/201500:00 ZVCGUT
=| D ELFMSX 55,840 01/21/201500:00 ZVCGS8
Send File ELFMZB 55,840 01/21/201500:00 ZVCGR3
Send File As... | 15PSPROF 55,840 01/22/201500:00 ZVCGTS
Add Transfer Request...
1 Refresh List +
New Directory
FTP console .
Rename File
Z¥C520 Delete File 5 FB 80 6160 PO ISPF.ISPFROF o
ZVCGTS Edit File 1 B 80 27920 PS ISESFROF
ZYC53C 5 IB 80 27920 PO TEST
Z¥YCS3F 3390 2015/01/22 1 15 FB 80 27920 PO TESINEW
Z¥C520 3390 2015/01/22 1 15 FB 80 27920 PO TIESTTHRE
Z¥CS2E 3390 2015/01/22 1 15 FB 80 27920 PO TIESTIWC
250 List completed successfully.
=

9.6.1 Send Options

—
File Edit Connection Setup ITransfel View Help
f ‘ Send Ffle E
Cornect Discomnect St Send File As.. send
Receive File
L= = Receive File As... =
testftp
C:\MIAPTest Transfer Methed * :I
| Name . ified
1| test_folder Refresh List 015 1
|| appendedfile. tet Stop Operation 015 1
| ] ELFMSA 26,259 1072072014 1)
|| ELFMZB 24,240 01/20/2015 1
| ] ispflist 2,788 01/06/2015 1
| testftpixt 3,120 01/22/2015 1
4 | i | }

9.6.1 Transfer Options

Using the icon, the Send File option or drag-and-drop, the selected file should
follow host naming convention. To change the name when sending, use the “Send
File as” option.

9.6.1.1 Send File

With send file and with drag-and-drop, you will not be prompted for a
name. Select the file. Either use the icon, “Send File” menu selection or
drag it to remote server file panel. You will not be prompted for a name.
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File Edit Connection Setup Transfer View Help
’fF £ 0 4 B BB O W D »
Connect Disconnect Stop Connection Transfer Send Receive Refresh MNew Rename Delete Directories
ST I Sjsend selected files to host ]
ispflist |
C:\MIAPTest ‘UMO4678. TESTNEW
| Name | size | Modified | Name [ size | Modified | Attrib... | Owner | Group |
| test_folder 01/22/2015 1 [y TEstFTP 136 01/22/2015 16:25
|| appendedfie. txt 0 01/22/2015 1 |5 TESTFTP1 39 01/22/2015 16:18 ———v
| ELFMsA 26,259 10/20/2014 1]
| ] ELFMzZB 24,240 01/20/2015 1
2,788 01/06/2015 1
|| testfip 10,832 01/07/2015
| test fip.ixt 3,120 01/22/2015 1l
4 LI} 3

9.6.1.1 Send File

Upon completion, you will receive a transfer report.

i MECH MZC FIP {V2} =@ = |

File Edit Connection Setup Transfer View Help

S £ 0 £ B B B O ow D )

Connect  Disconnect Stop Connection  Transfer Send Receive Refresh New Rename Delete Directories
Local files: Server files: miapftptest. ced. disa.mil
ispfiist |
C:AMIAPTest |m| | |umosszs.TESTHEW (=
| Name | size | Modified | Name [ s5ize | Modified Attrib... | Owner | Group
. test_folder 0 j ISPFLIST 35 01/22/2015 16:34
| appendedile. txt 5
| | ELFMsA
_| BFvMz
3 File "C:\MIAPTestVispfiist™ transfer successful.
|] testfip The following items were successfully transferred:
| testfip.txt ispfist

LIST
125 List started OK

Hame VV.MM  Created Changed Size Init Mod Id

ISPFLIST 01.00 2015/01/22 2015/01/22 16:34 35 35 0 UMO4ETE
TESTFIP  01.01 2015/01/22 2015/01/22 16:26 136 138 0 UMO467E
TESTFTF1 01.00 2015/01/22 2015/01/22 16:18 39 39 0 UM04678

250 List completed successfully.

|

FTP> |

| connected to server. || File "C:\MIAPTestVepfist™ transfer successful. | @=| 3.1RSA with triple DES | |

9.6.1.1 File Transfer Report - Success.

If the transfer failed, the report would show that as well. You would need
to look at the console for the reason.

Y] £U 1D 1 LoHrLLS | Ja U

PIT=—

@ File "C:\MIAPTest\test ftp. txt™ transfer faied,

The following items failed to transfer:
| test fip. bit
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9.6.1.1 File Transfer Report - Failure.

STOR test ftp.txt
501 Invalid data set name "test ftp.txt". Use MVS Dsname conventions.

9.6.1.2 Send File as

Select the file to be transferred. Select “Send file as” from the menu

options. When sending file as, a pop up will prompt you for the name.
52015 1l |

| %
W Send File As... S|

Remote file name: |==8giayssi

[ oK ] [ Cancel ]

b — .

9.6.1.2 Send File as - before

OfLula L ]

— N
@4 Send File As... ||

Remote file name: |2zl

[ 0K ] [ Cancel ]

9.6.1.2 Send File as - after

If the file successfully transfers, you will receive the following report.

li4H File Transfer Report “ 3 \ u1

b |File "C:\MIAPTest\test fip. tet”™ transfer successful,

The following items were successfully transferred:
test ftp. bt

9.6.1.2 Send File as - successful transfer report.
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iy MECH MZC FTP '{'V! [

File Edit Connection Setup Transfer View Help
o I f
s 4 0 4 v B B wm oW o @ O
| Connect  Disconnect Stop Connection Transfer Send Receive Refresh Mew Rename Delete Directories
Local files: Server files: miapftptest. csd. disa. mil
test fip. txt
C:\MIAPTest || | 'UMO4678. TESTNEW' || 5]
| Mame [ siz= | Modified | Name [ size | Modified | Attrib... | Owner | Group |
| test_folder 01/22/2015 1 [ mEsTFTRL 35 01/22/2015 16:18
|| appendedfile. txt 0 01/22/2015 1;
|| ELFmsa 26,259 10/20/2014 1|
| ] ELFmzB 24,240 01/20/2015 1y
L1 ispflist 2,788 01/05/2015 1
|| testftp 10,832 01/07/2015 1y

9.6.1.2 Remote Server panel shows new file.

9.6.1.3 File Replacement

If the file already resides on the host, you will receive a prompt for how to
handle the transfer. Your options are: Overwrite, Append, Skip, Copy to a
different name or Copy using a unique name.

The remote directory “UMO4678. TESTNEW'™ already contains a file named “testftp™

What would you like to do?

(7) Append local file to server file
() Skip this file
() Copy to a different name:

(7) Copy using a unique name

| [ Aplytoal | [ cCancel | [ Hep

9.6.1.3 File Replacement
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9.6.2 Receiving Files from Host

Select the host file to transfer. The Icon will become available. Right Click
options will also be available.

-
MECH MZC FTP '{V2}

File Edit Connection Setup Transfer View Help
rd O A4 B 2 =B = & o [ »
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh MNew Rename Delete Directories
Local files: Server files: miapftptest.csd. disa.mil
test fip.bet | TESTFTP1
C:\MIAP Test |@ | |'UMO4678.TESTNEW' / |&a
ol | Narne | size | Modified | Mame | Size | Modjffied [ Attrib... | Owner [ Group |
1 test_folder 01/22/2015 1 [ 1sPFLIST 35 01/22/4015 16:34
=] appendedfile. txt 0 014222015 1. D TESTFTP 136 0122015 16:26 —-—-—
| ] ELFMsA 26,259 10/20/2014 1) 5 —
| ] eFmzB 24,240 01/20/2015 1f Receive File /
|| ispflist 2,788 01/06/20151 Receive File As...
e 10,832 01/07/2015 1
L] testfip ! 1o Add Transfer Request...
|SS|
Refresh List
Mew Directory
Rename File
< | I 3
Delete File
“FTP consale Edit File...

9.6.2 Receiving Files from Host

Additionally receiving Files from Host is also under the transfer tab menu.

File Edit Connectiocn Setup ITlansfel View Help

# ‘ Send File ! @ e = . @ m }>
Connect  Disconnect S Send File As... Send Receive Refresh Mew Rename Delete Directories
Receive File
Local files: Receive File Ac.. server files: miapftptest. csd. disa.mil
TESTFTPL
C:\MIAPTest Transfer Method ' "UMD4678. TESTNEW'
| Name ] ified | Name | Size |  Modified [ Atwrib...| Owner | Group |
Refresh List .
1 test_folder 015 1 [ =prLIsT 35 01/22/2015 16:34
| appendedfile. txt Stop Operation 015 1 D TESTFTP 136 01222015 16:26 ———
| ] ELFMsA 26,259 1072072014 1 K
| | eFvze 24,240 01/20/2015 1
| ] ispflist 2,788 01/06/2015 1
| ] testfp 10,332 01/07/2015 1
| testfip.but 3,120 01/22/2015 11
] m | 3

9.6.2 Receiving Files from Host

Drag-and-drop may also be used.
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9.6.2.1 Receiving File

With receive file and with drag-and-drop, you will not be prompted for a
name. Select the file. Use the icon or “Receive File” menu option to
initiate the transfer. Upon completion, you will receive a report noting the
success or failure of the transfer.

Enrmattinn » ac Tahla > Shulac = - x > G viear - Eilter v
@3 MECH MZC FTP '{w2'y EEIEN
File Edit Connection Setup Transfer View Help
\ —~
f £ 0 £ ®» B B 3 w B QO [@ »
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh Mew Rename Delete Directories
Local files: Server files: miapftptest.csd. disa.mil
TESTFTP1
C:\MIAPTest [ 'UMO4678. TESTHEW' [
| MName | size | Modified | [ | Mame | size | Modified [ attrib... | Owner | Group |
|| test_folder 01/22/2015 1] 9 ISPFLIST 35 01/22/2015 16:34
| Zppendediie. ot (&4 File Transfer Report e —
] -
| ] eLFMzB .
ispfiist File "UMO4678. TESTMEW' [TESTFTP 1" transfer successful.
|
= E:S:f‘m et The following items were successfully transferred:
g testflo. TESTFTPL
|| TESTFTR1
4| i
AF'I'P console
-
FRSV
227 Entering Pasaive Mode

9.6.2.1 Receiving File Successful Completion
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9.6.2.2 Receiving File As

Select the file to be transferred. Select “Recieve file as” from the menu
options.

File Edit Connection Setup Transfer View Help
s & 0 A v P B o ow B 0 N
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh Mew Rename Delete Directories
Local files: Server files: miapftptest. csd. disa.mil
TESTFTFP1
C:\MIAP Test ] 'UMO4678. TESTNEW' B
| Name I Modified | MName [ size | Modified [ Attrb... | Owner [ Group |
| test_folder 01/22/2015 1 [ 1spRLIST 35 01/22/2015 16:34
|| appendedfie. txt 0 01/22/2015 1 [ TestFTP 136 01/22/2015 16:26
| ] ELFMsA 26,259 10/20/2014 1| 0O
| ] ELFMzB 24,240 01/20/2015 1 Receive File
|| ispflist 2,783 01/05/2015 1 Receive File As...
testftp 10,832 01/07/2015 1
_ !
T test fip.tut 3,120 01/22/2015 11 Add Transfer Request...
|| TESTFTPL 3,120 01/22/2015 1 Refresh List
MNew Directory
Rename File
< n 3
Delete File
“FTP console Edit File...
[ .

9.6.2.2 Receiving File As

When receiving file as, a pop up will prompt you for the name.

e LA N Lt ul

[
@ Recewve File As.. | 2 J

Local file name:

| |
J

9.6.2.2 Receiving File As Name prompt - before

[ oK Cancel ] [ Browse... ]

rﬁ Receive File As... | P |

Local file name:

NewFTP. txt |

| |

9.6.2.2 Receiving File As Name prompt - after

[ K Cancel ] [ Browse... ]
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> ac lahle ¥ “tylegw x > x L AolTOL [_l“-g(v1
{8 MECH MZC FTP '{'V27y | = | = |
File Edit Connection Setup Transfer View Help
i a _
fr £ 0 4 v B B um = & O »
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh Mew Rename Delete Directories
Local files: Server files: miapfiptest.csd. disa.mil
TESTFTP1
C:\MIAPTest |B | |'UMO4678.TESTNEW' E
| MName [ size | Modified | | MName | size | Modified | Attrib... | Owner | Group |
| test_folder 1] 2015 1; ISPFLIST 35 01222015 16:34
L appendedie. txt {44 File Transfer Report - LX)
| ] ELFMsA
| ] ELFmzB
ispfist File "UMO4678. TESTMNEW'/TESTFTP 1" transfer successful.
1]
MNewFTP. txt
= h:w The following items were successfully transferred:
L] testfip TESTFTP1
|| testfip.ixt
| | TESTFTP1
f < T
FTP console
-
FASV
227 Entering Passive Mode
RETR TESTFTF1
125 Sending data set UMO4678.TESTHNEW({TESTFIFl) FIXrecfm &0
250 Transfer completed successfully.

9.6.2.2 Receiving File As Transfer Report

9.6.2.3 File Replacement

If the file already resides in the local folder, you will receive a prompt for
how to handle the transfer. Your options are: Overwrite, Append, Skip,
Copy to a different name or Copy using a unique name.

Below is an example of an append. This is a text file.

I e IR

File | Edit | Format View Help
start \ -

9.6.2.3 Text file contents before append
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When this file name is used when prompted to receive file as, you will be
prompted how to handle the transfer.

| — L -

e I

The local directory "C:\MIAPTest" already contains a file named ™NewFTR. txt”™

What would you like to do?

() Overwrite local file

i@ Append server file to local file

() Skip this file
() Copy to a different name:

() Copy using a unigue name

l QK ] ’ Apply to all ] [ Cancel l l Help ]

9.6.2.3 Confirm File Replacement with Append selected

Temeees BEEEDT 0 e

File Edit Format View Help
ktart start

-

4 k

9.6.2.3 Text file contents after append

9.6.2.4 Appended File Example. This is an example of what the
appended file looks like after three files were transferred from the host.
The files were Junk 1, Junk 2, and Junk 3 to the appended file

usersuppliedname.txt on the local directory. The file was opened in
notepad.
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!L usersuppliedname.txt - Notepad

File Edit | Format View Help

fesws MEMBER JUNE 1 W&
THIS IS JuUMkK 1

THIS IS Junk 1

THIS IS Junk 1

THIS IS Junk 1

THIS IS Junk 1

THIS IS JuUMK 1

HHEH MEMBER JURK 2 WwH
THIS IS JUNK 2

THIS IS JUNK 2

THIZ IS JUNMK 2

THIS IS JUNK 2

THIS IS JUMK 2

THIS IS JUNMK 2

W MEMBER JURK 3 Www
THIS IS JUMK 3

HIS IS JUNK 3

THIS IS JUMK 3

THIZ IS JUMK 3

THIS IS JUNK 3

THIS IS JUMK 3

9.6.2.5: FTP Append - Example of Appended File

9.7 Opening Directories

To open a directory and display its subdirectories and files:

Double-click the directory you want to open, or

Type the path of the directory in the local files or the server files text box at the
top of either pane, and then press Enter, or

Local files:

C:\MIAPTest|

C:\Users\Mary.Pace [ 3]
[ [ Name | Size | Modified  [atrb...| [ ]

Use the Up button (Eﬁ) to view the files and directories in the next level up of the
directory structure.

9.8 Creating New Directories

To create a new directory:

4. Connect to the FTP server if you need to create a directory on the server.
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5. In the local or the server file pane (depending on where you want to add the
directory), browse to the directory under which you want to create a new
directory.

6. Click the New directory button to open the Create Directory dialog box.

New directory button: =

7. Enter a new directory name, click OK, and confirm your entry. A new directory is
created. If you don't want to be prompted for confirmation each time you create
a new directory, clear the Confirm new directory creation option in the General
tab of the Transfer Settings dialog box.

Notes:

e The name you use must follow the naming conventions for the target operating
system.

« Depending on your file access permissions, some host operating systems may not
permit you to create a new directory using FTP. You will be informed of the
status of your request if the log level is set to include the logging of server
messages.

9.8.1 New Directory Options

Using New Directory Icon
rw MECH MZC FTP '{V2}' =RECH X

File Edit Connection Setup Transfer View Help
] j =] = = - [ %
8 @ A ®» kP B 5 W B [HTEN
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh Ne e Clete Directories
Create new directo

Local files: Server files: miapftptest.csd. disa. mil

C:\MIAPTest 5] 'UMO4678." 5]
| | Name | Size | Modiﬁed | | Name | Size | Modified | Atl:rib...| Owner | Group | |
[ 0 test_foider 01/22/2015| | 15PFISPPROF 246,400 01/22/2015 00:00 ZYC520

9.8.1 Using New Directory Icon

Using Right Click - New Directory Option
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File Edit Connection Setup Transfer View Help
sF 4 06 4 B B B % & B O »
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh Mew Rename Delete Directories
Local files: Server files: miapftptest. csd. disa. mil
C:AMIAPTast |ma| | |umoss7e. IEl
i | Name Sze | Modifie | Name | Size | Modified [ Attrib...[ Owner | Group |
. test_folder 01/22/2015 [ ISPF.ISFPROF 246,400 01/22/201500:00 ZYC520
| @ppendedfile. bet 0 01/22/2015 3 TEST 837,600 01/22/201500:00 ZYCS3C
| ] EFmsa 26,259 10/20/2014) [ TESTTHRE 837,600 01/22/201500:00 ZYCS20
| eFmzB 24,240 01/20/2015 3 TESTTWO 837,600 01/22/201500:00 ZYCS2E
|| ispfiist 2,783 01/06/2015 D ELFMSA 49,854 01/15/2015 00:00 ZVCGV7
| ] testfip 10,832 01/07/2015 L ELFmsx 55,840 01/21/201500:00 ZVCGSE
| testfip.ixt 3,120 01/22/2015 1% ELrmze 55,840 01/21/201500:00 ZVCGR3
D ISPSPROF 55,840 01/22/201500:00 ZVCGTS
Receive File
] = v Receive File As...
Add Transfer Request...
FTP console Refresh List
MNew Directory -
LIsT Rename File

9.8.1 Using Right Click - New Directory Option

9.8.2 New directory name prompt. A pop up will appear prompting you to
enter a new directory name, click OK. confirm your entry.

e A N TRt err
. I
Eﬁﬁ Create Remote Directory E

Pl

Remote directory name:

I | ok | | cancel |

9.8.2 New Directory Name Prompt

9.8.3 New Directory Confirmation

@4 Reflection for the Web E

e — —

Create remote directory "TESTMEW™?

[ ves | [ Mo ]

9.8.3 New Directory Confirmation

Page 109 of 142



MULTI-HOST INTERNET ACCESS PORTAL
(MIAP) USERS MANUAL

i MECH MZC FTP "{V2} A _ " -' - - e x|

File Edit Connection Setup Transfer View Help
& 0 £ B B B T = B DTN
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh MNew Rename Delete Directories
Local files: Server files: miapftptest. csd. disa.mil
C:\MIAP Test 25 'UMO4678.' [£5)
| Mame Size | Modifie | Mame Size | Modified |Ath'ib...| Owner | Group |
test_folder 01/22/2015 [ ISPF.ISPPROF 246,400 01/22/201500:00 ZYC520
|| appendedfile. tet 0 01/22/2015 9 TEST 837,600 01/22/201500:00 ZYCS3C
|| ELFMSA 26,259 10/20/2014 [T TESTNEW <JEEEsan Z{CS3F
|| ELFMZB 24,240 01/20/2015 |j TESTTHRE 837,600 01/22/201500:00 ZYCS20
| ] ispflist 2,788 01/06/2015 9 TESTTWO 837,600 01/22/201500:00 ZYCSZE
] testftp 10,832 01/07/2015 D ELFMSA 49,864 01/15/201500:00 ZVCGV7
=] test fip.txt 3,120 01/22/2015 D ELFMSX 55,840 01/21/201500:00 ZVCGSS
D ELFMZE 55,840 01/21/201500:00 ZVCGR3
D ISPSPROF 55,840 01/22/201500:00 ZVCGTS

9.8.3 New Directory shows in panel

9.9 Renaming Files and Directories

You can rename files and directories in the local and server file lists so long as you have
the file access permissions necessary to do so. If the option is greyed out, you do not
have permission.

To rename files or directories:

1. To rename files or directories on the host, connect to an FTP server. You do not
need to be connected to an FTP server to rename local files or directories.

2. Select the file or directory that you want to rename.

3. Click the Rename file button: o

4. In the Rename File/Directory dialog box, confirm that the directory name you
want to change is entered in the Original Name text box. Enter a name in the
New Name box, and then click OK.

5. Reflection asks you to confirm that you want to rename the file or directory; click
Yes. If you don't want to be prompted for confirmation each time you rename a
file or directory, clear the Confirm file renames option in the General tab of the
Transfer Setup dialog box.

9.9.1 Renaming Examples
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Select the file or directory to be renamed. Using the icon or the right click menu
option, select rename.

MECH MZC FYP '[V2}

File Edit Connec}'\on Setup Transfer View Help
Connect Disconnec Stop Connection  Transfer Send Receive Refresh Mewe Rename Delete Directories
Local files: Server files
To_Be_renamed \ |
C:\MIAP Test \ |
| Name  \ [ Size | Modified [ Attrib...| | Mame | Size |  Modified [ A]
|, test_folder \ 01/22/2015 14:57 drw
e
| appendedfile Send Ni 122015 14:53 -w
| | ELFMSA Send Fi /2014 13:20 W
| | ELFMZE 0/2015 16:52 W
| ] ispflist Add Trankfer Request... |5/2015 15:03 w
| MewFTP.ixt Refresh Lisi 122015 16:52 W
|| testfip . 7/2015 16:54 -w
= test fip.bet MNew Director /2015 10:03
|| TESTFTP1 Rename File 2/2015 16:44 W
Delete File
Edit File...
FTP console

9.9.1 Local Panel showing Directory to be renamed

You will prompted for a new name.

Criginal Mame; |TD_BE_FEI‘|E|ITIEI:|

Mew Mame: ||

[ ox | |wcancda)

9.9.1 New name prompt

AN A | b b 2w

Criginal Mame; |TD_BE_FEI‘|E|IT|EI:| |

Mew Mame: | o_Be_Deleted |

Lok | [ cancel |

9.9.1 New name prompt - after
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— .‘

e
@ Rename local directory from "To_Be_renamed” to *To_Be_Deleted™
o -

= ey

9.9.1 New name Confirmation

-
MECH MZC FTP 'TV2}
—

File Edit Connection Setup Transfer View Help
g A O A B B B @
Connect |Disconnect Stop Connection  Transfer Send Receive Refresh
Local filles:
To_Be_renamed
C:\MIAPTest
| Name: [ size | Modified [ Attrib... |
| test_folder 01/22f2015 14:57 drw
| To_Be_Deleted < T2 205 T o
| appendadfile. tet 0 01/22/2015 14:58 W
|| ELFMSA 26,259 10,20/2014 13:20 W
| | ELFMZB 24,240 01/20/2015 16:52 W
|| ispflist 2,788 01/06/2015 15:03 -
|| MNewFTP.txt 117 01222015 16:52 W
| ] testftp 10,832 01/07/2015 16:54 -
|| testfip.txt 3,120 01/22/2015 10:03 -
|| TESTFTP1 3,120 01/22/2015 16:44 W

9.9.1 Name changed shows in panel.

9.10 Deleting Files and Directories

You can delete files and directories from the local computer or FTP server directory
(provided you have privileges to do so).

To delete files:

1. To delete files from the host, connect to an FTP server. You do not need to be
connected to an FTP server to delete files from the local computer.

2. Select all of the local files or all of the server files that you want to delete. (On a

Microsoft Windows machine, hold down the Ctrl key to select multiple files, or
hold down the Shift key to select a range of files.)

3. Click the Delete button: @
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4. Reflection asks you to confirm that you want to delete the selected files. If you
don't want to be prompted for confirmation each time you delete files, clear the
Confirm file deletions option in the General panel of the Transfer Setup dialog
box.

To delete a directory:

1. To delete directories from the host, connect to an FTP server. You do not need to
be connected to an FTP server to delete directories from the local computer.

2. Select the client or server directory you want to delete.

3. Click Delete. (Note that you must follow the file system rules for the platform
where you are deleting files.)

4. Reflection asks you to confirm that you want to delete the selected directory,
unless the Confirm file deletions option is cleared in the General tab of the
Transfer Setup dialog box. All deletions are confirmed by default. Note: When
deleting directories that contain files or other directories, all the included files
and directories are automatically deleted but only the top-level directory is
confirmed for deletion.

9.10.1 Deletion Example

Select file or directory to be deleted. Using or right click menu option or icon,
select delete.

lis MECH MZC FTP '{V27}
File Edit Connection Setup Transfer View Help
g £ O £ = Pp W oo @
Connect Disconnect Stop Connection Transfer Send MNew Rename Delete
Local files: Server files
To_Be_Deleted
C:\MIAPTest
Mame | Size | Modified | Aﬁrib... | v MName Size
, test_folder 01/22/2015 14:57 drwe
| @ppende Send File 01/22/2015 14/58 o
|| ELFMSA Send File As... 102042014 ¥3:20 W
| | ELFMZB 01/20/201% 16:52 T
| ispflist Add Transfer Request... T
|| NewFTP, Refresh List o
: z::?;l New Directory :::
TESTFTP Renarme File o
Delete File
Edit File...

9.10.1 Local panel showing directory to be deleted
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You will be prompted to confirm deletion. Select Yes to continue deleting
selection.

\i4d Reflection for the Web S

Delete local directory "To_Be_Deleted™?

[ [

9.10.1 Deletion Confirmation

[ MECH MZC FTP '{'V27}
Yy 9

File Edit Connection Setup Transfer View Help

g £ 0O A B B B 3
Connect Disconnect Stop Connection  Transfer Send Receive Refresh
Local files:

1l To_Be_Deleted
C:\MIAPTest £l
MName Sze | Modified [ Attrib... |
. test_folder 01/22/2015 14:57 drwv

| appendedfile. txt 0 01/22/2015 14:58 W

| | ELFMSA 26,259 10,20/2014 13:20 W

|| ELFMZB 24,240 01/20/2015 16:52 W

| ] ispfiist 2,783 01/06/2015 15:03 w

| MewFTP.txt 117 01222015 16:52 W

| ] testftp 10,832 01/07/2015 16:54 w

|| testfip.txt 3,120 01/22/2015 10:03 w

| | TESTFTP1 3,120 01/22/2015 16:44 w

9.10.1 Local panel showing directory no longer exists

9.11 Creating a Transfer Request

1. Select a file that you want to transfer in the Local files pane or the Host files
pane and click Add transfer request on the toolbar. The information you provide
for a send request or a receive request differs.

Add transfer requests button: To

2. Review the information in the Send Transfer Request or Receive Transfer Request
dialog box, and make any changes to the settings.

3. Click OK.
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In the local directory and the server directory panes of the FTP client, navigate to the
location where the file transfer operation is to be performed. This is an easy way to
specify the directories that will be used in your file transfer request.

Select the file or files that you want to transfer in the Local files pane or the Server files
pane

Click Add transfer request from the File menu or Add Request icon on the toolbar.

3 MECH MZC FTP = ==
i Edit Connecticn Setup [Transfer View Help
Reset Preferences e < Lo, Fy o1 AE O1 y y
B R DEHDA>[SE % i @
Add Transfer Request...
Server files: miapftptest.csd. disa.mil
Transfer Requests... — p—
- | |EE 'UMO4844." =)
EditFile.. Size | Modified | Attt [ MName | Size |  Modified [ Attrib...| Oy
Mew Directory 03/16/2012 11:30 - 1 ISPF.ISPPROF 245,400 02/14/201300:00 ZYCS20
Rename File 07/23/2012 08:13 1 SAHTEST 837,600 12/13/201200:00 ZYCS3C
X 07(23/2012 08:13 = | UMO4844.TES... 49,230 01/31/201300:00 ZVCGY4
Delete File 11/29/2012 15:21
) 07/23/2012 08:13
Exit 12/12/2012 12:47
& Links 07/23/2012 08:13
micafee dip quarantined files 04/04/2012 07:47
W Music 07/23/2012 08:13

9.11 Adding aTransfer Request

A Receive Transfer Request screen (shown below) or a Send Request screen will popup
depending on whether the file(s) you selected to transfer were in the in the Local files
pane or the Server files pane.

Specify a Name for the file transfer request.

Review the Transfer settings for the transfer request, and make any necessary changes.

Click OK.

A transfer request with that name will be added and will automatically be displayed on
the Transfer Requests screen.
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B e T 3 f = B [t o o &
JSEEE 2l _!;l__ P %ig N ®

(7] Transferiquests- FTP [_MECH MZC FTF] - mispftptest.csd.disa.mil =% R ==

me [ Transfer Details Transfer Options

"D iransrequestrecl  Receive "UMO4844.TEST2.RTF" to local directo... Ask user if local file exists, Do nothing if transfe....

[ Execute ] [ Edit... ] [ Add group... ] [ Delete ] [ Help

9.11 Transfer Request

9.12 Using Existing Transfer Requests

1. Transfer requests are shown in the Transfer Requests window. To open this dialog
box, do one of the following:

o Open it from the File menu.

o Open it from the FTP window. Click Show transfer requests window on the
toolbar.

Show transfer requests window button: fé’

2. All existing transfer requests are listed in this dialog box, including transfer
details about the files included in this transfer, and options you have configured
for the transfer. To run a saved transfer, select it and click Execute. You can also
edit or delete a transfer request in this list.

Transfer requests are shown in the Transfer Requests screen. To open this dialog box, do one of

the following: Select File, then Transfer Requests or click the Shqw transfer requests icon on
the toolbar.

48 MECH MZC FTP
i Edit Connection Setup Transfer Vi
Reset Preferences ;

=N e =

elp
o wQ DED a8 ¥ %% @

Server files: miapfiptest.csd. disa. mil

<] @) | [urom: B

Size | Modified [ Attrit [ Mame | size | Modified [ Attrib... [ O
New Directory 03/16/2012 11:30 - | ISPF.ISPPROF 246,400 02/14/201300:00 ZYCS20

P TR Y

Add Transfer Request...

Transfer Requests...

Edit File...

e B R L e e L T A

9.12 éélecting Transfer requests
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In the Transfer Request window, select the desired request, click the option you want. Execute
will execute the request. Edit will open the request for editing.

@8 MECH MZC FTP o |[[E ) &
1 File Edit Connection Setup Transfer View Help
& [l (G - oif | AB 01
reodepewwoo D0 a»ME % %00
¢ Local files: Server files: miapftptest. ced. disa. mil
D:\201203141Test - 'UMO4844."
Name Size | Modfied [ Atmb... [ Mame | Sz |  Modfied [atmb..] O
@ UMO4844.TEST2.RTF 328 02/15/2013 14:33 B | ISPF.ISPPROF 246,400 02/15/201300:00 ZYCS20
(] SAHTEST 837,600 02/15/201300:00 ZYCS3C
S|
& Transfer Requests - FTP [_LMECH MZC FTP] - miapftptest.csd.disa.mil =R Ech "
 — MName | Transfer Details Transfer Options
v [ weekly
AR Ea trang-reg-rec-1 leceive "UMO4844. TEST2.RTF" to local directo. .. Ask user if local file exists, Do nothing if transfe. ..

227 Entering
RET] 4

125 3ending d

230 Transfez H ‘ [ Edit... ] [ Add group... ] [ Delete ] [ Help

\ 4
4
i

FTP>

File "UMO4844.TEST2.RTF" transfer successful. | fip://miapftptest.csd.disa.mil | @ | 3.1RSA with triple DES

9.12 Transfer Request Options

Add group opens the Add Group dialog box, where you can specify a new group name. Use
transfer request groups to organize requests that you routinely execute together. You can drag
transfer requests into a group or edit the request and select from a list of available groups.

-

o @ Transfer Requests - FTP [_MECH MZC FTP] - miapftptest.csd.disa.mil = = =
= Mame | Transfer Details | Transfer Options

3 'E trans-reguest-rec-1 Receiv =L L= L if local file exists, Do nothing if transfe...
? s Add Group

Specify group name: (weekly

= [ QK ] [ Cancel ]

. Execute ] [ Edit... ] [ Add group... ] [ Delete ] [ Help ]

9.12 Grouping Transfer Requests
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Click the arrow in front of the group folder to expand the group and show all requests that are
included in it.

P

—

l#44 Transfer Requests - FTP [_MECH MZC FTP] - miapftptest.csd.disa.mil = | [ | [eEE-]
Transfer Details

[ Execute ] [ Edit... ] [ Add group... ] [ Delete ] [ Help ]

&4 Transfer Requests - FTP [_MECH MZC FTP] - miapftptest.csd.disa.mil = |
Mame - Transfer Details Transfer Options

'E trans-reguestrec-1 Receive "UMO4544. TEST2Z.RTF™ to local directo... Ask user if local file exists, Do nothing if transfe...

T [ Executs

Delete -select one or more transfer requests or group names, then click Delete to delete the
transfer request.

Edit... ] [ Add group... ] [ Delets ] [ Help ]

J |
9.12 Expanding GroupTransfer Requests
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9.13 FTP Stand alone or embedded in a Host Session Procedures:
These steps will introduce you to MicroFocus Reflection FTP.

9.13.1 USERID and Password: After clicking on an FTP session, you will need to enter
your USERID and PASSWORD that is defined for Application Host Access

R e —— (= @] = ]
File Edit Connection Setup Transfer View Help
g 4 0O A4 v B B B W B )
Comnect Disconnect  Stop  Connection Transfer  Send  Receve  Refresh New  Rename
Local files: Server files |
C:\MIAP Test 3]
Name Size | Modified | Attrib...| T Name Size | E
. test_folder 01/22/2015 14:57 drw 3
| appendedfie.tct 0 01/22/20151458 1w L
|| ELFMSA r
|| ELFMZB lugCunnecthewgn ﬂ I
| ispfist
|| testfp Host: |miapftptest.csd.disa.mi:292
| testfip.ixt
User name: ||
Password: L
Account: [
F
Disconnectzd
FTP console
FTP>
Disconnected.

9.13.1: FTP USERID & Password Pop-up Screen

9.13.2 Connecting to Host. The FTP Client application is designed to log onto the
Host.

L L T — (=] = |
File Edit Connection Setup Transfer View Help
g = ] 1 I3 I

g £ O £ =w B B 2 w B oy
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh New Rename
Local files: Server files

C\MIAPTest [E5] ]

[ Name | _size | Modified [ Attrib... [ T MName [ Sze |
test_folder 01/22/2015 1457 dw

|| appendedfie.bet 0 01/22/2015 14:58 W

| ] EFmsa -

| mFmzs @ Connect to Server | ==

] ispfist

|| testftp Host: |miapfiptest.csd.disamil:292

| testfip.bxt

User name: |umo4678
Password: [eseseses
Account:
Connect Cancel
Connecting to miapftptest.csd.disa.mil.

FTP console

Connecting to miapftptest.csd.disa.mil.

FTP>

Disconnected. o=
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9.13.2: FTP Connecting Screen

9.13.3 Screen view of an FTP session.

e B —— (=l®] = |
File Edit Connection Setup Transfer View Help
] (T ] = s B
4 0 4 ®m P B % w B g
Comnect Disconnect  Stop  Connection Transfer  Send  Receive  Refresh New  Renzme
Local fles: Server files: miapftptest.csd.disa.mil
C:\MIAPTest =) 'UM04678." 55}
[ HName Size | Modified [ Atmrib...| Name size |
test_folder 01/22/2015 1457 drw [ 15PF.ISFRROF 246,400
|| appendedfie.txt 0 0220151458 w [ TesT 837,600
| ELFmsa 26,259 10/20/201413:20  w [ TESTTHRE 837,600
| eFmzs 24,240 DU20/201516:52 [ TEsTTWO 837,600
| ispflist 2,788 01/06/2015 15:03 w [ ELFmsa 49,864
L] testftp 10,832 01/07/2015 16:54 w D ELFMSX. 55,840
8 test fip. bt 3,120 01/22/2015 10:03 w D ELFMZB 55,840
[ 1spseroF 55,840
« 1n »
FTP console
ZYCS3C 3390 2015/01/22 1 15 FB PO TEST -
ZYCS20 3390 2015/01/22 1 15 FB PO TESTTHRE
I¥CSIE 3390  2015/01/22 1 15 FB B0 TESTTWO
250 List completed successfully.
FTP>
Connected to server. @~ 3.1RSAwith triple DES

9.13.3: FTP Screen

9.13.4 FTP Preferences

Any changes to the layout of the FTP Client will automatically be saved in your
preference file when you exit.

Now each time you log onto this session the preference file will activate.
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9.13.5 Connection Setup

Select Connection, then Connection Setup. Server type defaults to Auto
Detect, which identifies the type of server you are connecting to. Connect at
Startup is checked by default establishing an FTP connection as soon as the

session is launched.

| Connection Setup : w " |__§_:g_|
Host: |miapftptest. ced diza.mil: 443 SLTLS.
Protocal: [FTP
Server type: :Aubo detect -
FTP settings
AnonymoLs
(@) User name:
Password:
Save password
IP mode: | Use default -
Use passive mode
[F] Connect at startup
| Connect I [ oK ] [ Cancel ] [ Defaults ] [ Help 1

9.13.5 Connection Setup Screen

P

5 Advanced FTP Settings @ -'
Startup QUOTE command:
LIST command parameters: |[-a
> Auto detect from server type
Account:
Maximum packet size: 32 5| KBytes
Session timeout: 60 | seconds
[] send keep alive every 300 | seconds
()4 ] l Cancel I l Defaults ] l Help ]

Startup QUOTE
command

9.13.5 Advanced FTP Settings Screen
The string you specify here is sent to the FTP server as the session

starts. The Startup QUOTE command allows you to set FTP server
options when starting the session.
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LIST command Specify any command parameters you that should be sent when
parameters issuing a LIST command to the FTP server. This option is available if

you clear the check box for Auto detect from from server type.

Auto detect The LIST command will use -a by default. When you clear this check
from server type box, you can specify LIST command parameters yourself.

9.13.6 Connect and Disconnect
&7 When you click the Connect button, the Connect to Server dialog box opens using
default values set in the Connection Setup dialog box. While connected, a Disconnect

( J:%) button becomes available. In the example below, the Disconnect button was
clicked. This disconnects you from the Host.

File Edit Connection Setup Transfer View Help

llsd0 4P wa IO Al " &L @

Local files: Server files
C:\MIAP Test =5 ]
[ Name Size | Modified [ Attrib T MName Sze | Modified [ Attrib... ]
| test_folder 01/22/2015 14:57
| appendedfile. txt 0 01/22/2015 14:58
|| ELFMSA 26,259 10/20/2014 13:20
|| ELFMZB 24,240 01/20/2015 16:52
| ispfiist 2,788 01/06/2015 15:03
MewFTP. txt 117 01/22/2015 16:52
| testfip 10,832 01/07/2015 16:54
] testfiptut 3,120 01/22/2015 10:03
|| TESTFTP1 3,120 01/22/2015 16:44
| 1 »

FTP console

FTP>

Disconnected.

9.13.5: Connect & Disconnect FTP

Click the “X” in the upper right part of the screen to cancel the session and return to
your Session Menu.

9.13.6 Transfer Setup
Configure general settings, including confirmations and prompts for file transfer.

e —
l#9 MECH MZC FTP "{'V27}' _‘

File Edit Connection |Setup| Transfer View Help

& Transfer Setup... =
éj ti‘g ransfer Setup %

Connect Disconnect) Toolbar... Transfer

Local files:
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9.13.6 Transfer Setup from Setup Menu

It opens to the FTP Transfer Setup including General (Configure general settings,
including confirmations and prompts for file transfer), Receive (configure options
to be used when receiving a file on the local machine), Send (configure configure
options to be used when sending a file to the server), Transfer, Directories (
covered below in 9.13.7 Default Directory Setup) and File Types.

F - B
149 FTP Transfer Setup ‘ ﬁ

General | Receive I Send ITransfer I Directories I File Typesl

Log level; :2 - Log dientfserver messages and commands
[7] Suppress "5007 level alerts
Confirm file deletions
Confirm file renames
Confirm new directory creation

l [7] Prompt to add request when sending or receiving files |

[ Ok ] [ Cancel ] [ Defaults ] [ Help |

9.13.6 FTP SETUP General Tab

Under Send and Receive, one of the options available is “If local file exists”. Use
this option to default how the transfer should operate if a file with the same
name already exists.

9.13.7 Default Directory Setup

The settings on the Directories tab of the Transfer Setup dialog box determine the default
local and remote directories.

i@ MECH MZC FTP "['V2'
File Edit Connection |Setup| Transfer View Help

J o) Transfer Setup... &
éj o ransfer Setup %

Connect Disconnect Toolbar Transfer

Local files:

9.13.7 Setup Menu showing Transfer Setup Option
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The following options are available:

Initial Specify the path to a home or default directory for the FTP site. When
remote a connection to the FTP site is opened, the server working directory is
directory set automatically to the specified home path. The files and folders in

the server home directory appear in the right pane of the FTP session
window. To designate the current FTP server directory as the home
directory, click the Use Current button. The remote folder path should
be enclosed in single quotes.

Initial local Specify the path to a home or default directory for the local computer.

directory When a connection to the FTP site is opened, the local working folder
is set automatically to this default path. The files and folders in the
local home folder appear in the left pane of the FTP session window.
Enter a path, or use the Browse button to specify a default directory on
your computer.

| General I Receive I Send ITransFer |/ Directories || File Typesl | General I Receive I Send ITransFer |¢ Directories | File Types|
Initial remote directory: Initial remote directory:
Use current 'UMO4678." Use current
Initial local directory: Initial local directory:
[
cmeren
ok | [ cancel | [ pefaits | [ hHep | I [ ok | [ cancel | [ Defauits | [ nep

9.13.7: Setup Default Folders and Directories.

File Edit Connection Setup Transfer View Help
i e = ) ~
’f £ £ 85 B B 3 W & QO [0 »
Connect  Disconnect Stop Connection  Transfer Send Receive Refresh Mew Rename Delete Directories
Local files: Server files: miapftptest. csd. disa.mil
C:\MIAPTest =5 'UMO4678.' [£5)
MName [ size | Modifie | MName [ sze | Modified | attrib... | Owner | Group |
| test_folder 01/22/2015 [ ISPF.ISPPROF 246,400 01/22/201500:00 ZYC520 |
|| appendedfile. tet 0 01/22/2015 9 TEST 837,600 01/22/201500:00 ZYCS3C
|| ELFMSA 26,259 10/20/2014 [T TESTNEW 837,600 IYCS3F
| ] ELFmzB 24,240 01/20/2015 [ TESTTHRE 837,600 01/22/201500:00 ZYCS20
| ] ispflist 2,788 01/06/2015 9 TESTTWO 837,600 01/22/201500:00 ZYCSZE
| ] testftp 10,832 01/07/2015 [ ELFMsA 43,864 01/15/2015 00:00 ZVCGVT
|| testfip.ixt 3,120 01/22/2015 [ ELFmsx 55,840 01/21/201500:00 ZVCGSS
D ELFMZE 55,840 01/21/201500:00 ZVCGR3
D ISPSPROF 55,840 01/22/201500:00 ZVCGTS

9.13.7: Defaults Directories Shown
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9.13.8 FTP Transfer setup: File Types

The File Types tab of the Transfer Setup dialog box includes options for transferring files
between the local computer and the server.

If you want the FTP client to automatically determine what transfer method to use (ASCII
or binary) based on the type of file that is being transferred, select the Smart transfer method
button in the FTP session window. Using this method allows you to transfer a mix of file
types—for example, some ASCII files and some binary files—with a single file transfer
operation.

For smart file transfers, the FTP client uses the source file extension (string of characters
following the last period in the file name) to determine what type of file is being transferred.
The FTP client maintains a list of smart files types in this File Types dialog box. On the list,
each file type is assigned a transfer method (ASCII or binary) appropriate for that type of
file. When performing a Smart file transfer, the FTP client refers to the list of smart file
types to determine what transfer method to use for the current file.

By default, smart file transfer is enabled.

lid FTP Transfer Setup ’ - Iﬁ

| General I Receive | Send |Transfer I Direcmriesl File Types
Smart file transfer types:
File Type Transfer method New...
I Transfer method for undefined file types
|
(T) ASCII (@) Binary
oK ] [ Cancel ] [ Defaults ] [ Help

9.13.8 File Types Tab

For each file type, you can change the transfer method. The method you select
applies to FTP file transfers to and from the server.
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F@ Change Type — u

Transfer method

File extension; |txt

(7 Binary

9.13.8 Changing a file type transfer method.

Transfer method for undefined file types
These options apply to all files with extensions that are not included in the Smart file transfer
types list.

ASCII ASCII sets the FTP file transfer method to ASCII for all undefined file types.

Binary Binary (the default) sets the FTP file transfer method to binary for all undefined file types.

9.14 FTP Toolbar:
Under Setup, you can also customize the appearance of the toolbar.

File Edit Connection ISetup Transfer View Help

H&‘@ﬁ TransferSetup...%ﬁ.@"BYAEE ?&f}&

Toolbar...
Local files: | server files

9.14 FTP Setup Menu - Toolbar

Under View, you show or hide the toolbar

File Edit Connection Setup Transfer[m Help

|7 8 © £ = BB Y o MECDae %% %%
— ¥ Show Lists and Console 5 -
ocal files: Show Lists erver files
|C:‘\MIAPTE!5t Show Console ] | ||-|

9.14 FTP View Menu - Toolbar

The Toolbar Setup dialog box includes the current toolbar configuration and a set of
buttons to use when configuring the toolbar. You can drag buttons to a new location
within the toolbar, or you can drag buttons away from the toolbar to remove them. You
can add new buttons. Please see 7.9 Toolbar for a description of how to customize the
toolbar.
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Show selection: By changing the slection in the drop down, you change the appearance
of the icons in the tool bar. You can use small buttons containing icons only, or you can
use larger buttons including descriptive text. When the toolbar is displayed, you can also
right-click in the toolbar to choose a display option.

Icon Only Display icons in the toolbar without text
Icon and Text Display buttons with descriptive text included on each button
Big Icon Only Display large icons in the toolbar without text

Big Icon and Text Display large buttons with descriptive text included on each button

Below is a description of the icons and their functionality.

Connect and
Disconnect

Stop current
operation

Configure
connection
settings

Configure
Transfer
Settings

el . .

& Connect to or disconnect from an FTP server. When you click the
Connect button, the Connect to Server dialog box opens using
default values set in the Connection Setup dialog box. While

connected, a Disconnect (;’3%) button becomes available.

Cancel the current FTP activity.

£ Open the Connection Setup dialog box to set defaults and to
control various aspects of FTP in Reflection. This button is
available when the user menu level is set to Advanced or
Administrator.

@ Open the Options dialog box to configure FTP transfers. These
options can be configured while the client is connected to an FTP
server.

Use the buttons described below to transfer files or, if you are using a Java 2-compliant
browser, you can select files and directories, and use a drag-and-drop procedure to

transfer files.

Send
selected
files to
host

Receive
selected
files from
host

Refresh files

New folder

Rename
selected

u@ Transfer selected files to the FTP server. (Or you can right-click
files in the local files pane, and then click the Send to host
command.)

5% Transfer selected files to the local computer or networked drive.
(Or you can right-click files in the server files pane, and then click
the Send to local machine command.)

& Refresh the local and server file panes in the FTP session window.
(Or you can right-click files in a file pane, and then click the
Refresh command.)

EF Create a new folder or directory on the local computer or on the
remote server. Click in the local or server files pane, click this
button, enter a directory name in the dialog box, and then click
OK. (Or you can right-click files in a file pane, and then click the
new folder command.)

—
tLJ Rename the selected directory or file. Select a directory or file in
the local or server files pane, click this button, enter a new name
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in the dialog box, and then click OK. (Or you can right-click files in
a file pane, and then click the Rename selected command.)

P

'2J Delete the selected directory or file. Select a directory or file in
the local or server files pane, and then click this button. (Or you
can right-click files in a file pane, and then click the Delete
selected command.)

s
LdSave the text in the FTP console to your computer's Clipboard. This
button is enabled only when information is displayed in the FTP

console.

Clear the contents of the FTP console. This button is enabled only
when information is displayed in the FTP console.

» "I Use the smart file transfer method. If you want the FTP client
to automatically determine what transfer method to use (ASCII or
binary) based on the type of file that is being transferred, select
this button. Using this method allows you to transfer a mix of file
types—for example, some ASCII files and some binary files—with a
single file transfer operation. To configure the transfer method
used for specific file types during a smart file transfer, click the
FTP Transfer Setup button, and then click File Types.

EE Use the ASCII transfer method to move ASCII text files between the
FTP server and your computer. Word processing documents must
be saved as text-only before they can be transferred using the
ASCIlI method, because host-based text editors cannot interpret
application-specific formatting data and because formatting
information may be erroneously translated. Alternatively, transfer
word processing documents using the Binary transfer method.

01
10 Use the Binary transfer method to transfer binary files, such as

.exe files and compressed files. Binary files contain nonprintable
characters; using this method, a file is not converted or translated
during the transfer. Select Binary, for example, to transfer a
Microsoft Word document (saved with Word formatting) from one
client local machine to another client local machine via the
server. Many servers that store archives of local machine files use
compression to reduce storage requirements; select Binary for
these files as well. The Binary method is also appropriate for non-
text data files that are shared between a local machine and host
application.

@'Use the Add transfer request button to create a transfer request
for sending or receiving files. You can use the same request later
after you create it.

&'Use the Show transfer requests window button to open file transfer
request window. You can execute, edit, or review previously
saved requests in this window.

@Open this help page in a separate browser window, which includes
links to complete information about the FTP client.
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9.15 FTP Troubleshooting

If an error occurs sending a file to the host, the name of the file may be saved in cache.
When you go to do the next send, that name may be still referenced.

Local files:
test_fip2.tt
C:\MIAP Test
Name [ sz ] Modified [ Attrib... |
| test_folder 01/29/2015 16:33 drw
Test_Folder2 02/17/2015 13:28 drw
. test_folder3 02/18/2015 12:59 drw
| appendedfile. txt 0 01/22/2015 14:58 By
| | ELFMSA 26,259 10/20/2014 13:20 -
L
=] NewFTP.txt 117 01/22/2015 16:52 Ll
=] test_ftp2. txt 33 01/27/2015 14:42 o _
| test_testall tet 1,132 01/27/2015 14:53 W Wl Fie Trnsier Report
] test_testapp.txt 34 01/27/2015 15:06 w 9
G = -
[ test_testapp2.tet 34 01/27/2015 14:52 e '0‘ File "C:\MIAPTest\test_fp2.txt” transfer failed.
=] test_testappb. bt 82 01/27/2015 15:06 W b e i
test_testfp. txt 33 01/27/2015 1446 W The following items failed to transfer:
= B test_fip2. txt
] test_testftp2.txt 33 01/27/2015 1443 w stfip
L] testftp 10,832 01/07/2015 16:54 o
=] test fip. txt 80 01/28/2015 16:29 o
FTP console
EFFMZBCY 01.00 2015/01/0& 2015/01/06 15:54 303 303
ELFM3A 01.00 2015/01/20 2015/01/20 12:22 323 323
ELFMSX 01.00 2015/01/0 015/01/08 09:08 329 329
ELFMIB 01.00 2015/01/08 2015/01/08 09:08 303 303
ISPFLIST 01.01 2015/01/07 2015/01/20 16:19 35 186
ISETLIST 01.00 2015/01/06 2015/01/06 15:10 116 116

9.14 File name caching example

Solution: Select a local file name and hit “ctrl” and click on that file name. This will
clear the cache.

10. Printer Access Procedures

This section describes the steps necessary to successfully print to a printer on your Local
Area Network (LAN).

10.1 From the Users Menu Screen Click on assigned printer.
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You are accessing Reflection a5 0000000000

FL] |l",1:|-: Hame a Grouping
[y MechModel 2 L
[y MechModel 2 - M2C
= MechModel S
[=1im  Mech Printer - Landscape

G

Mach Prinker - Portrait

| £

Q

( Close Links List ) ( Refresh Links List )
10.1: Users MIAP Session Menu

10.2 The printer screen will pop up on the terminal.
This screen will indicate that the session is connecting to the required printer.

4. WRQ Reflection for the Web - 0GD_Colcip2_PPW00007_P007 =] =

File Connection Help

Status

| Test Page... | | Help |

ibm3287 | Connecting  |o~| | tn3270e://164.235.4.23:443 | |

10.2: Printer POP-UP Screen

The first time you open a printer a session that does not have an LU Name associated with it,
you will be prompted for the LU Name. Enter the LU Name for the printer you wish to use and
click on “‘OK”. The LU Name will then be saved in the Connection Setup Screen (See section
10.7) and you will not be prompted for it in the future.
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R i TNt IE § 0t

E AEE

File Connection Setup Help

Skatus

Help

ibm3287 | Conmecting tn3270e: {{miapproxy. csd.disa. mil: 443

10.2: Printer LU POP-UP Screen

10.3 After connecting to the printer a new screen will pop up.
This screen indicates that the session has connected to the required printer and
waiting for work. Click ‘OK’.

Sistus  Rasdy

Tce: WP Latelet4

Wheee:  [idg 20 CI5005 WECMT
Conmént B 20 CI5005 WECMT ™ Prtio i

Pk 1ange Copie
o | Husbes of copser |

C Pager meml wfl

" Selection _M_H_LJ =

Tuesst P Hulp

= [ibm3207 | Conmected 9| 3.1 HSA with Triple DES
| en32Te: /164, 235 4. 75 043

10.3: Printer Connection Screen

10.4 After creating print.
Printer screen will ask to print on your local LPT1 printer. That’s Right; your local

printer attached via a LAN or direct connected to your PC becomes your application
printer.

4 WwRQ Reflection for the Web - D0GD_Colcip2_PFW00007_PD07 =12

File Connection Help

Status

Test Page... Help

|ibm3287 | Connected  |o~|3.1 RSA with Triple DES
;|tn32?l]e:_c‘_c‘164.235.4.23:443 I

10.4: Printer READY Screen.
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10.5 File Printing Status and Page Counter.

The printer screen will now show the status as ‘Printing’. The file is being spooled
down to the printer at this time. On multiple page reports, a page counter displays the page
that is currently being spooled. (See arrow below). It might be hard to see because the
numbers change very quickly as the file is being spooled.

B MECH PRINTER - LANDSCAPE = [T=]|

File Connection Setup  Help

Skatus
{

Cancel | Flush | Tiest Fage | Help |

. 3287 | Cornected | Bound | @ | 3.1 RSA with briple DES || tn3270e:/{miapprtest csd.disa,mil: 443 |
| Pzscsce2 | | Printing: 37 |

Page counter will appear in this
bax as pages are printed

10.5: Printer PRINTING Screen.

10.6 After completing the print file.
The printer screen will show a ready state, which indicates printer is waiting for more
work.

i WRQ Reflection for the Web - 0GD_Colcip2_PPW00007_PO07 - =] ]

File Connection Help

Status

| Test Page... | | Help |

ihm3287 | Connected  [o-[3.1 RSA with Triple DES |
tn3270e://164.235.4.23:443 | |

10.6: Printer Returns to READY Status
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10.7 Printer Session - Connection Setup. Click on the ‘Connection’ tab, then
‘Connection Setup’ at the top of the screen. Select the ‘Help’ button for more

information on the fields.
NOTE: Please note the location of the “Host LU name” Field, as this field will contain

your Printer LU for host printing.

The Host LU name or any other changes you make here will be automatically saved to
your preference file. You will not need to enter them in the future when you open this

session.

Etonnectiun Setup x|
Haost: |1i-5||:-|:-r-:-::-::':.-'.csd.disa.rr|i|:-'+-'+23= SSLJTLS... |
Protocal; ITNSE?UE ﬂ Advanced... |

TN3270E settings

Conneckion bype: ICnnnect LI

Host LU name: |

¥ Reconnzct when host terminates conneckion

¥ Caonnect at skartup

Conneck I QK Cancel Help

10.7: Printer Session - Connection Setup
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11. Password Configuration Procedures

This section describes the steps necessary to successfully change your MIAP password. This
applies to non-CAC users. Keep in mind, that MIAP password change does not affect your
password on the host system. Initially you will be sent a link to set your password when
signing onto MIAP. MIAP passwords are required to change every sixty days (60) days. If MIAP
password has not been changed within that timeframe, MIAP access will be locked out.
Procedures at that time are to call the DISA Service Desk to get MIAP account and password
reset.

When creating a password,

It must be at least 15 characters long

Including at least two capital letters and two lower case letters

Including at least two numeric characters

Including at least two special characters

The special characters available are: !, @, #, $, %, *.

The password cannot be part of your USERID or name

Cannot be a common name or word

A user cannot change their password back to the current password

Cannot use a password that was used within the last 24 password changes.

An example of a good password would be: Egp!3rgmK4$lhsg
An example of a bad password would be: JohnKramersdog

The password is case sensitive, so be careful when typing your password and ensure that
the Caps Lock feature is turned off.
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11.1 Change Your Password (for Non-CAC/PIV users).

From the main MIAP Web Page, below the Non-CAC/PIV Account Management heading, click on
“Reset” your password online.

~! Create New Account ~' Non CAC/PIV Account rt
Sign Up to start Managemen‘[ | Need help? Use one of
13 using MIAP today. |g Reset your our support opticns

password online
~ DFAS/DCPS CAC Enablement System Status
This message is only for DFAS/DCPS mission partners that have been E—o—.

directed to use the MZF CAC/PKI sessions.

Before these sessions can be utilized, you must first register your CAC

“Identity” certificate to your MZF DCPS userid using the 2/0S PKI Link Library

Account Toolkit (zPAT) utility at the link below:

https://imzf.csd.disa.mil/zpat = /OS5 PKI Account
Management Tool Kit

Instructions on how to register can be found in the zPAT Users Guide {zPAT) User Guide

here: z/0S PKI Account Management Tool Kit (ZPAT) User Guide = RWEB12 Enhancement
Guide

MIAP Users Manual
STARS PKI Registration

» Attention All MIAP Customers "Bad Key Format™ Error = USMC Registration
= OCHA UTS User's Guide

MOCAS User's Guide

» Attention All MIAP Customers “JAVA Update Prompt™
o - GAFS/IAPS User's Guide
i gtk dosis GAFS/IAPS UTS Terminal
» Have you recently received a new CAC/PIV Card? ID Procedures
= GAFS/IAPS FTP Guide

Who We Are What We Do
MIAP iz a DISA solution whose goal is to MIAP supports web based access

provide a secure web based access to meet to z/OS, Linux, Unix, Unisys, and Windows
the needs of our customers. platforms.

11.1: MIAP WEB Page / Change your Password Screen

On the following screen, click on the available link.

Di ATION
DEPARTMENT OF DEFENSE

To reset your MIAP password, please select the option below. Passwords are only
available for non-CAC/PIV users. CAC/PIV users need to use their card certificates for
authentication.

i'do NOT have a C.ommon Access Card (CAC) or Personal identity Verification (PIV] cardi

11.1: MIAP Password - Non-CAC Option
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11.2 Enter required data as indicated.
MIAP Account Password Reset

Please all fill out the information below.
Your password will be emailed to you at the address that you provided on your DD 2875 System
Access Request Form.

Please enter your User ID:
Last Name:
4 digit PIN:

The four digit pin is used for account verification only.

11.2: Change Password Data Entry Screen.

11.3 Example of Data input.

MIAP Account Password Reset
Please all fill out the information below.
Your password will be emailed to you at the address that you provided on your DD 2875 System
Access Request Form.

Please enter your User ID: 1234567890
Last Name: Smith
4 digit PIN: 9090

The four digit pin is used for account verification only.

11.3: Change Password Data Entry Example screen.

11.4 Example of Error screen:

There was a problem resetting your account. Please contact the DISA Semnice Desk support team for
assistance Toll Free: 1-844-347-2457 (1-844-DISA HLP) or DSM: 850-0032. Press 1 for Applications,
press 4 for Mechanicsburg menu and then press 6 for MIAP.

Error: Object required Error Nmuber: 424Error Source: Microsoft VBScript runtime error

11.4: Change Password Invalid Data Error.
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11.5 Data entered correctly:

The following screen appears if required data is entered correctly.

An email has been sent to you at charlesHopsen@fuse.net with a lnk and instructions to complete your password reset. Please check
your email before proceeding

11.5: Change Password Correct Data Entry Screen.

11.6 Example of email sent for Password reset.

o
Subgect: MIAR Password Reset

v &

This email is auto generated, please do not reply. Please cick on or copy and paste the following link to finish resetting your password,

11.6: Change Password Email Instruction Screen.

11.7 Reset password Page as provided from the email sent to each customer requesting to
change their password.

Tests  Help

Y.
DAEPARTRIMT OF Dl iRl

You are almost done resetting your passwaord.
Plaase read the following instructions to create & mew pasaword.
Wzers must ute the following format 1o create 3 new pastwond:
1. Password length moust be a minkmum of 15 charscters.
2. Fasswonds showld nod contain your user namsr, real name, © N, o
3. Passwords showld nof contasln & complete dictlonsny word.
4. Pasavwodd cam only be changied oncs s 274 Bour period
5. Passwosd history contains lasi 5 user passwords. Cannot be a duplicate or contain par of an
old pasaword.
6 Pasawad B8 USE COMLEIN 5L ast ? characters Trom sach of the following 4 classas!
* English uppsd case ktters A, B, C, .2
" English lovwsr caas lomers &, b, ¢, .7
“ Westernired frabic nomersls 0.1.2.3, .9
* Mani-alphanumeiss [Capecial chareotens™] Punctuaticn maiks asnd other aymbols
19 5% 5, i
Examnpln: C3HaGEr05!IAS56

Pleass anter your User ID:
Fliasa onbid youl e patswnnd!
Plaass confimm your naw password by typing i again:
- Subma 4

11.7: Reset Password Data Entry Screen
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11.8 Reset Password Message. After completing the reset password data entry page, the
following message appears.

W S T Rl AT S TIERS. AT Y
TAFAHTYENT OF DEFEREL

LUt pasrwHd has been changml.

Hirw

11.8: Change Password Notification Screen.
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12.1

12.2

12.3

(MIAP) USERS MANUAL

This section describes the most common problems that can occur and the solutions.

Problem

12.1 - Gray Box or Gray box

with red X. customer gets a white

Reflection for the Web screen with gray box or
gray box with red X in upper left-hand corner is
displayed when attempting to launch the

Administrative Web Station or a client session.

12.2 - “‘Connection to host
failed’

Customer signs onto MIAP, when selecting the
session link, a message comes back with
‘connection to host failed’, followed by TLS
ALERT message type.

12.3 - Expired or invalid
authorization token

Cause

The gray box is an indication that
JAVA or MS VM was not installed on
customers PC or was installed, but not
activated.

This is a generic error message that
can have many causes including
issues with HTTPS proxies,
certificates, keystrokes, security proxy
not running, wrong port specified for
security proxy or SSL Host, etc.

The error message this end-user
reported is usually related to
expiration of the security proxy token.
If you browse away from the terminal
session and then come back without
re-launching the session (re-
authenticating) after the token has
expired, this message will occur. By
default, the life of the token is 20
minutes
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Solution

1. Check the JAVA configuration
boxes located in the internet options
of the browser. See paragraph 7.1
above to configure your java
settings.

Load current version of Java.

If these do not work, open ticket at
Mechanicsburg Help desk.

w N

A JAVA Console is needed to troubleshoot
this error. Contact Customer Support and
open a trouble ticket.

1. Logon to the Java Control Panel

a. Click on START\SETTINGS\CONTROL
PANEL\JAVA
2. From the Java Control Panel

a. On the Temporary Internet Files

b. Click on the SETTINGS button
3. From the Temporary Files Settings

a. Click on the Delete Files button
4. From the Delete Files and Application
Panel

a. Click all available check boxes.

b. Click OK (all the out)
Try accessing your session via MicroFocus
Reflection once again.
Report any problems to Mechanicsburg
Help desk.




12.4

Problem

12.4 - File Transfer using
INDSFILE Fails when using
CL/SuperSession
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Cause

CL/Supersession requires that you
set file transfer on within
CL/Supersession.

Table 4: Known Problems & Solutions
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Solution

With CL Super Session

Make sure the Max Field Size = 2k
ACII transfer method
Variable record format

TSO or CICS

- issue the "\ft" CL/SS command before
starting the IND$FILE?

-- or issue "\0" CL/SS command and change
Query Passthru to "y" before starting the
INDS$FILE?

--- or "m"odify CICPJ3 from the CL/SS main
menu, press F8, change Query Passthru to
"y" before logging on to the CICS and
starting the IND$FILE?




MULTI-HOST INTERNET ACCESS PORTAL
(MIAP) USERS MANUAL

13. Problems / Resolution Reporting

MIAP users should document any problems relating to the use of MIAP and should describe the
problem in detail, including the step in the process at which the problem occurred, the specific
actions taken that caused the problem and the result of the action. The purpose for this
information is to provide technicians with enough data to recreate the problem in order to
successfully resolve it. The user should then contact their responsible DISA Service Desk. The
DISA Service Desk will take the necessary steps to resolve the problem as reported by the user
utilizing DISA Standard Operating Procedures (SOP). Once the problem has been corrected, the
DISA Service Desk will notify the user of the resolution. Subsequent problems relating to the
initial trouble report should refer to the previous attempts at solution.

Service Desk Support will be provided on a 24x7 basis. Users calling the Service Desk should
identify themselves as “DMZ Users with a problem relating to MIAP”. The Service Desk numbers
are as follows:

The Global Service desk will handle all problems related to MIAP (MicroFocus Reflection) once
you have established an account for access.

Global Service 1-844-347-2457 (1-844-DISA DSN 850-0032
Desk HLP)

Table 5: MIAP Problems Support Center

Press 1 for Applications, press 4 for Mechanicsburg menu, then 6 for MIAP.

Once you are in MIAP, if you are experiencing problems with the host application, please call the
above number, press for Applications and select the appropriate Site (Ogden, Mechanicsburg,
Montgomery, OKC, etc.) menu.

Montegomery Press 1 for Applications, press 1 for
Montegomery menu

Ogden Press 1 for Applications, press 2 for Ogden
menu

Columbus Press 1 for Applications, press 3 for
Columbus menu

Mechanicsburg Press 1 for Applications, press 4 for
Mechanicsburg menu

Oklahoma City Press 1 for Applications, press 5 for
Oklahoma City menu

San Antonio Press 1 for Applications, press 6 for San
Antonio menu

Saint Louis Press 1 for Applications, press 7 for Saint
Louis menu

Table 6: Host Application Problem Support Centers
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Glossary and Acronyms

C&A Certification and Accreditation

Certification The process of determining the effectiveness of all security
mechanisms. The comprehensive evaluation of the technical and non-technical
security features of an AlIS and other safeguards, made in support of the
accreditation process that establishes the extent to which a particular design and
implementation meet a specified set of security requirements.

Code Red Classification used to indicate high-risk Ports, Protocols and
Services (PPS) lacking adequate security countermeasures

DECC Defense Enterprises Computing Center
DISA Defense Information Systems Agency
DaoD Department of Defense

DoDI Department of Defense Instruction

ISP Internet Service Provider

ISPF Interactive System Productivity Facility

Message 10 Logon screen presented to users to access applications.

MIAP Multi-host Internet Access Portal

NIPRNET Unclassified but sensitive Internet Protocol Router Network
OST Operations Support Team

PPSM Ports, Protocols, and Services Management

RMS Requirements Management System

SLA Service Level Agreement

SNA3270 Mainframe emulation software provided by Sunlink.

SOP Standard Operating Procedure

TN3270E Mainframe emulation software provided by Telnet.

TSO Time Sharing Option

Page 142 of 142




	1. References
	2. Purpose
	3. Background
	4. Document Scope
	5. Version Control
	6. MIAP Set-up Activities
	6.1 Create MIAP Account
	6.1.1 Customers with a CAC/PIV Card
	6.1.2 Customers without a CAC/PIV Card
	6.1.3 Account Inactivity

	6.2 System Requirements
	6.3 Terminal and Printer Information
	6.4 Current MIAP Information

	7. Accessing Applications via MIAP
	7.1 Configure Browser
	7.1.2 Java Configuration
	7.1.3 Temporary Internet Files Settings:
	7.1.7.1 Java Web Site is:  http://www.java.com.

	7.2.1 Enter URL: https://miap.csd.disa.mil and press “Enter”.
	7.2.3 The MicroFocus Reflections for the Web logon screen is presented.
	7.2.3.1 CAC/PIV Card Customer’s Logon Screen
	After you select your certificate, press "OK". 7.2.3.2 CAC/PIV Logon Failed Example
	7.2.3.3 NON-CAC/PIV Card Customers LOGON Screen (USERID and password):
	7.2.4.1 Actions Tab:  Session Attributes – Open Automatically
	7.2.4.2 Actions Tab:  Open
	7.2.4.3 Actions Tab:  Duplicate an Existing Session
	7.2.4.4 Actions Tab:  Delete a Session Previously Duplicated
	7.2.4.5 Actions Tab:  Preferences to Customize Your MIAP Session Menu Screen

	7.2.8 Terminal Connection Setup

	7.4 Custom Color Palette
	7.5 Customize Fonts
	7.7 Set up a Session for Terminal Model 3 or Model 4
	7.8 Keyboard Mapping
	7.9 Toolbar
	7.9.1 Show
	7.9.2 Add
	7.9.3 Edit

	7.10 Macros
	7.10.1 Macro Menu
	7.10.2 Recording Macros
	7.10.2.1 Saving Macro
	7.10.2.2 Advanced Macro dialog box

	7.10.3 Running Macro
	7.10.4 Editing Macros


	8.IND$FILE Transfer Process
	8.1. Starting the IND$FILE Transfer Process
	8.1.1 Log onto a host system
	8.2.3 Receive Transfer Setup
	8.2.4 Send Transfer Setup
	8.2.5 IND$FILE Panel
	8.2.5.1 Toolbar
	8.2.5.2 Target folder selection
	8.2.5.3 Changing Host Levels
	8.2.5.4 Creating New Local Directories
	8.2.5.5 Deleting Local Directories or Files


	8.3 Using IND$FILE Transfer
	8.3.1 Transferring a host file to the local machine
	8.3.1.1 Receive Files
	8.3.1.2  Receive Files as

	8.3.2 Transferring a local file to the host
	8.3.2.1 Receive Files
	8.3.2.2 Receive Files As


	8.4 Using IND$FILE transfer requests
	8.4.1 Creating a transfer request
	8.4.1.1 Adding a Send Transfer Request
	8.4.1.2 Adding a Receive Request.

	8.4.2 Using existing transfer requests

	8.5 IND$FILE troubleshooting

	9. File Transfer Protocol (FTP)
	9.1 Using FTP as a stand alone session:
	9.2 Modifying the Appearance of the FTP Window
	9.3 FTP Console
	9.4 Using the List Panels
	9.5 Using the FTP Console
	9.6 Transferring Files
	9.6.1 Sending Files to Host
	9.6.1.1 Send File
	9.6.1.2 Send File as
	9.6.1.3 File Replacement

	9.6.2 Receiving Files from Host
	9.6.2.1 Receiving File
	9.6.2.2 Receiving File As
	9.6.2.3 File Replacement


	9.7 Opening Directories
	9.8 Creating New Directories
	9.8.1 New Directory Options
	9.8.3 New Directory Confirmation

	9.9 Renaming Files and Directories
	9.10 Deleting Files and Directories
	9.10.1 Deletion Example

	9.11 Creating a Transfer Request
	9.12 Using Existing Transfer Requests
	9.13 FTP Stand alone or embedded in a Host Session Procedures:
	9.13.3 Screen view of an FTP session.
	9.13.4 FTP Preferences
	9.13.5  Connection Setup
	9.13.6  Connect and Disconnect
	9.13.6 Transfer Setup
	9.13.7 Default Directory Setup
	9.13.8  FTP Transfer setup: File Types

	9.14 FTP Toolbar:
	9.15 FTP Troubleshooting

	10. Printer Access Procedures
	11.  Password Configuration Procedures
	11.1 Change Your Password (for Non-CAC/PIV users).
	11.3 Example of Data input.
	11.5 Data entered correctly:

	12. Known Problems
	12.2 - ‘Connection to host failed’ 
	12.3 - Expired or invalid authorization token 
	12.4 - File Transfer using IND$FILE Fails when using CL/SuperSession
	13.  Problems / Resolution Reporting



