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[bookmark: _Toc405194584][bookmark: _Toc454787410]About this document
This guide was updated June 2015.
[bookmark: _Toc405194585]Introduction
The zOS PKI Account Management Toolkit (zPAT) is a utility that runs under IBM’s HTTPS Server running on a zOS LPAR.  It provides an end user with the ability to register a CAC PKI certificate to the host LPAR, deregister a CAC certificate, and initiate a self-service password reset on the host LPAR.
[bookmark: _Toc405194586][bookmark: _Toc330382630]managing certificate registration
[bookmark: _Toc405194587]CAC REGISTRATION
The following is a short instruction on how to use this solution to register your certificate to the z/OS LPAR or Guest using the zPAT tool.  
First, using your Internet Browser, navigate to the URL https://LPAR.csd.disa.mil/zpat where <LPAR> is the unique sysid of the specific LPAR.  Upon entry to the zPAT URL, you will be presented with the DoD banner page and asked to choose a certificate from the browser certificate store.  For CAC Enablement, you must choose the ID certificate.  The email certificate will not work for this process.   
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When the Certificate is accepted, the following screen should be displayed:
[image: ]

This is the zPAT Home page.  From here, you are given the choices Manage Certificate Registration or Reset Password.  For CAC Registrations, choose the “Manage Certificate Registration” button to register your CAC certificate to the host LPAR.  Note that a CAC registration or deregistration can only be successful for users with a current userid and password.  If you do not have a current password, skip down to section 3.3.  
The Manage Certificate Registration screen will display the certificate for your verification and give you the option of either registering or deregistering your CAC.  To register your certificate, choose “Register” as shown below.
[image: ]
Once you have clicked “Register”, you will be prompted for username and password.   Here you will fill in your username and password for the LPAR to which you are registering your certificate:
[image: ] 
Upon successful registration, the “Status” line at the top will change to:
Status: success Response: success
To remove/deregister your certificate from the ACP, follow the same process and choose “De-register”.  You will again be prompted for your userid and password and, if entered correctly, your certificate will be deregistered.
[bookmark: _Toc405194588]CAC DEREGISTRATION
The steps required to deregister a CAC PKI certificate follow the same flow as the CAC registration process documented in section 2.1, however, users need to be aware of the following:  Without any registered CAC PKI certificates, a user will not be able to perform a Self-Service Password reset – documented below in section 3.
In the normal process flow (user deregisters old CAC and subsequently registers new CAC) this should not be an issue because during a CAC deregistration, the Userid & Password are needed.  Since these two steps normally occur within a few days of each other, the password used to deregister the old certificate will be used to register the new certificate.
In a scenario where the user deregisters their CAC PKI then  forgets their password, they will not be able to use zPAT to either register a new CAC PKI (which requires a userid & password) or perform a self-service password reset (which requires a registered CAC). 
[bookmark: _Toc405194589]Using zPat for self-service password resets
In addition to CAC PKI Registration & Deregistration, zPAT can be used to initiate a password reset.  
[bookmark: _Toc405194590]Basic Functionality
The basic functionality of zPAT is shown here:



The “Manage Certificate Registration” was previously documented in Chapter 2.  
[bookmark: _Toc405194591]requirements
To initiate a Self-Service password reset, one of the following conditions must exist:
1. You have a current CAC that has been registered to the host LPAR.
2. You have a new CAC (not yet registered to the host LPAR) but had registered your previous CAC to the host LPAR.
[bookmark: _Toc405194592]Self-service password reset process
[bookmark: _Toc405194593]Initial Entry
[bookmark: _GoBack]Using your Internet Browser, navigate to the URL https://LPAR.csd.disa.mil/zpat.  Upon entry to the zPAT URL, you will be presented with the DoD banner page and asked to choose a certificate from the browser certificate store.  For CAC Enablement, you must choose the ID certificate.  The email certificate will not work for CAC-Enabled MIAP Logins.  The initial entry is shown below:

The CAC prompt tiles are displayed first followed by the login banner:
[image: ]
Login Banner-
[image: ]  
zPAT Home Page
[image: ]
[bookmark: _Toc405194594]Reset Password & User Retrieval
Use the “Reset Password” button to gain entry to the password reset page – the password is not actually reset at this point.  When this option is selected, the requestor’s userid will be retrieved and populated for the password reset function.  The retrieval may take a few moments.  The retrieved userid cannot be edited/changed.
[image: ]
Generate Password
To perform the actual password reset, use the “Generate Password” button.  This will cause zPAT to make a request to the resident ACP to reset the password for the requestor’s userid.  This operation will take a few moments and is indicated by the “Loading ….” message as shown here:
[image: ]


[bookmark: _Toc405194595]Masked Display and Warning
Upon successful completion, the password is returned and displayed as “********”.  The requestor is advised and mandated to protect passwords (DISA Form 787), therefore, do not display the password using the “Show Password” button until you are certain that no one else is able to view the workstation display.  When it is safe to do so, use the “Show Password” button to display the password.  Note that the “Show Password” button now becomes a “Hide Password” button which is used to return the field to the masked “********” display.
[image: ]

[bookmark: _Toc405194596]Displaying and Hiding the Password Value
The displayed password is indicated in the following display.  Note that for security reasons, zPAT will re-hide the password after a 5 second delay.  You can re-display the password using the “show password” button.
[image: ]

[bookmark: _Toc405194597]Appendix A: Acronyms
ACP – Access Control Product.  On zOS LPARs, this will be either CA ACF2, IBM RACF, or CA Top Secret.
zPAT – zOS PKI Account Toolkit

For Official Use Only (FOUO)	1	02/15/2013
image2.png
Windows Security.

Select a Certificate

PFISTER NATHAN.J.136843...

[9| PFISTERNATHAN..136843..
\ PIISTERNATIAN.
\ Vaid From: 12/13/2011 o 12/13/2014

[ | o |





image3.png
> 2105 PKI Account Toolkit 1.0 Beta

Utility Home:

To be able to use this utiity you need:

1. One or more Personal Certiicates installed in your browser.
2. Avalid User ID & password within the managing Security Package.

“This utiity provides the following functions to assist in managing your PKI registration state.
« Manage Certificate Registration

When you dlck this button your browser will ask you to select one of the certficates trusted certiicates
‘available to the browser You will also be prompted for your user id and password. A confirmation
‘screen will show you the information from the certficate you selected and your security package user

id.
o Register - allows you to associate the selected certficate to your user id within the security
package.

o De-register - removes the association within the securit package between the selected
certficate and your userid.

« Reset Password

Allows you to change your password using an randomly generated STIG compliant password.
Hote: This function only works if you have aiready registered 2 certificate with the security package.

o Generate Passiword - generates an random STIG compliant password and uses that value as
the password associated with your user id.

o Show Passiword - displays the password in clear-textfor you to copy or read.

Note: "Show Password” wil ony wok sfer Generate Password has been used

Builtby: DISA ESD ES5
Last Updated: 110612013 16

ered by
iQuery Mobile





image4.png
(€ ) @ httpsy//mmg.csd disa.mil/zpat/manage html

UnclassifiedFor Offcial Use Only *

‘Department of Defense > Defense Information System Agency
> 2105 PKI Account Toolkit 1.0 Beta

Manage Certificate Registration

| © Home |

User ID: NOT REGISTERED

Ccertificate

Common Name: WORRALL.JOHN.P.JR.1297122475
Country: US

State or Providence:

Locality:

Organization: U.S. Government
Organizational Unit: CONTRACTOR

Serial Number: 34:aaied

Common Name: DOD EMAIL CA-30
Country: US

State or Providence:
Locality:

Organization: U.S. Government
Organizational Unit: BXI

Built by: DISA ESD ES5 ered by
Last Updated: 110612013 16 iQuery Mobile





image5.png
User ID: NOT

Certificate

Please sign in

Username:

ational
1 Nunbe:

Password

Issuer

ational Uni





image6.emf
zPAT Function Flow

zPAT Home

https://<sysid>.csd.disa.mil/zpat

Hosted by IBM HTTP Server on <sysid> LPAR

Manage Certificate 

Registration

Reset Password

Manage Certificate 

Registration

Reset Password

Register 

Certificate

Deregister 

Certificate

Generate 

Password

Show/Hide 

Password


Microsoft_PowerPoint_Presentation1.pptx
zPAT Function Flow

zPAT Home

https://<sysid>.csd.disa.mil/zpat

Hosted by IBM HTTP Server on <sysid> LPAR









Manage Certificate Registration









Reset Password











Manage Certificate Registration

Reset Password

Register Certificate

Deregister Certificate

Generate Password

Show/Hide Password






image7.png
B O moimmscomomiar

- @ B & X[l Home - DoD Enterprise Portal ..

O disa.mil

Fie Edit View Favorites Tools

Help

%5 3 SoftwareForge Project Ho... & CSD Admin LAN - Sign-In... [ Google 8 Personnel Accountabiity .. § SSOTntranet § Home Page &) Suggested Sites +

Select a Certificate

CLOUGHHAROLDEIL122...
Issuer: DOD EMAIL CA-29.
Valid From: 7/5/2012 to 2/8/2015

CLOUGHHAROLD.EIL122...
Issuer: DOD CA-30
Valid From: 2/8/2012 to 2/8/2015

ICiick here to view certficate prope,

Waiting for from disa.mil..
aiting for response:

#100%





image8.png
B O [ mowimmicasammin

Fie Edt View Favortes Tools Help
%5 3 SoftwareForge Project Ho... & CSD Admin LAN - Sign-In... [ Goog

for response from disa.

K Account Toolkit

x

You are accessing a U.S. Government (USG) Information System (1) that

s provided
for USG-authorized use only.

By using this IS (which includes any device atached to ths’S), you
consent to the
following conditions:

~The USG routinely intercepts and monitors communications on this IS
for purposes

including, but not limited to, penetration testing, COMSEC monitoring,
network

operations and defense, personnel misconduct (PM), law enforcement
(LB, and

counterintelligence (CI) investigations.

-At any time, the USG may inspect and seize data stored on this IS,

~Communications using, o data stored on, this IS are not private, are
Subject to routine

monitoring, interception, and search, and may be disclosed or used for
any USG-

authorized purpose.

~This IS includes security measures (eg, authentication and access
controls) to protect
USG interests--not for your personal benefitor privacy.

-Notwithstanding the above, using this S does not constitute consent
toPM, LEor C

investigative searching or monitoring of the content of privileged
communications, or

work product, related to personal representation or services by
attorneys,

psychotherapists, or clergy, and their assistants. Such communications
and work product

are private and confidential. See User Agreement for detail.

#100%




image9.png
205 PKI Acsount Toolkitvi-1

wmmuwﬂs. > Defense Information System Agency

2/0S PKI Account Toolkit

To be able to use this utility you nee

1. One or more Personal Certiicates installed in your browser.
2. Avalid User ID & password within the managing Security Package.

This utility provides the following functions to assist in managing your PKI registration state.
+ Manage Certificate Registration

When you cick this button your browser will ask you to select one of the cerificates trusted cerifcates
available to the browser. You wilalso be prompted for your user id and password. A confimmation screen
will show you the information from the cerificate you selected and your security package user id

- Register - alows you to associate the selected certiicate to your user d within the security
package.

= Deregister - removes the association within the securiy package between the selected certiicate.
and your user id

+ Reset Password

Allows you to change your password using an randomly generated STIG compliant password
Note: This function only works ifyou have aieady registered a certficate wit the securty package.

« Generate Password - generates a random STIG compliant password and uses that value to
change the password associated with your user.

= Show Password - displays the password in clear-text for you to copy or read.

Note: "Show Passwor will oy work sfer Generate Password has been used.





image10.png
N
g@ @ hitps/mend.csd.cisamil pat/reset-password html 0 - @ B & X | E Home - DoD Enterprise Portal. | € ResetPassword
Fle Edt Viw Fovertes Tools Hep

5 ¥ SoftwareForge Project Ho... &) CSD Admin LAN - Sign-in... [ Google 8 Personnel Accountability .. § SSO1Intranet| § Home Page| & Suggested Sites v

W_‘un«uu>m«;elmww
205 PKI Acsount Toolkitvi-1
Reset Password

[ © Home

Warning! Due to STIG quidelines, password resets can only be performed once per day

User ID:

| DAZTUSR |

Password:

Built by: DISA ESD ES5




image11.png
e@ © hitps//mmd.csd dissmil/spatirset-password £~ @ 8 C X[ Home - DoD Entarprae Poral

© Reset Password

S

) 2's 23

Fie Edt View Favortes Tools Help
%5 3 SoftwareForge Project Ho... &) CSD Admin LAN - Sign-In... [ Google 8 Personnel Accountabity .| § S50 ntranet § Home Page &) Suggested Sites +

B~ B - O B v Pager Sey~ Took~ @~

wmumm>mulmw~rm
205 PKI Acsount Toolkitvi-1
Reset Password

© Home

Warning! Due to STIG quidelines, password resets can only be performed once per day

User ID:

DAZTUSR

Password:

Loading... @

e




image12.png
OE S v i csinmipic

File Edt View Fvorites Tools Help

O - @ B ¢ % || [] Home - DoD Enterprise Portal .. | & Reset Password x {0 2y &3

3 3¢ SoftwareForge Project Ho... &) CSD Admin LAN - Sign-In... [E] Google /& Personnel Accountability .. § SSOIntranet § HomePage &)SuggestedSitesv & fij) +

Deprtment of Defense > Defense Information System Agency
3105 PKI Acsount Toolt vi.1

Reset Password

© Home

Warning! Due to STIG quidelines, password resets can only be performed once per day

User ID:

DAZTUSR

Password:





image13.png
[S=S Rl )

9@ @ hitps,//mmd.csd.disa.mil/zpat/eset-password.html £~ @ 2 ¢ X || Home- DoD Enterprise Portal.. | € Reset Password x ) v &5
File Edt View Favorites Tools Hep

s 3 SoftwareForge Project Ho.. & CSD Admin LAN - Sign-In... [E] Google 8 Personnel Accountability .. SSOIntranet § Home Page & Suggested Sites v

W_‘un«uu>m«;elmww
205 PKI Acsount Toolkitvi-1
Reset Password

© Home

B B - @ v Pager Seyw Tookv @

Warning! Due to STIG quidelines, password resets can only be performed once per day

User ID:

DAZTUSR

Password:

G1@0hK73





image1.png




